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INTRODUCTION

This application note describes the EVS redundant Database server. How it works and how to install it.

MIRRORING PRINCIPLES
SQL 2005 MIRRORING

Database mirroring is a new SQL Server 2005 technology available for increasing database availability.

In database mirroring, an originating SQL Server 2005 instance continuously sends a database's transaction log
records to a copy of the database on another standby SQL Server instance. The originating database and server
have the role of principal, and the receiving database and server have the role of mirror. The principal and mirror
servers must be separate instances of SQL Server 2005.

In addition to the two partner servers (principal and mirror) a database mirroring session may have an optional third
server, called the witness. The witness server's role is to enable automatic failover. When database mirroring is used
for high availability, if a principal server suddenly fails, if the mirror server has confirmation from the witness, it can
automatically take on the role of principal and make its database available within a few seconds.

The principal and mirror servers must run at least SQL Server 2005 Standard Edition. The witness server can run
SQL Server 2005 Express Edition.

More information about SQL Mirroring is available on :

VIRTUAL IP ADDRESS

SQL Server 2005 doesn’t manage the clients redirection in case of failover. We have then developed a windows
service that links an IP Address to the mirrored database. This service is called EVSDBIP.

EVSDBIP is installed on the Principal and mirror servers. It regularly queries the SQL server to check the mirroring
status and the mirrored database state. If EVSDBIP runs on the principal server, it adds the virtual IP Address to the
local TCP/IP stack. If EVSDBIP runs on the mirror server, it checks that the virtual IP Address is not configured on the
server and eventually removes this IP Address from the local TCP/IP stack.

In case of failover, the server roles (principal and mirror) are switched. The Virtual IP is removed from the “old”
principal server (if it is still available) and added to the “New” principal server.

EVSDBIP can manage multiple Database/IP links on the same servers. This means that multiple databases can be
mirrored on the same couple of server, each database with its own virtual IP address.

EVS DATABASE MONITORING

The EVSDBIP service doesn’t provide user interface to verify mirroring configuration and availability.
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The tool “EVS Database Monitoring” has been developed to periodically display the EVSDBIP status on principal and

mirror server.

EVS Database Monitoring

=] B3

Configuration  Refresh  Logs  Help

Database monitored

Servers
SERVER1

1o oot

SERVER 2

DB60100

Servers Status

SOL Mirroring Status

MIRRORING OK

SYNCHRONIZED

PRINCIPAL MIRROR

DB60110

SYNCHRONIZED

1.1.2.180

4/2/2007 2:47:23 PM

’*Vltual IP Address

1.1.2.180

41212007 2:47:23 PM.

This application verifies the EVSDBIP status and the mirroring state on each SQL server and displays the result in an
“easy to use” interface. “EVS Database Monitoring” can be installed on any Windows XP/2003 computer on the

network.

More information about this application is available later in this document.

MIRRORING INSTALLATION
INTRODUCTION

Database redundancy installation is divided into several steps :

SQL Server 2005 installation

EVSDBIP installation and configuration

EVS Database Monitoring installation and configuration
Database Mirroring initialisation

SQL SERVER 2005

SQL Server 2005 must be installed on

the principal server (where the database will be used)
the mirrored server (the backup server)
the witness computer (workstation used for automatic failover)

SQL Server 2005 Standard Edition (or Enterprise Edition) must be installed on principal and mirror servers. SQL
Server 2005 Express Edition (or higher) can be installed on the Witness workstation.

At least SQL Service Pack 1 must be applied on each server, DB mirroring is not supported for earlier versions.
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EVSDBIP

EVSDBIP must be installed on the principal AND the mirror server. (not on the witness)
EVSDBIP is a windows service. It can be installed with the setup file : EvsDblp_setup 02.07.00.exe
No special configuration is asked during the setup process.

EVSDBIP is configured through an INI file and the setup application will ask you to configure this INI file before the
end of the setup.

By default, the ini file contains this configuration :

; config file for "EvsDblp" service
; please refer to "EVSDBIP_analyse.doc” MSWord document to get detailed info

[EVSDBIP]

; adress static of this server
StaticlP=1.1.2.178

; login to master DB
DBLogin=sa

; password to master DB
DBPassword=evs

; port to use for communications with clients
Port=10555

; settings for CleanEdit
;[CleanEdit]
;VirtuallP=1.1.2.181
;ReflP=1.1.2.178
;DbName=CleanEditDB

; settings for IpRemote
[IpRemote]

; virtual IP to access IpRemote DB
VirtuallP=1.1.2.180

; IP of adapter to which virtual IP has to be attached
ReflP=1.1.2.178

; name of DB
DbName=IpRemoteWC

The options contained in the ini file are described in the following table :

Option Description

[EVSDBIP] General configuration category
StaticlP IP address of the managed server (typically local IP or 127.0.0.1)
DBLogin SQL Server Login (typically : SA). This login is used to verify mirroring state

DBPassword Password of the SQL Server Login

Port TCP port used to make EVSDBIP status available to client (“EVS Database Monitoring”).
By default : 10555
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[XYZ]

Category where is described an association “Database / IP Address” to monitor. Typically
XYZ = Database name. You can create as much category as the number of database
configured on your server.

VirtuallP Virtual IP Address added to the server where the database is principal (for the XYZ
category)

ReflP Reference IP address (for the XYZ category), used to locate the network interface where
the Virtual IP will be attached (don’t put 127.0.0.1 for this option)

DbName Name of the mirrored database to monitor (for the XYZ category)

The ini file can be limited to :

[EVSDBIP]

StaticlP=127.0.0.1

DBLogin=sa

DBPassword=evs

Port=10555
[IpRemote]

VirtuallP=1.1.2.180
ReflP=1.1.2.178
DbName=IpRemote

Restart your server to make EVSDBIP running (or manually start the EVSDBIP service)

EVSDBIP logs are stored in c:\EVSLogs\EVSDBIP\

EVS DATABASE MONITORING

INSTALLATION

“EVS Database Monitoring” monitors the state of the EVSDBIP service on the principal and the mirror server.

This application can be installed on any Windows XP/2003 computer on the network.

.NET framework 2.0 is needed to install the application
“EVS Database Monitoring” setup file is EVS Database Monitoring Setup.msi

CONFIGURATION

The first time you launch “EVS Database Monitoring”, nothing will be displayed in all the monitoring area. The first
step to complete is to configure the databases you want to configure.

To perform this configuration:

Choose “Databases” in the “Configuration” menu
Press the “Add” button to add a database to monitor
Complete the following configuration

Database Server 1

Server Name : Computername of the server or its IP address
EVSDBIP Port : by default 10555 (modify if it has been changed during the EVSDBIP installation)
EVSDBIP Log File : browse to the file C:\EVSLog\EVSDBIP\EvsDblp.log on the database server

Database Server 2

Server Name : Computername of the server or its IP address
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EVSDBIP Port : by default 10555 (modify if it has been changed during the EVSDBIP installation)
EVSDBIP Log File : browse to the file C:\EVSLog\EVSDBIP\EvsDblp.log on the database server

General
Database Name : name of the database monitor. Must be the same as the category name in the

EVSDBIP configuration file (i.e. [XYZ] in the above explanation)
Refresh interval : time between 2 status polling on the EVSDBIP services. Cannot be less than 2

seconds.

Database Configuration [

Database Server 1 eneal

G |
Server Name DEB0100 Database Name IpRemote
EVSDBIP Port 10555_ RefteshInterval [5_ Seconds

EVSDBIP Log File

Seiver Name DBE0T10
EVSDBIP Port 10555__

Database Server
EVSDBIPLogFle _ Browse.. | m]
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INTERFACE

Once the databases have been added to the configuration you can choose the database you want to monitor in the
first dropdown list. Only one database can be monitored by “EVS Database Monitoring” application. You can launch
as many applications as you want depending on the database number you have.

L ox|

Database montored

J ‘charge v

Servers

SERVER 1 SERVER2
172.22.200.201 172.22.200.202

Servers Status

Stat
PRINCIPAL MIRROR

SQL Mioring Status

MIRRORING OK

Witness Status.

IPDIRECTOR-1 IPMaMachine 1

Vittual IP Address

17222 200.200 172.22 200.200
23/04/200910:09:11 23/04/200910:09:11

The application interface is described areas by areas in the following points

SERVERS AREA
This part of the interface shows the name of the servers involved in the mirroring process

SERVERS STATUS AREA
This part of the interface shows the status of the EVSDBIP service on the 2 database servers and the role played by
each server in the mirroring process.

The meaning of the colours used as background is explained in the following table.

SERVERS STATUS

Colour State Comments

The application is connected to
Server Role Connected to EVSDBIP EVSDBIP and has received the
service status.

The application is connected to
EVSDBIP but has encounter a
problem (No status, Database not
configured on EVSDBIP,...)

Not connected to EVSDBIP (server
Server Role Not connected to EVSDBIP unavailable, wrong port, service
stopped or not responding,...)

Server Role Connected to EVSDBIP with warnings

SQL MIRRORING STATUS AREA
Here is displayed the mirroring status returned by SQL 2005 on each server.

A first “coloured” area summarise the two SQL status to display a clear global status of the mirroring process.

The meaning of the text displayed in the two other areas is explained in the following table .
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SQL Mirroring Status

Text displayed Status

Mirroring the principal

Suspended database is suspended.

The principal database and
Disconnected the mirror database are
disconnected.

The principal database and
the mirror database are in
the process of
synchronizing

Synchronizing

The principal database is

Pending Failover initiating a failover.

The principal database and
Synchronized the mirror database are
synchronized.

The principal database is
not mirrored.

blank Not connected to EVSDBIP

Database is not online

WITNESS STATUS AREA
This area displays the status of the witness connection from both DB servers

“VIRTUAL IP ADDRESS” AREA
Shows the Virtual IP Address configured on each database server and how this IP Address is handled. The colour
coding used in this area is explained in the following table.

Virtual IP Address

Colour Status

IP Address

IP Address

The IP address is not added to the
«mirror » server

The IP address is still present on the
« Mirror » server

The IP address is configured on the

IP Address e
« Principal » server

The IP address is not configured on the
« Principal » server yet.

IP Address

No status is returned

STATUS BAR
The status bar shows when the last EVSDBIP status has been received on each server.
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MIRRORING INITIALISATION

The database mirroring can be initialized through different applications.

SQL Server Management Studio
EVS-DB-Mirroring-Setup.hta in the [IP] Director plugins or on the [DB] Server

EVS-DB-Mirroring-Setup has been developed to easily create a database mirroring. This tool is described later in this
document.

If you want to use SQL Server Management Studio you must first prepare your SQL environment:

Verify that your database is in “Full” recovery mode

Backup the database

Backup the transaction Log of the database

Restore the database on the mirror server with the “norecovery” option

Restore the transaction Log on the mirror with the “norecovery” option

Create a database on the witness server with the same name than the one you want to mirror (for example :
IpRemote)

In the SQL Server Management Studio, right-click on the database you want to mirror and choose “Tasks” ->
“Mirror...” and complete the configuration through this wizard.

More information about using the SQL Server Management Studio to mirror a database is available on :

Author Sebastien MAINDIAUX 10-avr.-13
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PERFORMANCE CONSIDERATIONS

You may experience mirror slowness on heavily loaded database server.

Following our experience the slowness mainly comes from the “mirror commit overhead”, the number of milliseconds
added to each transaction by the synchronous mirroring process.

If you think you experience this kind of slowness it's important to verify the effective mirror commit overhead you have
on your database servers.

How to verify the “mirror commit overhead” :

Start the “SQL Management studio” and connect to your database server
Right-click on your database, choose “Tasks” — “Launch Database Mirroring Monitor”

& Microsoft SQL Server Management Studio

Fle Edt Vew Toos Window Communty Help
Quewcvery | BB EH IR Sy Ea BER

Object Explorer RS | Object Explorer D
Connect~ | &3 m T (2] =)
£ | 172.22.200.201 (SQL Server 9.0.3042 - BIGSETUP|DVE)
= [ Databases T :
[ [ System Databases J Media
[ [ Database Snapshots DE-MAINIDatah
=3 —_—
@ (3 Security Hew Database...
® [ Server Of New Query Hame.
& 3 Replicati (A Database Diagram:
[ Manager Script Database s » B Tables
&) [ Notificati =
asks »
BB s it Detach..
Reports > Take Offline
Rename Bring Online
Delete Shrink »
Refresh BackUp...
Properties Restore »
Mirror...
Launch Database Mirroring Moritor....
Ship Transaction Logs...
Generate Scripts...
Import Data...
Export Data...
Copy Database..

Register a new mirrored database

¥ Database Mirroring Monitor

gémiServer 2005 Register a
roprea new
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Ta registet & mincred dalabase n the monkor, select
the Regater

the prncoal
checkbox for the database. Database Mioing Montor will egister the database and both
Patner sesves nitances

o mion server intance, and then et

e | .-
Murored dstabases:
Rgi« Database. Cunrent Aole Pertnes [Connect As)

Database Mircersg Monkor wil automsticall by to connect 10 the paitners of the selscted databases
connect to the patness.

r thons K OK

| T EEE T )

Connect to your server and choose the database you want to monitor
89 Connect to Server =]

Micosoft & Windows Server System
SQL Server 2005

oo

Server name:

Authenticahion

Lser name:

Password.

Cocel | Wab | Opiorn>

(@ Register Mrrored Database

10 tegter & minored database i the monkar, select the prncpal o miror server mtance. and then set
the Regeter checkbox for the database. Dalabase Miciing Monkor vl egitls the database and baih

Dt terver mtances.
=] _gomeat.

| Cuentiole | Pamner (Connect As) ]
Mior 'DBBI810 Windows Authentcation of
Pincipal 'DBOBTO (Windows Authentication of

Serves ntance: [@59810

Database Mirceng Monkor wil automaticall by to connect lo the partners of the
Server Con

of the sslectsd dyabases.
e to connect fo the patners.

™ Show the Mansge Sesves Connections dlog box when | cick DK

e | i R

Wait a few seconds and verify the value of the mirror commit overhead

Mirror
Commit
Overhead

Status:

Seveinatance | Comert Aok Micrng Stz Winess Connecton = th e

DB3310 Frncoal D Swehvcrzed . .

w000 = @ Sehvoriced = princi pal
I 11:4201 AM) 104735 AM)

Unsentlog: foxs Urgestoredlog. foxe

Ddestunsent barsostion  [G30000
Tine o sendlog

fasimared)

Quent send ol s

Time To teslore log
lestimgled) f

Cuent e i [0FB/ec

Cure e o pew [okares
ansaclins
Misc conmst ovethead: [Omieconds
Tineto send andresto allcunent [
log [estmated)
Witness addess [
Opesaing mode. High saely wihout somalc [alover (syrehioncs)

You can also check if your mirror commit overhead is constant in the time by checking the history of the principal

server.
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@9 Database Mirroring History

Sover ntance T ieds
Bheritty [Cotwooes |

History.
Time Aacordsd Rle | Mino_ | Win_ | Unse | Tima_. | Send_ | Now .| Ode_| Uree.. | Tewa_ ] Rest.. | Miice Commk Overhead
7 2 Py 0kE 0KB_ OKB. 000. OKB 0K,

B X

2 ™
73 01 4M %8 0KB_ OKEB. 000. OKE KB, s

0KB. OKB. 000 OKB 0KB. %
0KB. OKB. 000 OKB KB, s
OKB. OKB. 000. OKS KB, &
0K OKB. 000 OKS 0KB.  Omiiseconds

The mirror commit overhead should always stay below 10ms and have an average of 3 or 4 ms.

If you see that your mirror commit overhead most of the time above 30 ms you may consider to upgrade the backup
server.

This mirror commit overhead is often caused by disks bottlenecks on the backup server. (you verify this bottleneck by
checking the “Average Write disk queue length” of the S drive in the performance monitor)

One way to solve this is to change the RAID configuration of the DATA drive from a RAID1 to a RAID10 or RAIDS.

If you are experiencing this kind of issue contact the EVS support to check if an upgrade is possible.
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EVS DB MIRRORING SETUP TOOL

The EVS-DB-Mirroring-Setup is a small HTA file (HTML Application).

It has been developed to easily perform administrative tasks related to DB mirroring on SQL Server 2005. The tool
should be used locally on the SQL server.

The available administrative tasks are displayed in the following screenshot :

Evs [SQL] Mirroring Setup

[Setup DB Mirroring]
[Stop DB Mirroring]
[FailOver DB Mirroring]
[Add Witness to DB mirroring]
[Remove Witness from DB Mirroring]
[Restore Mirrored DB]

[Setup DB Mirroring]
Initiate database mirroring between two SQL 2005 servers and configure the witness workstation

[Stop DB Mirroring]
Stop Database mirroring

[Failover DB Mirroring]
Initiate a manual failover. Mirroring roles will be switched between the two SQL servers.

[Add Witness to DB Mirroring]
Configures a witness on a mirrored database and enables the automatic failover.

[Remove Witness from DB Mirroring]
Removes the witness in the current mirroring configuration and disable automatic failover.

[Restore Mirrored DB]
Restores a database locked by a mirroring process, from a backup file.

Author Sebastien MAINDIAUX 10-avr.-13
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[SETUP DB MIRRORING]

Evs [SQL] Mirroring Setup
[Setup DB Mirroring]

1. Choose the DB you want to mirror ...

Database ; [loRemae =]
Master Server ; [UAS4ET0
Slave Server: [DBEOBI0
Witness ; [POIRECTORSIT30

[Stop DB Mirroring]
[FailOver DB Mirroring
[Remove Witness from DB Mirroring]
[Restore Mirrored DB]

| status |

2 EVS Broadeust Equipmunt - Vursion 4.4.2 - 18/10/07

Click on [Setup DB Mirroring] to display the tool options

Choose the database to mirror in the local database list

Configure the first SQL Server name (typically local server name)

Configure the second SQL Server name (mirror)

Configure the Witness server name (SQL 2005 Express SP1 must be already installed)
Click on “Mirror DB” to start the mirroring.

The tool executes the following steps :

Check the DB recovery model and configure it to “Full”

Create a DB Full backup on the principal server

Create a transaction log backup on the principal server

Restore the Full backup on the mirror server (with norecovery)

Restore the Transaction Log backup on the mirror server (with norecovery)
Create mirroring endpoints on principal, mirror and witness servers

Start the mirroring process

Add records to Hosts file on DB Servers and Witness

The witness field is not mandatory. If no witness is configured at this step, mirroring will be installed without automatic
failover.
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[STOP DB MIRRORING]

The HTA can also be used to stop the mirroring applied to a local database.
The tool will list the mirrored databases on your server.
You will be able to choose a mirrored database and click on “stop mirroring”.

This action will definitely stop the data replication process and will remove the virtual IP managed by EVSDBIP

Evs [SQL] Mirroring Setup
[Setup DB Mirroring]
[Stop DB Mirroring]

1. Ghuose the mirror you want to stop ..

Database : [IsR=mote =
[FallOver DB Mirroring]
[Remove Witness from DB Mirroring |
[Restore Mirrored DB]

© EVS Broadcast Equipment - Vorsion 4.4.2 - 13/10/07

[FAILOVER DB MIRRORING]

This option can be used to manually switch the server roles.
The principal server will become the target of the mirroring (the mirror) and the mirror will become the principal

server. EVSDBIP will then move the virtual IP address from the first server to the “new” principal server. The clients
will be disconnected from the database during +/- 20 seconds.

Evs [SQL] Mirroring Setup

[Setup DB Mirroring ]
[5top DB Mirroring]
[FailOver DB Mirvoring]

1. Choose the mirror you viont to Failover ...
Database « [lpRemots =]

© EVS Broadcast Equipment - Vorsion 4.4.2 - 18/10/67

If you click on “Failover Mirroring” you will be asked to confirm the operation.
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[ADD WITNESS TO DB MIRRORING]

This option configures a witness on a mirrored database and enables the automatic failover.
The witness instance must be already installed .

If a witness is already configured in the mirroring configuration, it will be overridden by the new configuration.

Author Sebastien MAINDIAUX 10-avr.-13

File name Application_Note_External_SQL_Mirroring_v6.0.docx Page 17 of 25




— DB SERVER APPLICATION NOTE
— EVS DATABASE MIRRORING

[REMOVE WITNESS FROM DB MIRRORING]

This option removes the witness configuration on the select mirrored DB.

This will disable automatic failover but the mirroring will persist (DB still replicated)

Evs [SQL] Mirroring Setup

[Setup DB Mirroring |
[Stop DB Mirroring]
[FailOver DB Mirroring]

[Remove Witness from DB Mirroring |
Please choose the mirror you want to remove the Witness from ...

Database : |lpRemate

[Restore Mirrored DB]

© EVS Broadcast Equipment - Version 4.4.2 - 13/10/07

This option can be used in the following cases :

You know that your Witness will be removed from the network and you have no other Witness to configure

You know that your Witness and your backup DB server will be restarted at the same time but you want to keep
your DB (and virtual IP) available on your main DB Server.

You dismantle the IP Director network at the end of an event and you don’t know if the mirroring will be used in
the next event (typically for rental servers). It is recommended to remove the witness configuration to avoid
database unavailability if you start just one DB Server (without the other and the witness).
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— DB SERVER APPLICATION NOTE
— EVS DATABASE MIRRORING

[RESTORE A MIRRORED DB]

A mirrored database cannot be restored as a normal database. The mirroring must be first removed to be able to
restore the database.

This part of the tool execute several actions to restore a mirrored DB :

Stop mirroring off the configured database

Take the first full database backup located in the configured backup file and restore it
Check the DB recovery model and configure it to “Full”

Create a DB Full backup on the principal server

Create a transaction log backup on the principal server

Restore the Full backup on the mirror server (with norecovery)

Restore the Transaction Log backup on the mirror server (with norecovery)

Create mirroring endpoints on principal, mirror and witness servers

Restart the mirroring process

Evs [SQL] Mirroring Setup

[Setup DB Mirroring |

[Restore Mirrored DB]
1. Choose the database you want to restore ...

Datsbase : | pRemote =]
S <UPSUpRer B

\DB_BACKUPS\pRer _Braw

Backus File ¢ |5

|__Fastora database.

@ EV5 Broadeast Equipment - Version 3.4.2 - 18/10/87

This operation can take a few minutes.
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— DB SERVER APPLICATION NOTE
— EVS DATABASE MIRRORING

HOW TO INSTALL OR CHANGE THE WITNESS
INSTANCE ?

The Witness instance is important to activate the SQL automatic failover capabilities.

If you have two database servers without any witness or if you want to change the witness server for performance or
availability reason, we provide you two ways to configure the witness (Assisted or Manual).

You should find an SQL 2005 Express on each IP-Director 5 or 6

This SQL Express is ready to host the witness role without other setup.

If no SQL 2005 is installed on the computer you want to use as witness, you can perform one of the following
procedures

INSTALL SQL EXPRESS ON THE WITNESS WITH THE
IP DIRECTOR FULL INSTALLER (HTA INSTALL)

This is the easiest way to have a SQL 2005 express, ready to be used as witness.

Retrieve the IP Director full installer from the IP Director release folder (HTA Install)

Launch the HTA Install and choose “New install — install IP Director v6 on a new workstation”
The HTA will install all prerequisites and SQL 2005 express with the needed configuration

At the end of the installation, you can optionally uninstall the IP Director Remote Installer.
Your workstation is now ready to be used as witness.

MANUALLY INSTALL AND CONFIGURE WITNESS
INSTANCE

INSTALL SQL SERVER 2005 EXPRESS EDITION ON THE NEW WITNESS

First of all you have to ensure that your future Witness server runs SQL 2005.
If this version of SQL Server is not present on the computer, you can install it by launching SQLEXPR_ADV.EXE

This package can be downloaded from the Microsoft Website

( )

The witness instance can also easily be installed by launching the following batch file :

“Install_Witness_SQL2005_Express_With_SP2.bat” . This batch file starts a silent installation with all the needed
configuration

CREATE THE DATABASE ON THE WITNESS

After the Witness installation, we must create a database on the witness instance with the mirrored database name.
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EVS DATABASE MIRRORING

The following screen shots will describe you the different steps to execute :

- Launch The “Microsoft SQL Server Management Studio” and connect to an new database engine

B Microsoft SOL Server Management Studio 1 [=]
Fle Edt View Project Tools Window Communky Help
D newquery | [y | 0 (|3 |5 ¥ el Wd @ (B A R B O
f Object Explorer Details | - X
Comnect - || 23 = z w7 &
|| Database Engine...
(@ analyss services.. | ] db59810 (SQL Server 9.0.3042 - DB59810\
[ Integration Services... DB59810 7 Itemis)
5] Reporting Services
*§ SQL Server Compact Edition N
ame
(3 security [Databases
Server Chiects [ Security
Replication [ Server Objects
Management [ Replcation
Notfication Services 2 Management
£ SQL Server Agent
1 (£ 50t Server Agen [ Notification Services
(501 Server Agent
| I
Ready v

- The “Connect” box appears. Click on the Server Name list and choose “Browse for more”

e |
" Microsofr 12 Windows Server system
SQL Server2005
Server type [Database Engine =l
Server name:
Authertication: [twindows Authentication |
User name [ |
Password [

I~ | Remember passivord

Comnect |

cacel | wep | optionsrr |

Microsoft A Windows server System
SQL Server 2005
Server bupe: [Databaze Engine =l
Server name
Authertication:
User name:
Password
00
DGIEGWH 2KIVL
[ comect | cancel | mer | gptionsss |

- Click on the “Network Servers” tab and choose the na
| -~ |
|

Local Servers | Nelolk Servers |

Select a SOL Server instance in the network for your connection

me of you SQL2005 instance in the list.
Local Servers Network Setvers |

Sglect a SOL Servar instance in the network far yout cannection:

Retrieving data...

IPDIRECTORS1090
IPDIRECTORS1100
IFDIRECTORS1110
IFDIRECTORS1120
IPDIRECTORS1130
IPDIRECTORS1140
IPDIRECTORE1150
IPDIRECTORST160
|PDIRECTORS1170
IPDIRECTORS1180
IPDIRECTORS1130
IPDIRECTORS1200
IPDIRECTORS1210

IORIDCCT DR 24N

=

N E T NE E RN EETET

=l

or__ | cacel | Hen |

ok | caeel | Hep |

4

A

- Click OK, Choose “Windows Authentication” as you authentication method and click “Connect”

E!Ennnect to Server

Microsoft

SQL Server200s

2y, Hiresol
447 Windows Server System

Server bype:

I [ratabase Engine

Server name:;

Authentication:

IIPDIREETDREH?D

User name:

Paszword:

I™ Remember password

LConnect I

Cancel I

Help DOptions »>
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- When the Management studio is connect, right-click on “Databases” and create a new database
B Microsoft SOL Server Management Studio

Flle Edit Miew Project Tools  ‘Window  Cod

-

Sl ewquery | [y oy ¢y (| 0% | 5 o

mmunity  Help

HHIBERBET,

-1 % Object Explorer Details - X
- @
Connect 2 r E 7] g i-2 4
B u db59510 (SQL Server 9.0,3042 - DES95101DVE)
= [ Databases [
[_ System Databases L] Data bases
[ Database Snapshats IFDIRECTORS1 1204MIRROR\Databases 5 Trem(s)
| IpRemate
| Media
| )l IpRemote_RG2007 Nare |
3 Security ) [ Syskem Databases
(] Serv.er Qh]e[ts | ClearEditDB
3 Replication lJ IpRemate
= Man.agemant [J IpRemotetwc
[ Motification Services J ke
|£}J SCL Server Agent !
=] Ld IPDIRECTORSL 1204mirror (SQL Server 9.0,2047 - DES23100D
a
[ Zecurit [Mew Databage. ..
[ Server
[ Replicq attach...
[ Manag Restore Database.,..
Restore Files and Filegraups...
Repotts 13
Refrash
4 |
Ready v
In the “New Database” screen, type your database name and click OK
[ New Database H[=] 3
Selectapa 5 Seipt - I Help
A Gereral
24 Opt
) FE‘;ZEPS Database name [IpRemote]
Dwner: [<ctefau> _I
I~ Wse fulktest indesing
Database files:
Logical Mame | File Type | Filegraup | |nitial Size [MB) | Autogrouth
|pRemoate Data PRIMARY 3 i By 1 MB, unrestricted growth
IpRemote_log  Log Mot &pplicable 1 By 10 percent, unrestricted growth
 Conneciion
Server
IPDIRECTORS1120Mmirror
Connection:
DESIETONDYE
4 Wiew connection properties
4 | M
Add Bemove
ok Cancel
[ e,
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CONFIGURE THE NEW WITNESS SERVER IN THE MIRRORING CONFIG

Open the “Microsoft SQL Server Management Studio” and connect to the server where the database is principal.
Right-Click on the database name and choose “Tasks” -> “Mirror...”

Fle Edit Wew Project Took Window

21 Hew Query | [Ty

Connect ¥

m

& Microsoft SOL Server Management Studio

= [ Datsbases
[ System Databases
[ [ Database Snapshots

i
| test

1 Security

[ Server Objects

[ Replicatian

[ Management

[ Motffication Services

[ sQL Server Agent

Ready

| db556L0 (SQL Server 9.0,3042 - DESIGI0IDYE)
B | gh dbe0100 (5L Server 9.0,3042 - DESSG10|DVE)

) CleanEdikDE (Miar, Synchronizing { Restoring. .}

Copy Database...

[ O[]
Community  Help
T L LN
-~ 1 X Object Explorer Details | - X
a@Ee |
| | IpRemote (Principal, Synchronized)
DBS0100|Datsbases|IpRemate (Principal, Synchronized) 8 Item(s)
[ |
[dew Dakabase. .. ase Diagrams
Mew Query
Script Database as b
m
Tasks 3 Detach...
Reports » Taks Offine
Rename Ering Oriline
Delete shrink 3
Refresh Back Up...
Properties Restare 4
Mirrar...
Launch Database Mirraring Monitor...
Ship Transaction Logs...
Generats Seripts. ..
Irnport Data...
Export Data...
VA

- The actual mirroring configuration will be displayed. If you want to change the Witness, click on “Configure

P
Security
{ Database Properties - IpRemote M= B
Selec 5 Seipt - 3 Help
2P General
17 Files B ket e P e g s
47 Filegroups database.
& Dptions
% Pemissions
? Extended Fropsties Server network addresses
7 Minoring Principal TCP://DBE0100:5022 Start Miraring I
f Tranzaction Log Shipping
Hirrar: TCP://DBEO110:5022 *I
withess: TCP:/APDIRECTORS1160:5022 Bemave Minoring |
Note: Lise full-qualiied TCP addresses. For example Failover |
TCP://swiB.corp.abe. com: 5022 =
Operating mods
£~ High performance [asynchronous) -- Commit changes at the principal and then hansfer them ta
the: miror.
€ Highysafety without automatic failoyer [surchronous] - &lways commit changes at both the
principal and mirror:
& High safety with sutomatic failover [synchionous) - Requites & witness server instance
' Commit changes at bath the principal and mimor if both are available. The withess controls
automatic failaver to the miror if the principal becames unavailable.
Server
dbE0100
Connection Status Sunchronized: the databases are fully Refresh |
DEBITIONDVE spnchronized
4] View conneotion propeies
oK Cancel
A
Author  Sebastien MAINDIAUX

File name

Application_Note_External_SQL_Mirroring_v6.0.docx

10-avr.-13

Page 23 of 25




=V5

DB SERVER APPLICATION NOTE
EVS DATABASE MIRRORING

- A wizard will appear, click “Next” to show the first question. Choose

“Yes” to configure the Witness

¥ 3 Configure Database Mirroring Security Wizard [_[O0] Configure Database Mirroring Seci
. . . Include Witness Server ]
» Configure Database Mirroring Specily whether 4 include a winiess server n the secuity corfiguration.
Security Wizard e
This nizard wil help you configurs the securty setings for To operas databese mitoing i synchionous s wilhauomatsfafovet.you mist
itroting database pFemote’ configure a witness server instance to monitor the status of the principal and miror
senver instances and conrol the failover
% “You can use this wizard o configure security settings on the
i following servers Dio you want to configure seeuly to include a wilness server instance?
—
4 - the piincipal server instance &
¥ - the mirtor server instance
i - the witness server instance (optional] " Mg
I Do not show this starting page again.
Hep <Back Einish »>] Cancel | Help cgack [ Wew> | Fienl Cancel |
7 4

...Eunfigure Database Mirroring Security Wizard

Choose Servers to Configure
Choose where to save the security configuration.

...Eunfigure Database Mirroring Security Wizard

Principal Server Instance
Specify information about the server instance where the database was originally

located
- |
Save the securty configuration on the following: Brincipal server instance:
o g . dbe0100 -
¥ Fiincipallsemern instance J
= Wi serveninstance Specify the properties of the endpoint through which the principal server instance will accept
7 connections from the mirror and witness server instances:
W
Listener port: ¥ | Encrypt datz sent through this endpeint
It wou choose not to canfigure all of the server instances now, you can configure them
later by running this wizard again.
Endpaint name:
endpoint_mirraring
NOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.
Help < Back | Hext > I Einish > Cancel | Help < Back | Next > I Einigt >3] Cancel |

A

Connect to the new Witness instance by clicking on “Connect” and choose the witness instance name.

nfigure Database

Witness Server Instance B
Specify the server instance that monitors the status of the principal and mirror
server instances.

Witness server instance:

Conneck, .

Specify the properties of the endpoint through which the witness server instance will accept
connections From the principal and mirror server instances:

Listener port: ¥ | Encrypt data sent thraugh this endonint

Endpoint name:

MOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

Connect to Server brifigure

Microsoft " l'fl%‘wni‘l!lr.vws Server System

SQL Server 2005

i

Server ype: IDatabase Engine j
Wit
—  Server name:
[t

Authentication: IWindowsAuthenticalion j
Spe  Username: | EEEEEE = ke
= Paszword: I

™| Remember password

LConnect I

NOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

Cancel | Help Options »>

ﬁ ou must connect ta this server instance using a login or account with the necessarny
permizsions to save the securnity configuration before continuing this wizard.

ﬁ The principal and withess server instances cannot be the zame instance of SOL Server.
Select another ingtance as the withess server instance

Hep | <Back |[ Me> | Fiishosl Carcel |/ telp | <gack [ e | Aol | cencel |/

% 2
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- Nothing should be configured in the “Service Account” screen. Click “Next” or “Finish” to apply the changes

...Eunfigure Database Mirroring Security Wizard

...Eon[igure Database Mirroring Security Wizard
Service Accounts a5 Complete the Wizard o V] ]
Specify the service accounts of the server instances. 1 Werify the choices made in the wizard and click Finish. i
e |t
If the server instances uge different accounts in the same or trusted domain as their service IClick Finish to perform the following actions:
accounts for SOL Server, enter the accounts below. Leave the textboxes empty if all instances
use the same account, the accounts are non-domain accounts, of the accounts are in On the principal server instance. db60100
untrusted domainz. »  Modily the following properties of the mirraring endpaint;
s Mame: endpaint_miraring
+  Listener Port: G022
Service accounts for the following instances: +  Encryption: Yes
Principal Witness: * Fiale: F’arln?r )
i Dn the witness server instance, IPDIRECTORS1120%minor
I »  Modify the following properties of the miroring endpoint;
Mirrar: +  Mame: Minoring
I +  Listener Port 6022
*  Encrpption: ez
I the: service accounts are different, the wizard will create logins for the accounts [if necessary] +  Role: Witness
and grant COMMECT permissions on the endpoints for each account.
Help | < Back | Hext > I Finish 33| | Cancel | Help | < Back | il = | Finish I Cancel
4
- Verify that the configuration has been completed successfully
igure Database Mirroring Security Wizard
Configuring Endpoints
Click Stop ta interrupt the operation, >
@ 2 Tatal 0 Emar
Success 2 Success 0 “Waring
Details:
| Action | Status | Message
@ Configuiing endpoint on principal server|...  Success
@ Corfiguing endpaint on witness serverll..  Success
Stop Bepat = |
- Click OK to validate your changes.
m 6 Seript + I3 Help
27 General
# Files
3 Fouee 5:[;:;: Sl:al securty is canfigured for minoring this
A Dptions
A Peimissions
3 Extended Propetes Server network addresses
15 Mirroring Principal TCP://DEENT 005022 Start Minioring
& Transaction Log Shipping
Mirrr, TCP://DBENTT 05022 L‘
Withess: TCP://IPDIRECT ORS1120:5022 Remaove Mirroring
hote: Use hilly-qualiied TCP addresses. For example:
TEP://3v15.corp. abe. com5022 Bl
(Iperating mode:
" High perfarmance (ssynchronaus) - Commit changes =t the principal and then transfer them to
the minor.
| Highsafety wittout automatic ilover [syrohronnus] - Always commit chenges 2t both the
principal ard o
& High safety with automatic Fallover (gynchronous) - Requites  withess server instance,
Cammit changes at both the: principal and miror if both a2 available. The withess controls
- automatic Fallover to the mimar if the principal becomes unavailable.
Server
dbE0100
Connection Status Synchiorized: the databases are fuly Rgfresh
DBE3E10\DVE spnchronized
3 iew connection properties
Feady
ok Cancel
T =
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