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INTRODUCTION

This document describes the setup of SQL Database Mail and the configuration of important alerts on typical EVS
setups.
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CONFIGURE SQL DATABASE MAIL

This is the procedure to configure SQL to send e-mails to a SMTP server :

Before to start the configuration, you have to make sure that you have the following
information:

Avalid SMTP server address, reachable by the database server

A valid e-mail address that can be associated to the database server. This address will be the
“FROM” address of each mail sent by the alerting service

The e-mail address (or addresses) the server will have to send the alerts to.

You will also have to make sure that any mail sent by the DB server to the SMTP server will be
routed to internet.

1. Open the SQL Server Management Studio
2. Extend your server and the Management node

3. Right-Click on Database Mail and choose Configure Database Mail
El [ - (5GL Server 9.0.3042 - DBS9E10\DVE)

[ Databases
[ Security
[ Server Objects
1 Replication
= [ Management
[ Maintenance Plans
[ S3L Server Logs
'@ Activity Monitor
IE10 - Aail
Distributed Tr3
Full-Text Sear

Configure Database Mail

[ Legacy
L Motification Servic
@) S0L Server Agent

Send Test E-Mail...

Wiew Dakabase Mail Log

Reports

Refresh

4. Click Next on the welcome screen

5. Choose Set Up Database Mail by... and click Next
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Configuration ¥Wizard - DE59810

Select Configuration Task
Select setup or maintenance tasks.

If you are instaling Database Mail for the first time, select the setup option.

=[St ip D atabase Mail By performing the following tasks:

1. Create a new e-mail prafile and specify its SMTP accounts
2. Specily profile security
3. Configure spstem parameters

" Manage Database Mail accounts and profiles

" Manage profile security

 View or change system parameters

Help < Back | Mext > I Einishi >3] | Cancel |/

7%

Microsoft SQL Server Management Studio Mis en forme : Non souligné, Couleur

de police : Automatique

\‘:) The Database Mail feature is not available, Waould vou like ko enable this Feature?
-

CE] Mo
Give a name to the profile (i.e. EVS) and click Add to add an SMTP account
Author  Sebastien MAINDIAUX 10-avr.-13
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onfiguration Wizard - DE59810

New Profile
Specify the profile name, description, accounts, and failover pricrity.

Profile name: EE]

Description:

1< L

& profile may be associated with multiple SMTP accounts. |F an account fails while sending an e-mail. the profile uses the nest
account in the priority list. Specify the accounts associated with the prafile, and move the accounts to set the falover priority.

SMTP accounts:
Priiity

Account Mame | E-mall Address | Add

Hemove

Move Up
Move Down

Help < Back | et > I Einisti>>] Cancel |

A

Click on Add

DB SERVER APPLICATION NOTE

SQL ALERTING

Give a name to the Mail Account

ew Database Mail Account

Specify name, description. and attributes for your SMTP account.

Account name: ||

Description: I

Outgoing Mail Server [SMTP]

E-mail address: I
Display name: I
Reply e-mail: I

I Port number;

I This server requites a secure connestion [S5L1

SMTP Authentication

Server name:

1~ windows Suthentication using Database Engine service credentials

" Basic authentication

Uzer name: |

Pazsword: |

Confirm password: |

i+ anonymous authentication

= 1

Cancel

Configure the E-mail address used as “FROM” address of the mail alerts
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Selsot account to add to the profila
Account name:
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Configure a Display name (this name should be meaningful to be sure to identify the DB server once an alert will
be received)
Configure the SMTP Server name. This server should accept mail coming from the database server and should
route these mails to internet.

Check the values of SMTP Authentication to fit what is requested by the SMTP server
Once everything is configure, click on OK

New Database Mail Account

Specify name, description, and attributes for wour SMTP account,

Account name: IEVS Support

Description: I

Outgaing Mail Server [SMTF)

E-mail address: |evs.DB.Sewer@custumel.dumam name
Display narne: |EVS DEBA1072300n Local % - Rack 2
Feply e-maik |

Server name: smtp. customer.domainhame Port number: 25

™ This server requires a secure connection [S5L1

SMTP Authentication

" Wwindows Authentication using Database Engine service credentials

" Basic authentication

User name: I
Paszword: I
Confirmn password: I

' Anongmous authentication

Ok I Cancel Help

Click on Next to validate the new profile
EhDatahaiE Mail Configuration Wizard - DB59310

MNew Profile
Specify the profils name, description, accounts, and failover priarity.

Profile name: [evs

Deseription:

& profile may be assaciated with mulipls SMTP accounts. If an account fails while sending an e-mail the profile usss the net
account in the priority lst. Specify the accounts associated with the profile, and move the aceounts ta st the failover priorty.

SMTF aconunts
Frioity [ Account Name | E-mall Address | Add
1

K

EWS Suppot evs DB.Server@customer. domain. name Bemove

Miove Up
WoveDown

Help I < Back | Mest > I Linistiz>] Cancel

4
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Check the profile in the list to make it public and click Next

;IQI;I Mis en forme : Non souligné, Couleur

Manage Profile Security de police : Automatique
Specify dalabase users of roles thal have access to profiles

| Manage Profile Security
Public Frofes | Fivat Profles | f Specily dalabase users o roles that

A public profile can be accessed by all users of any mailhost database.

ublic Profiles | Private Profies |

Select public profiles. You can alsa spacity the default public profile

Public | Prafile Name | Default Prafile

EVS Mo

& public: profile can be accessed by

Select public profiles. You can also s

Public:
v
v EVS

[~ Show only existing public profiles

Help < Back | Mest > I Fitiist 2] Cancel | w ™ Shaw anly existing public profiles

) 4 |

Help
Click on Next

Subprimé:

Configure System Parameters
View o change Database Mal system parameters.

System parameters

Parameter [ Value

Account Retry Attempts 1

Acoount Reli Delay [seconds) 60

Masnum File Size [Bytes] 1000000

Prohibited Attachment File Extensions exe,dlvbs js [ |
D atabase Mail Executable Minimum Lifetime [seconds] E00

Logging Level Extended

Murmber of retry attempts far a mail server to send email.

Fesat Al

Help < Back | Hest > I Fififsh >>| | Cancel |

4

Click on Finish
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iguration Wizard - DB59810

Complete the Wizard

Werify the actions the wizard iz about to perform, and then click Finish to execute these actions on the server.

Click Finish ta perform these actions:

ew Accounts

® Creale new account 'EVS Support' for SMTP server 'smip.customer. domain.name'
MNew Profiles

+ Create Mew profile EWS'

\Adding Accounts Profiles
* Add account 'EVS Support’ to profils 'EWS* with priarity ‘1"

Manage Profile Security
* Set'EVS' as public profile

b <Back des [ Bk | cancel |

4
Check the status of the configuration and click on Close

onfiguration Wizard - DB59810

Configuring. ..
Click Stop to intermupt the operation.

4 Total 0 Enmar
Success

4 Success 0 Warning
Details:

[ Action

Status [ Message

@ Create new account E%S Support for SMTP server TBSS.

Success
@ Create Mew profile EVS'

Success
@ Add account EVS Suppart to profils ‘EYS* with priority 1°

Sucsess
@ Grant'qusst’ sccess to EVS'

Success

Stop Bepot v |

Author  Sebastien MAINDIAUX 10-avr.-13
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CONFIGURE SQL SERVER AGENT

Open the SQL Server Management Studio
Extend your server
Right-Click on SQL Server Agent and choose Properties

DB SERVER APPLICATION NOTE

= Lb . (30L Server 9.0,3042 - DES93101DYE)

[ Databases

[ Security

[ Server Objects

[ Replication

= [ Management
[ Maintenance Plans
[ 50L Server Logs

g Activity Manitor

1 Database Mail
& Distributed Transaction Coordinator
Full-Text Search

[ Legacy
[ Motification Services

Mew

Multi Server Administration

Skark
Stop

Restart
Reports

Refresh

Properties

SQL ALERTING
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Choose Alert System in the left list
Check Enable mail profile

Choose Database Mail as the Mail system
Choose your profile as the Mail profile

DB SERVER APPLICATION NOTE

B SOL Server Agent Properties - DBS9810 [_[O]x]
Selectapa: - 14 Help
2 General
2 Advanced Mail sezsion
A7 Alerk Spstem
3 Job System [¥ Enable mai profile
2 Connection
T bty Hail system [ Database Mai =l
Mail profile: Tiest,
¥ Save copies of the sent messages in the Sent Items folder
Pager e-mails
Address formatting for pager e-mails:
Frefis: Pager. Sulfis:
Taline: I il
Celine: [ |
Subject: | |
To
Ce:
Subject<Subject>
. |
Server ¥ Include body of e-mail in notification message
Connection: Fail-safe operator
DES910NDYE [~ Enable falksafe aperator
%) iew connection properties @i [£v5_Suppon =
: Motify using ™ Email = Pager ™ Wetsend
Ready Taken reph
I~ Replace tokens for all job responses to alerts
4
Click OK and restart the SQL Server Agent service
i e
SR} o0L oerver
Mew »
Multi Server Administration »
Start
Stop
Restart
N D arwwhe h
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CREATE OPERATORS

Open the SQL Server Management Studio
Extend your server

Extend SQL Server Agent
Right-Click on Operator and Choose “New Operator”

[ Databases

[ Fecurity

[ Server Objects

1 Replication

[ Management

[ Motification Services

= |_% S0L Server Agent
[ Jabs

€] Job Activity Maritor

1 Alerts
3 Pro Mew Operator...

Err
= Reports ]

Refresh

La 192,165,23,11 (5QL Server 9.0,4035 - DBAL6SI70NDYE)

SQL ALERTING

Define a name for the Operator and its E-mail name (SMTP address)

Click OK

CREATE SQL ALERTS

Open DB-ALERTS-Mirroring.sqgl and check the operator configuration
2. Execute DB-ALERTS-Mirroring.sgl in a SQL Management Studio or in a Remote Installer,

5, New Operator

||Selectapage

|| 2 General
H 2 Notfications

5 Scipt + [ Help

Name EVS Suppott
Notfication optionss
Exmal name: support@svs vl
Net send address:
Pager e-mail name
Pager on cuty scheduie

[] Menday

[ Tuesday

[C] Wednesday

[ Thursday Workday begin
7 sy 030000

Sature 02:00:00
Connection 0 sy

Server S
152.168.217.230 ) Sundy feanm
Connection

=

% View connection propetties

Progress
Ready

(SRl

Enzpled

Workday end

18:00:00
18:00:00

18:00.00
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Mis en forme : Non souligné, Couleur
de police : Automatique

Supprimé:

= [:_'1) 192.168.217.230 (5C
1 Databases
3 Security
[ Server Objects
[ Replication
[ Management
=] |f) SQL Server Age
3 Jobs
€F Job Activity
Cd Alerts
[®] Operators
[ Proxies
3 Error Logs

_— [ Mis en forme : Police :Non Gras ]
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3 2 b | e ML AN AL AT R= 1L =z2 [ Mis en forme : Non souligné, Couleur
192.168.23.11.... SQLQuery L.sql* | . . .
Connert ~ | @3 USE [wsdb] | de police : Automatique
T3 192.168.25.11 (5L Server 8 oo - . o .
5 2 Databases JTrrETs Opjeet:  Alert [mﬂgonmc - Server iz principal] Seript Date: 01/14/2011 12:24:30 ##siax/ Mis en forme : Retrait : Gauche :
5 (C seurey EXEC msdb.dbo.sp_add_alert @name=Il'HIRRORING - Server is principal', . N .
1= P Bnessage_ 14-1440, /| 3,75 cm, Sans numérotation ni puces
(2 Replcation Bseverity-o0,
(3 Management Benshled-1,
[ Motfcation Services Belay_betveen_responses=0,
) [ 50L Server Agent Binclude event_description_in=1,
& [ Jobs Brnotificavion message-N' Nirroring Failover - Server is nov PRINCIPAL',
43 Job Activity Moritor @category_name-N' [Uncategorized] ',
[ Alerts B30b_id-H' 00000000-0000-6000-0000-000000000000"
£ [ Operators o
& evs et JraneTs hject: Alert [MIRRORING - Server i mirror] Seript Date: 0L/14/2011 12:25:24 reeans)
9 [ Provies EXEC msdb.dbo.sp_add_alert @name=N'HIRRORING - Server is mirror!,
[ ErorLogs Bmessage_id-1441,
Bseverity-0, «
fenabled-1,
Bdelay between_responses=0,
Binclude_event_description_in-1,
Bnovification message-N' Nirroring Fallover - Server 1s noy HIRROR',
fcategory_name=N' [Uncacegorized] ',
B30b_id-H' 00000000-0000-0000-0000-000000000000"
6o
/#e%nTs Opject: Operacor [EVS_Support]  Seript Date: 01/14/2011 12:26:4z +ansvs/
EXEC msdb.dbo.=p_add_operator @name=N'EVS Support!,
Benabled-1,
Breckday_pager_start _tine-90000,
Gweekday_pager_end_tinme=150000,
Bsaturday_pager_start_time-S0000,
Bsaturday_pager_end_time-180000,
Bounday_pager_start_time=50000,
Bsunday_pager_end_time=150000,
Bpager_days-0,
Bemail address-N'Supportievs.tv',

CHECK CONFIGURATION

Open the SQL Server Management Studio
Extend your server
Extend Management
Right-Click on Database Mail and Choose “Send Test E-Mail”
=] L_", 192.168.217.230 (SQL Server 3.04035 - =a)
[d Databases
3 Security
3 Server Objects
3 Replication
= [ Management
[ Maintenance Plans
3 SQL Server Logs
j Databas:
% Distribut E o Tl
I9 Full-Tet|  Send Test E-Mail...
[3 Legacy View Database Mail Log
= [ SQL Server A e X
d Jobs
{E Job Acti Refresh
[ Alerts
Enter your destination e-mail address in To: and click on “Send Test E-Mail”
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% Send Test E-Mail from DBA107270 [ | |
Database Mail Profile: [Evs -
To: support @evs tv|
Subject Database Mail Test
Body: This is a test e-mal sent from Database Mailon ~ »
DBA107270.
Send Test E-Mail
%= Database Mail Test E-Mail =
Sent e-mail, IT

“Your test esmail has been queued for processing. Depending on the network.
speed and the backlag of the SMTP server, it may take several minutes
before the e-mail is delivered to the recipient.

If the e-mail is successiully received, click OK.
If the e-mail is not received, click Troubleshoot,

Ok | Troubleshoat. . I
) 4

Close that window
Right-Click on Database Mail and Choose “View Database Mail log”

Mis en forme : Non souligné, Couleur
de police : Automatique

& Datbase Mg , ,
é Distributed Configure Database Mail
E Full-Text Se Send Test E-Mail...
[ Legacy | View Database Mail Log
= [ SQL Server Age Reports ,
1 Jobs
g Job Activity Refresh
= 3 Alerts

8. Check if have any error message in the log
9. Check your INBOX to see if a mail was received.

The following are examples of emails that will be received as part of this [process}:

Mis en forme : EVS Body Text, Sans
numérotation ni puces

| Commentaire [SJ1]: Insert summary
examples below.
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Detabese Mail Test - Message (Texte brut)
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| | Message |
. } ) x - 2, B8 ciasser~ Y gﬁ}
i . & ¥ Assurer un suivi -
Répondre Répondre Transférer | Supprimer Courrier Rechercher | Send to
3 Ei' indésirable = @Mmquu(nmmgnn”mm E OneNote
Répandre Actions Options 2} OneNote
De: RTL-TVI Xedio DB Server (DBA102510) [EVS_DB_Server @rtl.be] Date: mer, 20/04/2011 15:45
A _Support
Ce:
Objet : Database Mail Test

This is a test e-mail sent from Database Mail on DBA182518.

N alnan

==l

(instance 'CleanEditDB') of object 'SQLServer:Databases' is now above the
threshold of 1eeeeeee.ee (the current value is 11453432.@0).
COMMENT : (None)

JOB RUN: (None)

} E g x 25 g, | O Classer- Y g?r
<) ¥ Assurer un suivi ~
Répondre Répondre Transférer | Supprimer Courrier Rechercher | Send to
a \ﬁ' indésirable @MEWUUCONMEHOHNISI OneNote
Répondre Actions Options ) OneNote |
De: RTL-TVI Xedio DB Server (DBA102510) [EVS_DB_Server @rtl.be] Date: mer. 20/04/2011 15:45
A: _Support.
Ce:
Objet : SQL Server Alert System: ‘CleanEdit Log File over 50 GB' occurred on 1\DBA102510
-
DATE/TIME: 4/26/2011 3:45:21 PM
DESCRIPTION: The SQL Server performance counter ‘Log File(s) Size (KB)
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Mis en forme : Non souligné, Couleur
de police : Automatique

A

Mis en forme : Retrait : Gauche :
1,25 cm, Sans numérotation ni puces

|
)
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