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This manua documents the full-featured NetCentral manager product, as explained
in the following sections.

* “About documentation for the NetCentral system” on page 10
» “Using thismanual” on page 11

If you are using the NetCentral Lite product, read the following:
* “About documentation for NetCentral Lite” on page 12

For all NetCentral products, also read the following:

e “Grass Valey Product Support” on page 13

NetCentral User Guide
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Preface

About documentation for the NetCentral system

In the same way that the NetCentral system monitors multiple types of products, so
the information about the NetCentral system is distributed across multiple manuals.
This manual, the NetCentral User Guide, contains explanations and instructions for
getting the NetCentral manager software installed, configured, and operating
correctly so that it can monitor your devices. Manuals that come with each type of
monitored device contain descriptions of any additional software that must be
installed, as well asthe messages, logs, applications, and features that are specific to
that type of device. Therefore, to ensure that you have all the information necessary
to install and use the complete NetCentral system, you need this NetCentral User
Guide and the manuals for each type of product monitored, asillustrated by the
following diagram

NetCentral Software
Setup & Use NetCentral
Information User Guide

Profile XP Other Grass Other
'?:ggglc:shootin Service “Z& Valley Product
& Setu Informgtion @ Manual % Product Manuals
P Manuals
i Profile XP Other Grass Valley Other
m%r:;:,%l;zd Products Products

0686-1
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Using this manual

Using this manual

ThisNetCentral User Guideisorganized around the tasks necessary for implementing
the NetCentral system and optimizing its use for your particular environment.

For understanding the NetCentral system, read the following sections:

« This Preface explains how information is distributed across manuals for products
that make up the NetCentral system.

« Chapter 1, Overview of the NetCentral system— Describesthe NetCentral system
as awhole, including core technologies and how they are used.

For installation and basic setup of the NetCentral system, read the following
section:

e Chapter 2, Ingtalling the NetCentral system — Describes the requirements and
procedures necessary to get a basic NetCentral system installed and working.

For operating the NetCentral system to monitor your devices, read the following
sections:

e Chapter 3, Monitoring with the NetCentral system — Explains how NetCentral
monitors devicesfor you and how you can use NetCentral to check detailed device
information.

« Chapter 4, Managing messages and actions — Describes how you can configure
the NetCentral system to present, distribute, and deliver deviceinformation to suit
the policies and system environment of your facility.

For administering the NetCentra system, read the following sections:

e Chapter 5, Administering the NetCentral system — Explains how to control
operation, restrict access, and protect the NetCentral system.

e Chapter 6, Troubleshooting the NetCentral system — Explains how to solve
common problems with the NetCentral system.

For advanced customization of the NetCentral system, read the following section:

» Appendix A, Graphical view tutorial — Provides detailed procedures for creating
an detailed Graphical view of atypical system. Read this section for examples of
how you can apply these features to your own system.

June 2, 2004 NetCentral User Guide 11



Preface

About documentation for NetCentral Lite

NetCentral Liteisaversion of NetCentral that is bundled with Profile system
software. It comes pre-installed on your new Profile XP Media Platform. The
functionality of NetCentral Lite islimited to the Profile XP Media Platform, as
follows:

» Each Profile XP acts as its own NetCentral monitoring station.

e The NetCentral Lite manager software on the Profile XP is capable of monitoring
thelocal Profile XP and its attached RAID storage devices only

» Auto-discovery worksonly for the local Profile XP and its storage devices.
* You may not remove the local Profile XP from the NetCentral Lite interface
» Only the following actions are enabl ed:
» Beep
* Flash LED
e Trigger Profile XP GPI
For installing NetCentral Lite, read your Profile XP Release Notes.

For documentation on using NetCentral Lite, access the Help File on the NetCentral
Lite Help menu.

NetCentral Lite corresponds to 3.x versions of NetCentral manager, so whileits
functionality is similar, itsinterface is significantly different than the 4.x version of
NetCentral manager documented in this manual.

12 NetCentral User Guide June 2, 2004



Grass Valley Product Support

Grass Valley Product Support

To get technical assistance, check on the status of problems, or report new problems,
contact Grass Valley Product Support via e-mail, the Web, or by phone or fax.
Web Technical Support

To access support information on the Web, visit the product support Web page on the
Grass Valley Web site. Y ou can download software or find solutions to problems by
searching our Frequently Asked Questions (FAQ) database.

World Wide Web:  http://www.thomsongrassvalley.com/support/
Technical Support E-mail Address. gvgtechsupport@thomson.net.

Phone Support

Use the following information to contact product support by phone during business
hours. Afterhours phone support is available for warranty and contract customers.

United States (800) 547-8949 (Tall Free) France +33(1) 34207777
Latin America (800) 547-8949 (Toll Free) Germany +49 6155 870 606
Eastern Europe +49 6155 870 606 Greece +33(1) 34207777
Southern Europe +33(1) 342077 77 Hong Kong +852 2531 3058
Middle East +33(1) 342077 77 Italy +39 06 8720351
Augtralia +61 39721 3737 Netherlands +31 35 6238421
Belgium +32 2 3349031 Poland +49 6155 870 606
Brazil +55 11 5509 3440 Russia +49 6155 870 606
Canada (800) 547-8949 (Toll Free) Singapore +656379 1390
China +86 106615 9450 Spain +34 91512 0350
Denmark +45 45968800 Sweden +46 87680705
Dubai + 9714 299 64 40 Switzerland +41 (1) 487 80 02
Finland +35 9 68284600 UK +44 870 903 2022

Authorized Support Representative

A local authorized support representative may be available in your country. To locate
the support representative for your country, visit the product support Web page on the
Thomson Grass Valley Web site.

June 2, 2004 NetCentral User Guide 13
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Chapter 1

Overview of the NetCentral system

This section contains the following topics:

e “System summary” on page 16

e “What NetCentral does’” on page 17

» “How NetCentral works’ on page 18

» “Technologies NetCentral uses’ on page 20

June 2, 2004 NetCentral User Guide 15



Chapter 1 Overview of the NetCentral system

System summary

The NetCentral system is a suite of software modules that work together to monitor
and report the operational status of your facility’ s equipment from one or more
computers. The NetCentral system runs in a Microsoft Windows desktop
environment and uses Simple Network Management Protocol (SNMP), Syslog, and
other industry standard technol ogies to communicate over an Internet Protocol (IP)
network with Grass Valley and partner products, asillustrated by the following
diagram:

NetCentral
Manager Remote equipment
being monitored

Equipment monitoring
from an easy-to-access location.

0686-4

The NetCentral system givesfacility engineersand equipment operatorsthe ahility to
do the following:

» Be continuoudy aware of the moment-by-moment status of multiple devices
* ldentify problems before they become critical

» Understand why a device is malfunctioning

» Consider recommendations for corrective action

* Research messages and logs for information about previous status changes

» Check status and troubleshoot from aremote location

The NetCentral system provides a well-devel oped set of features designed
specifically for the TV and video industry. This allows you to concentrate on the
management of your equipment while minimizing network management overhead.

Grass Valey SNMP MIBS are written in SMIv2 (Structure of Management
Information). All Grass Valley agents support SNMPv1. SNMPv2c is supported by
specific operating systems, such as Windows 2000 or Windows XP. NetCentral
manager accepts messages from either SNMPv1 or SNMPv2c agents.

Check your NetCentral Release Notes for information about new features and for the
latest list of device-types that NetCentral monitors.

16 NetCentral User Guide June 2, 2004



What NetCentral does

What NetCentral does

The NetCentral system automatically monitorsyour equipment 24 hoursaday, seven
days aweek. In this automatic mode, the NetCentral system does the following:

June 2, 2004

Periodically checks devicesto seeif they are still in contact with the NetCentral
server

Indicates status levels for devices and their subsystems with easy-to-understand
icons

Receives and displays messages from monitored devices that explain status
conditions and suggest corrective actions

Captures all status messages in a database for later retrieval and analysis
Notifiesyou of status conditions, based on rules that you define

Y ou can also manually check your equipment for specific status information at any
time with the NetCentral system interface. When you use the NetCentral system
manually, you can do the following:

See at aglance the overall status of multi-device systems, devices by location, or
other arrangements to represent your system environment

View details of current status conditions for individua devices and their
subsystems

Search messages and logs for al previous status conditions
Troubleshoot your equipment

Monitor from a PC connected to the internet from anywhere in the world

NetCentral User Guide 17



Chapter 1 Overview of the NetCentral system

How NetCentral works

The following sections explain how SNMP monitoring with the NetCentral system
works by describing its main parts and relating narratives of how messages and
functionality flow in typical use.

» “Architecture of NetCentral” on page 18
» “Components of NetCentral” on page 19

For information about Syslog monitoring refer to “ Monitoring with multiple
protocols’ on page 42.

See also Appendix C, Examples of typical NetCentral systems.

Architecture of NetCentral

Client Software |

Server Software

Device Providers Action Providers
® Device A ® Beep
® Device B ® Mail
® Device C ® Audio
Device B NetCentral database

@ ® Device list
ity ® Messages

_——
Client Software

Device C ] )
® Configurations
Monitored NetCentral
Devices NetCentral Server Clients

0686-5

NetCentral software hasaclient/server architecture. The server software includes the
SNMP manager and carriesthe primary functionality of the NetCentral system, while
the client software functions asaNetCentral viewer and alowsthe interfaceto run on
PCsviaalocal connection, anetwork, or the Internet. Y ou can connect from multiple
clientsto a single server. Connecting from a single client to multiple serversis not
supported.

NetCentral integrates with each type of device through a software component called
adeviceprovider. When you check a specific status condition on adevice, NetCentral
communicates through the device provider with the device and displays the status
condition in theinterface. If adevice experiences a change in status, the device sends
amessage to NetCentral. The server software pushes status indicators to its clients,
enters the change in the NetCentral log, and triggers any actions that you have
configured. The server software controls these actions, such as sounding audible
aerts or sending e-mail, through software components called action providers. The
NetCentral database stores records of messages, actionsfired, custom configurations,
and devices monitored.

18 NetCentral User Guide June 2, 2004



Components of NetCentral

Components of NetCentral

The NetCentral software suite has several components which exist as files on the
NetCentral server. NetCentral functionality is distributed among these components,
which work together as described in the following sections.

* “NetCentral core software”
e “Device providers’
» “Action providers’

e “HTML fileswith active drawings’

NetCentral core software

Thisisthe central software component with which all other components interact to
make aworking system. It supports multiple protocols, such as Simple Network
Management Protocol (SNMP) and Syslog. The core software incorporates the
SNMP manager that performs the primary centralized monitoring functions. It also
provides software interfaces for plugging in devices and actions.

This softwareisinstalled on the NetCentral server. The default location for software
components on the server isin C:\Program Files\Thomson Grass
Valley\NetCentral\bin. The core software runs as Windows services. Refer to
“Verifying components installed and running” on page 118.

Device providers

A device provider is a software component that plugs into the core software. The
device provider acts as awindow through which the core NetCentral software “sees’
adevice and propagates that view into the user interface. Each type of device hasits
own provider. All devices of a particular type interact with the core NetCentral
software through their provider.

Device providersresidein C:\Program Files\Thomson Grass
Valley\NetCentral\DeviceProviders. Some examples of device provider file names
are ProfileXpProvider.dll and ModularProvider.dll.

Action providers

An action provider is a software component that plugs into the core software. The
action provider directsthe PC asit carries out an action. Each type of action hasits
own provider. All actions of a particular type interact with the core NetCentral
software through their provider.

Action providers reside in the same directory as the core NetCentral software. Some
examples of action provider file names are Beep.dll and PlayAudio.dll.

HTML files with active drawings

June 2, 2004

NetCentral’ s Graphical view displaysimages and HTML pages. These pages are
overlaid by an annotation layer that contains active drawings.

Images are provided at C:\Program Files\Thomson Grass
Valley\NetCentral\bin\imagelibrary
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Technologies NetCentral uses

The NetCentral system usesindustry standard technologies, tailored to meet the
unique needs of the TV and video industry. This makes the NetCentral system open
and adaptable for a wide range of applications. The following sections explain these
technologies and how the NetCentral system uses them.

» “Simple Network Management Protocol” on page 21
e “Syslog” on page 22

* “.Net” on page 22

e “FTP’ onpage 22

* “SQL” on page 22

e “XML” on page 23

» “Hypertext Markup Language’ on page 23

» “Active drawings’ on page 23
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S mple Network Management Protocol

Simple Network Management Protocol

June 2, 2004

Simple Network Management Protocol (SNMP) is the protocol governing network
management and the monitoring of network devices and their function, as defined by
the Internet Engineering Task Force (IETF). SNMP is designed as a connectionless,
application-layer protocol that facilitates the exchange of management information
between networked devices. SNM P can be used on diverse systems, such as computer
data networks, heating and cooling control networks, and irrigation networks.
NetCentral uses SNMP for the efficient remote monitoring of video and other
media-related equipment.

A simplified view of how SNMP worksin the NetCentral system to send SNMP trap
messages isillustrated in the following diagram:

Monitoring Station
IP Address

Managed Device 192.168.7.201

SNMP Agent

MIB
(Managed Objects)

0000 SNMP Trap
To: 192.168.7.201
Re: Managed object

event report

SNMP Manager

MIB Repository
(Device-type MIBs)

Community:
Public
Trap Destinations:

192.168.7.201

0686-8

A SNMP-managed device is anetwork device that contains a SNMP agent and
resides on a managed network. Managed devices collect and store management
information (such as disk errors, temperature, video and audio status) and make this
availableto network management stations using the SNM P protocol. A QLogic Fibre
Channel switch is an example of an SNMP-managed device.

A SNM P agent is a software modul e that resides on amanaged device. An agent has
local knowledge of management information and trandates that information into a
form compatible with SNMP. For exampl e, the Network Interface M odule on a8900
Modular frame contains a SNMP agent.

The SNM P manager is an application that monitors managed devices. One or more
managers may exist in a network and monitor any of the managed devices. The
NetCentral software that runs on the NetCentral server PC is primarily a SNMP
manager, but with a specific design and added functionality for the TV and video
industry.

A management infor mation base (M1B) is a collection of managed objects
(variables) that are properties of adevice and are organized hierarchically. The agent
maintainsthe M1B. The manager contains arepository of the MIBsfrom each type of
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managed agent. The |ETF has standardized MIBs for different classes of device like
printers, routers, etc. Proprietary extensions are also allowed. For example, a Profile
XPMediaPlatform, an 8900 M odular frame, and aQL ogic Fibre Channel switch each
have their own MIB.

Traps enable an agent to notify the management station of significant events such as
errors on the device. SNMP trap messages are sent unsolicited on the network. Trap
destinations are configured on the device so that traps are sent to one or more
management stations. For example, when the disks on a Profile XP Media Platform
approach maximum capacity, the Profile XP Media Platform sends out atrap that the
management station interprets and displays as the “ Storage Capacity Depletion”
message.

GrassValley MIBSarewrittenin SMIv2 (Structure of Management Information). All
Grass Valley agents support SNMPv1. SNMPv2c is supported by specific operating
systems, such as Windows 2000 or Windows XP. NetCentral manager accepts
messages from either SNMPv1 or SNM Pv2c agents.

A SNM P community identifies a collection of SNM P managers and agents. The use
of acommunity name provides primitive security and context checking for both
agents and managers that receive requests and initiate trap operations. For example,
an agent won't accept a request from a manager outside the community. In atypical
NetCentral system the “public” community is used.

Syslog

While the NetCentral system'’s primary protocol is SNMP, it’s architecture also
supports communication with devices via other protocols. One of these other
protocolsis Syslog. Syslog protocol provides amechanism to send event notification
messages across | P networks to event message collectors - also known as sysog
servers. Syslog messages are sent using UDP as its underlying transport layer
mechanism to the UDP port 512.

Also refer to “Monitoring with multiple protocols’ on page 42.

.Net
.NET isMicrosoft's XML Web services platform. It supports a client/server
architecture using Web protocols so that applications perform equally well and are
secure whether they communicate over anetwork or over the Internet. The NetCentral
system’ sinterface and client/server architecture uses .Net technology.

FTP
File Transfer Protocol (RFC-959 & 1354) is used to retrieve files (such astext log
files) from devices.

SQL

NetCentral uses a Structured Query Language (SQL) based database to provide
scalable access to notifications, user data, and device specific information.
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XML

NetCentral uses XML (Extensible Markup Language) to store and access MIB
information, as well as active drawing components.

Hypertext Markup Language

Hypertext Markup Language (HTML) isthe set of “markup” codes inserted into the
text of afileintended for display in a Web browser, such as Microsoft Internet
Explorer. Thisfile, when rendered by the browser, is referred to as aWeb page. The
individual markup codes, or tags, are interpreted by the Web browser as instructions
for displaying words and images. The Graphical view uses HTML pages.

Active drawings

June 2, 2004

Active drawing technology has been developed especially for usein NetCentral. It
provides the active drawing features for the HTML pages in the Graphical view.
Active drawing controls allow you to copy, paste, modify, and arrange devices on the
HTML page. The Active drawing controls are in this way embedded in the HTML
page and make the page “come alive”, in that the drawings can actively depict the
current state of your monitored devices and immediately show any status changesthat
occur.

NetCentral User Guide
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Chapter 2

Installing the NetCentral system

This section contains the instructions for getting the NetCentral system installed and
working on your network. Topics included are as follows:

* “Preparing for installation” on page 25
« “Instaling software” on page 31
o “Getting started” on page 36

For overview diagrams of example NetCentral systems, see Appendix C, Examples of
typical NetCentral systems on page 161.

Preparing for installation

Before you install any software, read through the following topics to familiarize
yourself with the overall install process and to ensure that you have the necessary
systems in place to support your NetCentral installation.

« “Installation overview” on page 26
» “Installation checklist” on page 27
« “Facility requirements’ on page 28
* “NetCentral server requirements’ on page 28
* “NetCentral client requirements’ on page 29
« “Monitored device requirements’ on page 30

» “Verify and record network settings’ on page 30

NOTE: These proceduresrequire that you be logged in to Windows as
administrator or as a user with administrator-level privileges.
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Installation overview

The following diagram provides a summary of tasks.

NetCentral Server PC NetCentral
2 - Client PCs
. . Install
1. Verify system NetCentral ===
—

requirements manager and @
e Facility/Network device providers

e NetCentral Server @ 9\
3. Install additional

® Monitored devices
device providers @

o NetCentral Clients
OO, )

4. Auto-discover monitored 6. Verify SNMP 7. Install NetCentral
devices messages client

& Monitored Devices j

y
I W%ﬂ"

€
{

5. Configure/restart SNMP

For detailed steps refer to the “Installation checklist” in the next section.
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Installation checklist

The following checklist guides you through installation and setup tasks. Use the
specified documentation sources to ensure you are doing each task correctly.

Installation checklist

Accomplish these tasks And these tasks
on the NetCentral server And these tasks on on NetCentral
PC... monitored devices... | client PCs... Using this documentation.
O | Verfysystemrequirements.If | Verify system Verify system “Facility requirements” on
necessary, install SNMP, requirements. requirements page 28
SQL, 1S, Acrobat Reader On some devices you “NetCentral server requirements’
might have to unlock, on page 28
install, or otherwise “NetCentral client requirements’
prepare the SNMP agent on page 29
on the device. “Monitored devicerequirements’
on page 30
0 | Verify/record network settings | Verify/record network Verify/record “Verify and record network

settings

network settings

settings’ on page 30

O | Instal NetCentral server
software and included device
providers as applicable. A
restart might be required.

“Installing NetCentral software
on the server” on page 31

O If not installed with server
software, install device
providersfor other types of
monitored device

“Ingtalling device provider
software” on page 33 and your
device-specific documentation

o | Stert up NetCentral manager
and auto-discover devices

“ Auto-discovering devices’” on
page 37

O For each device added,
evauateif itissending its
SNMP trap messages to the
NetCentral server.

“Verify SNMP trap messages
from monitored devices’ on
page 38 and your device-specific
documentation

ol —

Do tasks to enable

SNMP trap messages,
such as configuring and/
or restarting SNMP.

“Restart SNMP services on
monitored devices’ on page 38
and your device-specific
documentation

O Evaluate the list of added
devices and, if necessary, add
and/or remove devices.

“Adding and removing devices’
on page 40

O | Verify devices and read
additional instructions, if any.

Do remaining tasks, if
any, until al devicesare
added and fully
monitored.

“Accomplish other
device-specific preparations’ on
page 42 and your device-specific
documentation

Install client
software

“Installing NetCentral software
on clients’ on page 32

g | !f monitoring via Syslog, add

Configure Syslog targets

“Monitoring with multiple

devices protocols’ on page 42 and your
device-specific documentation
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Asyouwork through these steps, make sure that you restart the NetCentral server and
the monitored devicesor their servicesasdirected. Sincethe NetCentral system works
through several layers of standard technol ogies and protocols, these restarts compl ete
the installation and registration of each layer and provide the foundation for the
installations at the next layer.

To help you understand the standard Windows procedures for some of these steps,
refer to Appendix D, Examples of Windows procedures.
Facility requirements

Y our facility should provide the following to support the complete NetCentral
system:

» A single NetCentral server PC. The NetCentral system does not support multiple
Servers.

» One or more monitored devices
e Optional: One or more NetCentral client PCs
* AnIP network connecting al of the above.

 If using E-mail for notifications, your NetCentral system needs access to your
facility’ s E-mail server.

« If one or more NetCentral clients are outside your secure network, you will need
security components, such as afirewall, capable of providing secure access.
NetCentral server requirements

» Microsoft Windows XP Professional U.S. version (Click Start | Settings | Control
Panel | Regional Options to verify U.S. version)
_Or_
Microsoft Windows 2000 Professional U.S. version with Service Pack 4 or higher

» Pentium Il or higher class processor, 2 GHz or greater
* 1GB RAM
* 400 MB hard disk space

o Static IP address recommended. Refer to “ About the | P address of a NetCentral
server” on page 29. Y ou can also optionally assign a name to the server.

» |P Network connection, typically over an Ethernet adapter for LAN environments
» Network accessto al monitored devices and NetCentral clients
 Internet Explorer version 6 or higher

 Internet Information Server 4.0 (11S) or higher. Install from Start | Settings | Control
Panel | Add/Remove Programs | Add/Remove Windows Components.

* SNMP servicesinstalled. Install from Start | Settings | Control Panel | Add/Remove
Programs | Add/Remove Windows Components | Management and Monitoring Tools.

*  SNMP community name. The default setting is“public”, which isal that is
necessary for most NetCentral systems.
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NetCentral client requirements

* Microsoft SQL Server Desktop Engine Version 8.00.194 or higher. The
installation program is provided on the NetCentral Manager CD.

« Adobe Acrobat Reader version 6 or higher. The installation program is provided
on the NetCentral Manager CD.

« Sound card and speakers, if playing audio files as anotification
Refer to “Verifying components installed and running” on page 118.

These requirements assume that the PC is dedicated to its use as a NetCentral server
and that it is not sharing significant system resources with other applications.

About the IP address of a NetCentral server

For the most reliable monitoring, use a static | P addressesfor your NetCentral server.
Y our server’s Internet Protocol (IP) addressis key to its ability to receive the SNMP
trapsthat carry NetCentral system messages. |n some network environments, such as
those using Dynamic Host Configuration Protocol (DHCP), IP addresses are assighed
dynamically, which meansthat under certain conditionsyour server could be assigned
anew |P address without your knowledge. If the | P address changes, the server will
cease to receive SNMP traps, which meansit will no longer indicate status changes
from devices or trigger actions for notification. If your server has a dynamic IP
address, contact your network administrator to determineif it is persistent enough to
give you the monitoring reliability you require.

With the following procedure you can learn your server’s | P address and determine
whether it is static or dynamic.

1. Fromthe Windowstaskbar on the server, click Start | Programs | Command Prompt.
The Command Prompt window appears.

2. At the command prompt, type the following:
i pconfig /all

Press Enter to display the IP configuration information

3. Check for “Lease Obtained” and “L ease Expires’ lines. If these lines are not
present, your server has a static |P address. If these lines are present, your server
has adynamic IP address. Typically, the mechanisms on the network that assign
dynamic IP address, such asa DHCP server, will re-assign the same | P address to
aPC when itslease expires. If the dates indicate that the |ease for your | P address
expires periodically, you should check with your network administrator to
determine the conditions under which your server could be assigned a different |IP
address.

NetCentral client requirements

» Microsoft Windows XP Professional (U.S. version)

_or'-
Microsoft Windows 2000 Professional (U.S. version) with Service Pack 4 or
higher

e Pentium 11 or higher class processor, 1 GHz or greater
« 512 MB RAM
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» 100 MB hard disk space

» |Paddress. You can also optionally assign a name to the client.

» |IP Network connection, typically over an Ethernet adapter for LAN environments.
 Internet Explorer version 6 or higher

» Adobe Acrobat Reader version 6 or higher. The installation program is provided
on the NetCentral Client CD.

» Network or Internet access to the NetCentral server

» Sound card and speakers, if playing audio files as a notification

Monitored device requirements

NetCentral monitors awide range of device-types. Some types have unique
requirementsfor NetCentral monitoring that are beyond the scope of thisUser Guide.
Refer to the documentation for each device-type for these specia requirements.
However, al monitored devices have some requirements in common, as follows:

* SNMP agent — All devices supported for monitoring by the NetCentral system
have an SNMP agent. On most devices the agent software is embedded and no
installation is required. However, on some devices you must update or “unlock”
SNMP agent software. On some devices you must ingtall a board on which the
SNMP agent software is embedded. Read the documentation for the device and do
installations or upgrades as instructed.

* SNMP community name — The default setting is“public’, whichisall that is
necessary for most NetCentral systems. Refer to your device-specific
documentation for procedures to verify and set the SNMP community.

» Device provider — Y ou must have a NetCentral device provider for each
device-type you monitor. The device provider isinstalled on the NetCentral server
PC, not the monitored device. It isrequired to enable that device-type’ smonitoring
with NetCentral.

» |Paddress. You can also optionally assign a name to the device, if applicable.

» |P Network connection, typically over an Ethernet adapter for LAN environments
» Network accessto the NetCentral server PC

For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 42.

Whenyouinstall the device provider onthe NetCentral server PC, the device provider
installation program provides online documentation that explains the specific
requirements for monitoring that device-type with the NetCentral system.

Verify and record network settings

Make sure that you know the following information for the NetCentral server, each
monitored device, and each NetCentral client:

o |Paddress
» Machine name (if applicable)

Write down thisinformation, as you will need it for subsequent procedures.
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Installing software

The following topics provide procedures for installing NetCentral software
components:

» “Installing NetCentral software on the server” on page 31
« “Installing NetCentral software on clients’ on page 32

» “Reingtalling NetCentral software” on page 33

e “Uninstalling NetCentral software” on page 33

« “Installing device provider software” on page 33

» “Uninstalling device provider software” on page 35

Installing NetCentral software on the server

Install the NetCentral server software on the NetCentral server PC. Make sure that
SQL isinstalled and the PC has been restarted at least once since it wasinstalled, as
the NetCentral server installation program abortsif it does not detect SQL. Refer to
“NetCentral server requirements’ on page 28 and “Verifying components installed
and running” on page 118.

The NetCentral server installation program installs the following:
* NetCentral server components

« NetCentral client components

» Microsoft .NET, if it isnot already installed.

The NetCentral server installation process also incorporates the installation program
for NetCentral device providers. Device provider availability varies depending on
product design and licensing. Some device providers are readily available as part of
the NetCentral server installation process. Others require specific CDs, setup files, or
license keys.

NOTE: The following procedures require that you be logged in to Windows as
administrator or asa user with administrator-level privileges.

Toinstall NetCentral server software, do the following:
1. Close all Windows programs.

2. Locate and open the NetCentral server installation file. It iscalled Server Setup.exe.
Y ou can find this file on the NetCentral Manager CD-ROM. The installation
wizard opens.

3. Read the setup screens, clicking the Next button to move through the installation
process.

4. If .Net isnot aready installed on the PC, the installation program prompts you to
ingtal it. Confirm the installation and complete the .Net install wizard.

5. Click Next and Finish to complete the installation of server software.

6. When prompted “Do you want to install Device Providers now?’, click Yes. The
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device provider installation program opens.

7. Click next until you arrive at the screen that lists the device providers available for
installation.

Device Provider Installation

Select the device providers to ingtall

< Install available device providers as
zelected from the following list.

[ 1Profile <P -
[ Modular Frame
M-Series
[C1K.alypso Frame
[1K.alypso Panel
[1Zodiak Frame
[wEncore System Controller

[ 1M atrix

[1PFR 500_E00

[IFFR 700 LI

To install a device provider not on
the list, you must have the device
provider disk. Click have digk and
locate the device provider disk.

7 Have disk.

MetCentral Setup Infarmation

Installing thiz device provider allows you to monitor the
Thomzon Grass Yalley M-Series VDR,

Monitaring requirements are as follows:

On the t-Series VDR

- Set the [P address and SMMP trap destination

- Install the MetCentral Agent program

[& MetCentral Agent CO-ROM must be obtained for each
M-Seriez VDR

On the MetCentral server PC

- Inztall thiz device provider

- Use MetCentral Manager's "add device' feature if the
M-Series iz not automatically discovered

Refer to the M-Series NetCentral installation

Save | Frint |

Save or print MetCentral zetup information
for zelected device providers.

< Back I Mest » I

Cancel |

8. Select the device providers for which you are licensed. From this screen you can
view a short explanation of the requirements for monitoring each listed device
type. If adevice provider that you need is not listed, it must procured from
Thomson Grass Valley and installed asin “Installing device provider software” on

page 33.

9. Click the Next button to move through the remaining screens and complete the
installation wizard. If prompted to restart, you must do so. Click Yes and Finish.

10.1f you also received a NetCentral Service Pack, install it now to bring your
software up to date with the latest improvements.

Installing NetCentral software on clients

Y ou can operate the NetCentral system entirely from the local NetCentral server PC,
so additional client PCs are not required. However, you can purchase client licenses
for LAN connected or Web connected PCs. Thisallows you to operate the NetCentral
system remotely from these PCs as well.

Install the NetCentral client software on each of your NetCentral clients. Thisinstalls
the following components:

* NetCentra client components.
» Microsoft .NET, if it isnot already installed.

Before installing NetCentral software on client PCs, make sure NetCentral services
are running (the NetCentral interface is started) on the NetCentral server PC.

NetCentral User Guide
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Reinstalling NetCentral software

NOTE: The following procedures require that you be logged in to Windows as
administrator or as a user with administrator-level privileges.

Toinstall NetCentral client software, do the following:
1. On the NetCentral client PC, close all Windows programs.

2. Locate and open the NetCentral client installation file. It iscalled ClientSetup.exe.
Y ou can find thisfile on the NetCentral Client CD-ROM. The installation wizard

opens.

3. Read the setup screens, clicking the Next button to move through the installation
process.

4. If .Net isnot dready installed on the PC, the installation program prompts you to
ingtall it. Confirm the installation and work through the .Net install wizard.

5. When you arrive at the screen that asks for the NetCentral server | P address, enter
the IP address of the NetCentral server. Do not enter multiple NetCentral servers.
The NetCentral system does not support accessto multiple NetCentral serversfrom
asingle NetCentral client.

6. Click the Next button to move through the remaining screens and compl ete the
installation wizard. If prompted to restart, you must do so. Click Yes and Finish.

7. If youasoreceived aNetCentral Service Pack, install it now to bring your software
up to date with the latest improvements.

Reinstalling NetCentral software

Similar to the proceduresfor installing NetCentral server and client software, you can
open the NetCentral installation program and use the installation wizard to reinstall
the software.

Uninstalling NetCentral software

Use the standard procedures for the machine’ s operating system to uninstall
NetCentral software. When you do so, take the following points into consideration:

e Uninstalling server software— Thisremovesall NetCentral components and data
from the machine. Thisincludes the NetCentral database, which contains all logs,
messages, records of devices added, and custom configurations. If you want to
recover any of thisinformation you should first backup the NetCentral database, as
described by “Backing up the NetCentral database” on page 117.

« Uninstalling client software — Y ou can remove software on NetCentra clients
without affecting the NetCentral database. The database remains intact on the
server and all configurations and data are available when the client softwareis
reinstalled. However, you might have to restore on the client PC any HTML files
and referenced images or other files associated with graphic views or actions that
you have configured.

Installing device provider software

The NetCentral server installation process copies device provider files onto the PC
and opens the device provider installation program in which you can select device
providerstoinstall. If all the device providers for which you are licensed have been
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copied onto the NetCentral server PC, you can install them as part of the NetCentral
server installation process, as explained in “Installing NetCentral software on the
server” on page 31, or you can install them later using the following procedure.

However, not all device providersare copied onto the NetCentral server PC as part of
the NetCentral server installation process. Depending on product ownership and
licensing, you might have to procure the device providers on a CD or via other
distribution mechanisms. Once you have procured the device provider installation
filesand inserted the CD or otherwise made the files accessible to the NetCentral
server PC, install device providers as follows.

1. Make sure you are logged on to NetCentral with administrator-level privileges.

2. Click File | Add | Device Provider. The device provider installation program opens.

3. Agreetothelicense agreement and click Next until you arrive at the screen that lists
the device providers available for installation.

4. If one or more of the device providers you need are listed, it means those device
provider files have already been copied onto the NetCentral server PC. Select one

or more device providers and then continue with step 6 of this procedure.

5. If adevice provider you need is not listed, do the following:

a. Click Have Disk.

Device Provider Installation

Select the device providers to ingtall

Install available device providers az
zelected from the following list.

[C1Profile =P -
(It odular Frame

[C1bd-Series

[CIk.alypso Frame

[Ck.alypso Panel

[C1Zodiak Frame

[CIEncore Systern Controller
(m[EEN

[C1FFR 500_E00

[C1FFR 700 LI

To install a device provider not on
the list, you must have the device
provider disk. Click have digk and
locate the device provider disk.

MetCentral Setup Infarmation

Installing this device provider allows pou to moritor the & |
Thomzon Grass Yalley M-Series VDR,

Monitaring requirements are as follows:

On the t-Series VDR

- Set the [P address and SMMP trap destination

- Install the MetCentral Agent program

[& MetCentral Agent CO-ROM must be obtained for each
M-Seriez VDR

On the MetCentral server PC
- Inztall thiz device provider
- Use MetCentral Manager's "add device' feature if the
M-Series iz not automatically discovered

Refer to the M-Series NetCentral installation

Save | Frint |

Save or print MetCentral zetup information
for zelected device providers.

< Back I Mest » I Cancel

b. Click Next. The Select dialog box opens.

c. Browse to the location of the installation files for a device provider, select the
*.ncp filefor the device provider, and click Select. The Select dialog box closes
and the device provider is automatically selected in the device provider
installation program.
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Uninstalling device provider software

Device Provider Installation |

The following device providers will be installed

MetCentral Setup Infarmation

Voo Catalyst 23000 =

Save | Frint |

Save or print MetCentral zetup information
for zelected device providers.

< Back I Mest » I Cancel |

6. Click Next to move through the remaining screens compl ete the installation wizard.
7. Repeat this procedure to install additional device providers.

Refer to the manual or installation instructions for the type of monitored device to
determine the requirements for NetCentral monitoring.

If you are unsureif adevice provider iscorrectly installed and registered, you can use
the Diagnostic tool to test and verify, as explained in “ Diagnosing NetCentral
problems” on page 124. When you are satisfied that your NetCentral server has a
correctly installed NetCentral device provider for each type of device you are
monitoring, continue with “ Auto-discovering devices’ on page 37.

For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 42.

Uninstalling device provider software

June 2, 2004

Use the standard procedures for the PC' s operating system to uninstall device
provider software. When you do so, take the following points into consideration:

» Device specific messages— When the device provider softwareis uninstalled all
logs and records of messages received from devices of that type are deleted from
the NetCentral database.

» Records of devices added or removed — When the device provider softwareis
uninstalled, all records of devices of that type that have been added or removed
from the NetCentral system are lost. If the device provider softwareisreinstalled,
devices must be again added or removed to build the same list of devices.

If you want to recover any of thisinformation you should first backup the NetCentral
database, as described by “Backing up the NetCentral database” on page 117.
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Getting started

Work through the following topics to create a working NetCentral system:
* “Opening NetCentral manager for initial setup” on page 36

» “Auto-discovering devices” on page 37

» “Restart SNMP services on monitored devices’ on page 38

* “Verify SNMP trap messages from monitored devices’ on page 38

» “Set SNMP trap destinations on monitored devices’ on page 39

» “Adding and removing devices’ on page 40

» “Accomplish other device-specific preparations’ on page 42

» “Monitoring with multiple protocols’ on page 42

Opening NetCentral manager for initial setup

Make sure that at least one device provider isingtalled before opening NetCentral
manager on the server PC for the first time. This allows the manager software to
initiate automatic setup processes to add devices. If no device providersareingtalled
the manager software opens but remains blank and largely non-functional.

To open NetCentral manager for initial setup tasks, do the following at the NetCentral
server:

1. Make sure your current Windows login to the NetCentral server PC has
administrator-level privileges.

2. Add the NCadministrator group to your current Windows login user account or to
auser account that you set up. In Windows 2000 you can find the necessary settings
at Start | Settings | Control Panel | Users and Passwords | Advanced | Advanced.
Refer to “Managing NetCentral security” on page 113 for more information about
users, groups, and NetCentral access permissions.

3. Dauble-click the NetCentral icon on your Windows desktop or select Start |
Programs | NetCentral | NetCentral. A splash screen appears and displays the
progress of startup processes. After a short pause, the NetCentral main window
opens and the NetCentral icon @ appears in the system tray of your Windows

taskbar. For more information about the NetCentral interface, read “ Overview of
the NetCentral main window” on page 50.

4. Click File I Logon and log on to NetCentral with the username and password for the
user account to which you added the NCadministrator group.

5. Verify that you are now logged on to NetCentral with administrator privileges, as
reported by the Status bar in the lower portion of the NetCentral interface window.

Refer to “ Verifying componentsinstalled and running” on page 118 to make sure the
software is properly installed.

When you open NetCentral manager for thefirst time and at least one device provider
is correctly installed, manager software begins the auto-discovery process, as
described in the next section.
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Auto-discovering devices

In this procedure you work with the following NetCentral automatic processes.

» The Auto-discovery process, which adds NetCentral-compatible devices

» The SNMP trap configuration process, which attempts to configure SNMP trap

message destinations on devices.

A SNMP trap message is amessage that comesfrom adevice, such asthe“Module
mismatch” message from a 8900 Modular frame. A SNMP trap message will not
find its way to the NetCentral server unless the message contains the NetCentral
server’ sinternet Protocol (IP) address. To embed the NetCentral server addressin
the message, the address must entered on the device as a SNMP trap destination.

To work with Auto-discovery processes, do the following:

1. Onthe NetCentral server PC, open the NetCentral interface. Auto-discovery starts.

Make sure you are logged on with administrator privileges, as explained in
“Opening NetCentral manager for initial setup” on page 36. If the NetCentral
interface is already open, click Configure | Start Auto Discovery to ensure the
processis started.

2. Click Logs | Application Logs to open the Application Logs Viewer, in which you

can track NetCentral’ s automatic processes.

3. Wait for devicesto appear inthe NetCentral Treeview through the Auto-discovery

process. This process searches the local network for NetCentral supported devices
and adds them automatically to the NetCentral system. The first time you run
NetCentral, you might haveto wait several minutes before you begin to seedevices
asthey are automatically added.

As devices are Auto-
discovered, they appear
in the Tree view.
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4. Check thelist of devicesinthe Treeview. Expand nodes as hecessary. Devicesthat
are successfully added through Auto-discovery appear in the Tree View. If no
devices are listed, you must manually add devices asin “Adding and removing
devices’ on page 40 and then repeat this procedure.
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5. Asdevices are added, the SNMP trap configuration process attempts to configure
SNMP properties on each device. This process reports its results as atooltip that
appears when you hover your cursor over adevice in the Tree view. The process
also reportsits resultsin the NetCentral Application Logs Viewer. Identify
messages for devices and proceed as follows:

« |If deviceshave a“...successfully configured SNMP...” tooltip message or a
“Trap target...is set” Application Logs Viewer message, it means that
NetCentral successfully entered the |P address of the NetCentral server asa
SNMP trap destination on the monitored device. If at least one device hasthis
message, proceed with the next section “ Restart SNM P services on monitored
devices’ on page 38.

» If nodeviceshavea*“...successfully configured SNMP...” tooltip message or a
“Trap target...is set” Application Logs Viewer message, you must manually
configure devices asin “ Set SNM P trap destinations on monitored devices’ on
page 39 and then repeat this procedure.

Restart SNMP services on monitored devices

Do thistask for the devicesthat have a“...successfully configured SNMP...” tooltip
message or a“ Trap target...isset” Application Logs Viewer message.

For most devices you must put the SNMP trap configuration changes into effect by
restarting SNMP services on the device. The requirements for restarting SNMP
services vary according to the type of device. On al devices you can restart SNMP
services by restarting the device itself. On some devicesthereis away to restart
SNMP services without restarting the device itself. On some devices, such as those
with Windows 2000 and X P operating systems, changes are put into effect without
restarting SNM P services. Read your device-specific documentation for instructions.
If you are not sure, restart the device.

As an example, on Windows NT devices, you can restart the SNMP Trap Service
without restarting the device itself asfollows:

1. Click Start | Settings | Control Panel. Open the Services icon.
2. Select SNMP Trap Service.

3. Click stop.

4. Click start.

5. Close dialog boxes.

For each devicethat hasa*“...successfully configured SNMP...” tooltip message or
a“Trap target...is set” Application Logs Viewer message, do the necessary steps to
put the SNMP configuration changes into effect, then continue with the next
procedure “Verify SNMP trap messages from monitored devices’.

Verify SNMP trap messages from monitored devices

Use this procedure after you have added a device, configured a device, restarted
SNMP serviceson adevice or otherwise adjusted your NetCentral systeminitsability
to receive SNMP trap messages from one or more monitored devices.
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This procedure runs the SNMP trap configuration process. Thisis the same process
that runs automatically when you start NetCentral manager. This process tests
currently added devicesto seeif they are able to send their SNMP trap messages to
the NetCentral server and if they are not able, attempts to configure SNMP trap
destinations on devices. The process reportsits results as atooltip and in the
NetCentral Application Logs Viewer. By running the SNMP trap configuration
process and evaluating its results, you can identify devices that need no further
configuration and determine the tasks required on devices that do need further
configuration.

For an explanation of the SNMP trap configuration process and procedures for
changing its default behavior, read “ Setting automatic SNMP trap configuration” on
page 109.

To verify SNMP trap messages from monitored devices, do the following:

1. At the NetCentral server, click Configure | Start SNMP Trap Message Configuration
to test al currently added devices. Y ou might have to first click Configure | Stop
SNMP Trap Message Configuration and then click Configure | Start SNMP Trap
Message Configuration.

2. Asthe SNMP trap configuration process runs, check results in the NetCentral
Application Logs Viewer.

3. Evaluate the appearance of your devicesin the Tree view. For each device,
determine its ability to send SNMP trap messages to the NetCentral server as
follows:

* A device with afull-resolution (not grayed-out) name or IP address has its
SNMP trap messages fully enabled. Y ou can confirm this by hovering your
cursor over the device in the Tree view. A tooltip appears with the message
“Ableto receive SNMP trap messages ...".

» A devicewith agrayed-out name or | P address does not yet have its SNMP trap
messages fully enabled. Repeat procedures as necessary until the device isable
to send its SNMP trap messages to the NetCentral server. You might have to
manually configure SNMP on the device, as explained in “ Set SNMP trap
destinations on monitored devices’ on page 39.

4. Proceed for each device as indicated. Once all devices have the tooltip “Ableto
receive SNMP trap messages ...” message, continue with this procedure.

5. If your tree view is complete — meaning that the list contains all the devices that
you do want to monitor but does not contain any devices that you do not want to
monitor — skip ahead to “ Accomplish other device-specific preparations’ on
page 42.

6. If your tree view is not yet complete, continue with “ Adding and removing
devices’ on page 40.

Set SNMP trap destinations on monitored devices

This section provides guidelines for setting SNMP trap destinations on monitored
devicesthat do not support the remote SNM P trap configuration mechanism that the
NetCentral manager software uses. These devicesreport a“...trap message
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configuration...not supported” tooltip message or a“...configuration of trap
target...not supported” Application LogsViewer message. On these devicesyou must
use a device-specific method to set a SNMP trap destination.

Y ou set a SNMP trap destination by configuring SNMP properties. While each type
of device hasits own interface and methods for configuring SNMP properties, the
underlying values that must be set are common to all devices, as explained in the
following procedure.

To set SNMP trap destinations using a device-specific method, do the following:

1. Determinethe method for configuring SNM P properties. Read the
manufacturer’ s documentation that you received with your device for specific
procedures or read the exampl e procedures later in this section. Some devices
require that you go to the device itself and manually configure SNMP properties.
Some devices allow you to configure SNMP properties remotely.

Within the device' sinterface for SNMP properties, identify the settings for trap
destinations. A trap destination might also be called atrap recipient or atrap target.

2. Enter the NetCentral server asatrap destination. Enter the following
information to set the NetCentral server as a trap destination:

* ThelPaddress (or on some devices, the machine name) of the NetCentral server.
Read “ About the | P address of a NetCentral server” on page 29 for more
information about 1P addresses.

» The name of the SNMP community to which the NetCentral server belongs.
Typicaly, thisisset to “public” by default. If you use other SNMP community
names, make sure you set trap destinations for each one. In any case, make sure
you enter acommunity name for the device. A device with no SNMP
community name cannot be monitored by the NetCentral system.

3. Put changesinto effect. Usually this requires that the SNMP services on the
deviceor thedeviceitself berestarted. Read the manufacturer’ sdocumentation that
you received with your device for a specific procedure to accomplish this step.

4, Verify with NetCentral manager. On the NetCentral server, use the SNMP trap
configuration process to test the device, as explained in “Verify SNMP trap
messages from monitored devices’ on page 38.

Whenyouinstall the device provider onthe NetCentral server PC, the device provider
installation program provides online documentation that explains the specific
requirements for monitoring that device-type with the NetCentral system.

Refer to Appendix D, Examples of Windows procedures for examples of setting
SNMP trap destinations on devices running a Windows operating system.

After you have successfully set trap destinations on your SNM P monitored devices,
continue with “Verify SNMP trap messages from monitored devices’ on page 38.
Adding and removing devices

If NetCentral’ s Auto-discovery feature in its default configuration does not
automatically create the correct list of devices that you want to monitor, you can
manually add and remove devices one at atime as explained in the following
procedures.
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* “Adding devicesto the Tree view” on page 41
» “Removing devices from the Tree view” on page 42
For related information refer to “ Adding devices’ on page 104.

Adding devices to the Tree view

June 2, 2004

To manually add a SNM P-monitored device, do the following:
1. Make sure you are logged in to NetCentral with administrator-level privileges.
2. Click File | Add | Device. The Add Device dialog box opens.

Add Device

SHMP Device Marme or IP address
Syzlog Device I|P[Dfi|E.'><P1

SHMP Caommurity M ame

Ipublic: j
Type
[ |

I ek I ] I Cancel |

3. Select SNMP Device.
4, Enter the name or | P address of the device you want to add.

5. Enter publ i ¢ asthe SNMP community name. Refer to “ Adding devices’ on

page 104 for more information on SNM P community hames.

. To make the discovery process more efficient, on the Type drop-down list you can

select the type of device. If the device-type you want to monitor is not on the list,
it means the device provider is not installed.

. Click the OK button to closethe dialog box. A “Network Connection” message box

appears. When the device is successfully added it appearsin the Tree view.

8. Repeat this procedure until all your devices are added.
9. Evaluate the appearance and the SNMP trap configuration messages of added

devices. If indicated, accomplish additional steps, as explained in “Verify SNMP
trap messages from monitored devices’ on page 38. Once all added devices are
ableto send their SNM P trap messagesto the NetCentral server, continue with this
procedure.

10.If the only devices that are present in the NetCentral window are those that you

want to monitor, skip ahead to “ Accomplish other device-specific preparations’ on
page 42.

11.1f any devices are present in the NetCentral window that you do not want to

monitor, continue with the next procedure “ Removing devices from the Tree
view”.

NetCentral User Guide

41



Chapter 2 Installing the NetCentral system

Removing devices from the Tree view
To remove a device, do the following:
1. Make sure you are logged on to NetCentral with administrator-level privileges.
2. Inthe Tree view, highlight the device you want to remove.

3. Click File | Remove. The Delete Device message box appears, asking “ Are you
sure...?".

4. Click the Yes button to remove the device and close the message box.
5. Repest this procedure as necessary until all undesired devices are removed.

6. Onceyou have added or removed devicesto create your completetreeview and all
the deviceslisted have their SNMP trap messages enabled, continue with the next
section, “Accomplish other device-specific preparations’. Otherwise, repeat
procedures as appropriate from earlier in this section.

Accomplish other device-specific preparations

Read the manual or installation instructions for the SNM P-monitored device and
check for other installations or upgrades that are required in order to monitor the
device with your NetCentral system. For example, some devices require the
installation of a FTP server for the transfer of device-specific logsto the NetCentral
server.

When you install the device provider onthe NetCentral server PC, the device provider
installation program provides online documentation that explains the specific
requirements for monitoring that device-type with the NetCentral system.

If you are monitoring devices via SNMP only and each monitored device is fully
functioning with all features enabled in the NetCentral system, continue with Chapter
3, Monitoring with the NetCentral system on page 45.

If you require that some devices be monitored via Syslog, continue with the next
section “Monitoring with multiple protocols’.
Monitoring with multiple protocols

While the NetCentral system’s primary protocol is SNMP, it’s architecture also
supports communication with devices via other protocols. One of these other
protocolsis Sydog. Currently the NetCentral system supports SNMP and Syslog
protocols. Therefore you can monitor devices with multiple protocols as follows:

* Y ou can monitor adevice viaSNMP only
* Y ou can monitor a device via Sysog only

» You can monitor adevice viaboth SNMP and Syslog.

How Syslog works in NetCentral

The NetCentral core software on the server PC listens for Syslog messages on UDP
port 514. The NetCentral software reacts to the message as if it were a SNMP trap
message, showing the message in the interface, displaying status indicators, logging
the message, and triggering actions.
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The Syslog protocol can have as many as eight severity levels for messages.
NetCentral maps the Syslog severity levelsto the appropriate NetCentral severity
levels.

Setting up and using Syslog in NetCentral

June 2, 2004

Use the following steps to monitor adevice via Syslog:

1

Make sure the device you want to monitor via Syslog generates Syslog messages.
Check the documentation you received with the device for information about

Sydog.

2. Make sure you are logged on to NetCentral with administrator-level privileges.

9.

. If the deviceis currently being monitored via SNMP and you want to now add

Sydog monitoring for the device, skip ahead to step 5 of this procedure.

. If the device is not currently being monitored, click File | Add | Device. The Add

Device dialog box opens. Proceed as follows:

* If youwant to monitor the device via Syslog only, select Syslog Device and enter
the IP address of the device. Y ou can optionally enter Location information as
well. Then click OK to save settings and close.

* If you want to monitor the device with both SNMP and Syslog simultaneously,
select SNMP Device and enter the I P address or name of the device. Also enter
the SNMP community name (usually “public). Then click OK to save settings
and close.

. On the device, configure Syslog properties so that you can enter the | P address of

the NetCentral server asa Syslog target. This might be called a Syslog Daemon |P
or some other term. Read the documentation you received with the device for
instructions.

. Put Syslog configuration changes into effect on the device as instructed by the

documentation you received with the device.

. Manipulate the device so that it sends a Syslog message to the NetCentral server.

A Syslog-monitored device does not appear in the NetCentral interface until the
NetCentral server’sfirst receipt of a Sysog message from the device.

. Verify that the device appearsin NetCentral asa Syslog device. Devices monitored

viaboth Syslog and SNMP appear as SNMP devices only, yet they display both
Sydog and SNMP messages.

Select a Syslog device and view its subsystem properties.

10.View logged Syslog messages using NetCentral message features asyou would for

SNMP trap messages.

When each monitored deviceisfully functioning with all features enabled in the
NetCentral system, continue with the next section “Monitoring with the NetCentral
system”.
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Monitoring with the NetCentral system
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This section describes how the NetCentral system communicates the status of your

SNM P-monitored devices.

The topicsin this section are as follows:

“About NetCentral monitoring” on page 46
“Accessing NetCentral” on page 47

“Overview of the NetCentral main window” on page 50

“Viewing information in the NetCentral main window” on page 51

“Arranging the Tree view” on page 55

“Creating a Facility graphical view” on page 57
“Interpreting status indicators’ on page 60
“Responding to messages and actions’ on page 63
“Finding monitored devices’ on page 66
“Browsing device status’ on page 67

“Researching device status in NetCentral messages’ on page 69
“Exporting NetCentral messages’ on page 73
“Researching device status with graphs’ on page 77
“Researching device-specific logs’ on page 79
“Using device-specific features’ on page 82

“Viewing version information” on page 82
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About NetCentral monitoring

Asthe NetCentral system carriesout its primary function as adevice monitoring tool,
it doesmost of itswork automatically. In thisautomatic mode, the NetCentral system
detects device status and notifies you of status changesin the following ways:

» NetCentral manager software periodically requests from all devices amessage that
confirms that they are able to communicate over the network. Thisis called
heartbeat polling. NetCentral reports any devices that are unresponsive to the
heartbeat polling. Read “ Setting heartbeat polling” on page 111 for more
information.

» At startup NetCentral manager software triggers each device to send atest SNMP
trap message. Thereceipt of thismessage at the NetCentral server confirmsthat the
deviceiscorrectly targeting its SNM P trap messages to the NetCentral server.
NetCentral reports whether devices do or do not have their messages correctly
targeted. Read “ Setting automatic SNM P trap configuration” on page 109 for more
information.

* NetCentral manager software constantly listens for the SNMP trap messages that
devices send when they have a change in their status. The NetCentral system
analyzes the SNMP trap messages and, based on their relative urgency,
communicates to you the status information you need to keep your devices
operating. Read Chapter 4, Managing messages and actions for more information.

If you need to troubleshoot or otherwise gather information on the health of your
devicesyou can manually usethe NetCentral system asadiagnostic tool to check both
current and historical status. In this manual mode, the NetCentral system gives you
the ability to do the following:

» Check the status details for any device at any time, as explained in “Browsing
device status’ on page 67.

» Research previous status changes by viewing past messages, as explained in
“Researching device status in NetCentral messages’ on page 69.

» Research previous status changes by viewing statistics in graph form, as explained
in “Researching device status with graphs’ on page 77.

For Syslog monitoring, refer to “ Setting up and using Syslog in NetCentral” on
page 43.
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Accessing NetCentral

The following topics explain your options for access to the NetCentral system user
interface:

e “About access permissions’ on page 47

« “Starting NetCentral” on page 47

e “Logging on and off of NetCentral” on page 48

» “Accessing NetCentral manager from aremote location” on page 48
« “Stopping NetCentral” on page 43

e “Adding NetCentral to startup” on page 49

About access permissions

Any user on any NetCentral server PC or client PC can open NetCentral manager and
operate the software with user-level access permissions, as explained in “ Starting
NetCentral” on page 47. User-level access permissions are sufficient for basic device
monitoring. Y ou can view information received from devices, but features for
configuring the NetCentral system are disabled.

If you need administrator-level or technician-level access permissions, you must
logon to NetCentral as explained in “Logging on and off of NetCentral” on page 48.

Starting NetCentral

To start NetCentral, double-click the NetCentral icon on your Windows desktop or
select Start | Programs | NetCentral | NetCentral. A splash screen appears and displays
the progress of startup processes. After a short pause, the NetCentral main window
opens.

If you have trouble starting NetCentral, make sure that NetCentral system
components are properly installed. Refer to Chapter 2, Installing the NetCentral
system on page 25.
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Logging on and off of NetCentral

The NetCentral interface always openswith user-level access permissions granted by
default. Logging onto NetCentral gainstechnician-level or administrator-level access
permissions. Logging off of NetCentral returns to user-level access permissions.

1. On the NetCentral main window, click File | Logon. The Logon dialog box opens.

Uszer Mame: I

Pazzward: I

ak., I Cancel

2. Enter auser name and password that has been set up for technician-level or
administrator-level access permissions.

3. Click oK. NetCentral manager grants appropriate access permissions, asindicated
by the current logon information in the status bar at the bottom of the NetCentral
window.

4. When you are ready to return the interface to user-level access permissions, click
File | Logoff.

For more information about setting up logon accounts for NetCentral security, refer
to “Managing NetCentral security” on page 113.

Accessing NetCentral manager from a remote location

NetCentral clients can communicate with the NetCentral server viaaLocal Area
Network, aWide Area Network, or the Internet. If the client softwareis properly
installed and configured as instructed in Chapter 2, Installing the NetCentral system
and connecting systems are operational, you can operate NetCentral manager from a
remote client PC just as you would from the NetCentral server PC.

Y ou configure the NetCentral client interface to connect with a single NetCentral
server PC when you install the client software. Only the NetCentral client component
runson aclient PC. NetCentral services do not run on the client PC.

Stopping NetCentral

To stop the NetCentral interface, click File and choose Exit, or right-click the system
tray icon and choose Exit.

When you stop NetCentral on aclient PC, you are stopping only the client component.
The server component on the server PC continues to run and the ongoing monitoring
taking place on the server is not affected. Status change events from devices continue
to be captured on the server and can be viewed from the client PC when the
NetCentral client softwareis restarted.
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When you stop NetCentral on the NetCentral server PC, you are likewise stopping
only the NetCentral client component that runs on the server PC. The NetCentral
server component continues to run and monitor your devices. Once NetCentral is
started on the server, the server component does not stop unless you stop NetCentral
servicesor shutdown the server. Aslong asthe server component isrunning, if actions
are configured, the actions are triggered and their natifications are executed. Of
course, no messages can be displayed if the client component is not running, but
messages received from devices are retained in the NetCentral database, so that when
you again start the client component you can view the messages.

Also refer to “ Restarting NetCentral services’” on page 128.

Adding NetCentral to startup

June 2, 2004

Y ou can configure the Windows operating system to open the NetCentral interface
automatically whenever the host PC starts.

The Windows 2000 procedure for adding NetCentral to startup is as follows. The
procedure for your particular version of the Windows operating system might be
different.

1. Right-click start and select Open All Users. A window opens.

2. Double-click the Programs icon, then the Startup icon. A window opens for the
Startup folder.

3. In the Startup folder window, right-click and select New | Shortcut. The Create
Shortcut dialog box or wizard opens.

4. Browse to the NetCentral interface program file at the following location:

C:\Program Files\Thomson Grass Valley\NetCentral\bin\NetCentral I VFrontEnd.exe
Select the file and click OK.

5. Click the Next button, and then click the Finish button. The shortcut appearsin the
Startup folder window.

6. Close the Startup folder window. The next time you start the PC, the NetCentral
interface opens automatically.
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Overview of the NetCentral main window

Theinformation in the NetCentral main window is arranged in different functional
areas as follows:
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Viewing information in the NetCentral main window

The NetCentral main window can be manipulated to display different views, as
illustrated in the following screen shot:

For the folder, device, Choose a View To change the type  And then click
or subsystem Control button... of information controls to find the
selected... displayed... information you need.
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The views available in the NetCentral main window are described in the following
topics.

« “Displaying the Facility view” on page 52

» “Displaying the Messages view” on page 53

» “Displaying the Graphs view” on page 53

» “Displaying the Actions view” on page 54

» “Displaying viewsin multiple windows’ on page 54

» “Refreshing the information area” on page 54
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Displaying the Facility view

With the Facility

view control p . Facility
button selected... s

In the Tree

view select Which provides this

this... To display this view ... information.

[] Folder A HTML page with active
graphicsthat display status
indicators. Y ou create this page to
show your required logical or
physical system view. Refer to
“Creating a Facility graphical
view” on page 57.

E:j Device - 101838228 General properties of the device.

----- IP Address: 10.16.36.223
Firmware Version:  v2.2.1
Mumber of ports: 8
Location:
""" Subsystem " 6 Active graphics of the subsystem
hits?
55 - parameters.
" Fahrenheit
& Centigrade -
- Current Temperature:
32 degrees(C]
0--
32 degrees(F]

To control thedisplay of information inthe Facility view, refer to “ Arranging the Tree
view” on page 55 and “ Creating a Facility graphical view” on page 57.
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With the Messages
view control
button selected...
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Displaying the Messages view

In the Tree

view select Which provides this

this... To display this view ... information.
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sub-folders contained in the
selected folder. The lower pane
displays the details for a selected
message.

Recent messages from the
subsystems of the selected device.
Thelower panedisplaysthe details
for a selected message.

Recent messages from the selected
subsystem. The lower pane
displays the details for a selected
message.

To control the display of information in the Messages view, refer to “ Defining
messages displayed” on page 70.

Displaying the Graphs view

June 2, 2004

With the Graphs
view control
button selected...

Haroene

In the Tree

view select Which provides this

this... To display this view ... information.

[1] Folder i 2 Statisticsin graphical form about

E:J Device

I ToC_3 I wwwm |

the messages received from
devices and sub-folders contained
in the selected folder

Statisticsin graphical form about
the messages received from the
subsystems of the selected device.

Statistics in graphical form about
the messages received from the
selected subsystem.

To control the display of information in the Graphs view, refer to “Defining
information graphed” on page 78.
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Displaying the Actions view

With the Actions
view control T Actions
button selected...

In the Tree

view select Which provides this

this... To display this view ... information.

[ Folder Toe_[Name [Messape [getn escpicn Actionsconfiguredfor the sel ected
HAloevi, Al Waming Besp For Waiming fiom A1 . N
Hdwi, M Cied Besp For Cacal o &1 3o folder, itsdevices, and sub-folders.
4 | A Filtered messages for the selected
T folder, its devices, and sub-folders

4:] Device

are displayed in the lower pane.

Actionsconfiguredfor the selected
deviceand itssubsystems. Filtered
messages for the selected device
and itssubsystemsaredisplayedin
the lower pane.

Actionsconfiguredfor the selected
subsystem. Filtered messages for
the selected subsystem are
displayed in the lower pane

Displaying views in multiple windows

Y ou can extend the selection of different views beyond the main window and display
more than one view at the same time. Thisis especially useful for computers with

large screens or multiple screens.

To display multiple views do the following:

1. Inthe Tree view sdlect afolder, device or subsystem.

2. Choose aView control button to display the view that you want.

3. Right-click the View control button or the sel ected folder, device, or subsystem and
choose Open In New Window. The view opensin its own window.

4. Repeat this procedure to display different views. Arrange the windows as

necessary.

Refreshing the information area

To refresh theinformation area for the currently displayed view, click view and select
Refresh. Y ou must refresh the view in this way when editing, saving, and viewing

HTML pages.
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Arranging the Tree view

By default, devices are grouped in the Tree view by type. If you require a different
grouping of devices, use the proceduresin this section.

The NetCentral interface allows you to group devicesin the Tree view according to
the following rules:

» Each group of devices must have afolder under which the group is defined.
e A device can bein multiple folders.

* You can nest folders under folders to create a hierarchical structure.

* You can not nest devices under devices.

Decide how you want to group your devicesto more accurately represent your system
environment, then proceed as follows:

1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Select the folder in the Tree View under which you want your new folder located.

To create afolder at the highest level possible, select the folder at the top of the
tree. Thisfolder is named Monitored Devices by default. Y ou can rename this
folder asrequired. Y ou cannot create afolder above or at a peer level with this
top-of-tree folder.

3. Click File, or right-click the folder, and select Add | Folder. The Folder Properties
dialog box opens.

Folder Properties

Folder Mame:
[.group)

Folder zelection
% Launch HTML page of nearest parent folder

 Launch default HTML page

= Launch the following HTMWL page Browze. |

kK | Cancel |

4. Enter afolder name that identifies the device group you are creating. Y our new
folder appearsin the Tree view.

For now, leave other settings as default. Refer to “ Creating a Facility graphical
view” on page 57 for instruction on associating the folder withaHTML page.
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5. Withinthe Treeview, place devicesinto your new folder using oneof thefollowing
methods:

« Drag-and-drop to move adevice into the folder

» Select adeviceand click Edit | Copy or Edit | Cut, then select the folder and click
Edit | Paste. Y ou can right-click the device and folder and use the pop-up menu
in the same way.

NetCentrald ; - 0] x|
File Edit ‘iew Logs Corfigure Ackions Messages Tools  Help
{ FProperties | LCM Action] | Device List | ’ﬁ_
-2 Monitared Dewices (3]
e =1 Profile %P (3] - 101636223
0 Facility ® “D fe IP &ddress:
S © Lin1e 36 223
=5 E Firmweare Wersion
- Dell FowerE dag Mumber of ports:
o -1 Cizco Catalys 00
==Messages Afabric
- [ Afolder Location: End Uszer Premis
- Brocade Sillks\aorm
- Modular Provider
_iﬂGlaphs ) Encore System Controller
-1 Ciprico Disk &ray
Contact: [Fedcinmet
II]_ Actions HetCentral Admimstrator: 3 Systems, 0 Alarms, 0'W armings

6. Repest this procedure, creating a hierarchical structure of folders and devices as
necessary to represent the systems and logical groupingsin your facility.

7. Expand and collapse folders as necessary to view devices.
8. Toremove afolder, move all devices out of the folder, right-click the folder and
select Delete.
Searching for a folder in the Tree view
1. In the NetCentra Search box, click the binoculars icon and select Folder.

M- |

2. Enter text for the folder in the Search box and press Enter.
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Creating a Facility graphical view

For any folder in the Tree view you can create a graphical view. The graphical view
isdisplayed in the Facility view information area when the folder is selected. The
graphical view is actually aHTML page upon which active drawings are arranged,
typically to represent the devicesin the folder.

Use the following procedure to create abasic HTML page with a representation of
your monitored devicesin racks. If you are knowledgeable about HTML and images,
you can create other customized background pages to represent networks, functional
groups, or other views of your monitored devices. To understand how to integrate
these advanced HTML techniques with NetCentral, refer to Appendix A, Graphical
view tutorial on page 133.

To createaHTML graphical view of afolder, do the following:

1. On the NetCentral server PC, open the NetCentral interface and log on to
NetCentral with administrator-level privileges.

2. Select the folder for which you are making the graphical view. In this procedure,
thefolder isnamed MyFolder. Right-click and select Create HTML View. The Create
HTML View dialog box opens.

Save HTML File As:

|C:\F‘rogram FilezhTharmzon Grass Yallew\MetCentralyl Browse |

B ackground

' Use Backaround Image

ID"\PIDQIEIITI Filez\Thomson Graszs WalleyWMetCentralyl Browse I

" Mo Background Image

]9 I Cancel |

3. Select Use Background Image, then click Browse and select the following file:
C:\Program Files\Thomson Grass Valley\ANetCentra\HTML\4Racks 36RU_Small.gif

This createsaHTML file named MyFolder.html that displays
4Racks 36RU_Small.gif as a background image.
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4. Click oK. The NetCentral HTML editor opens.

B8, HTML editor - [C:"Program FiIes"-.,Thoms".: o [m] F

File Edit Yew Insert Format Tahle Position
H S a4 E2RBR o |

|TimesNewF|oman j |12 jl :Ev| B 71 @-| =

b

e
4| | Y

TheHTML pageisautomatically loaded into the HTML editor. Therack drawings
are the background image. On top of the background image are the active drawings
of the devices and/or sub-foldersin the folder.

5. Select the active drawings and position them on the background image, so they
appear as devicesin racks.

6. You can aso enter text to identify the HTML page.
7. Inthe HTML editor, save the page, then closethe HTML editor.

8. In the NetCentral main window, the HTML page is displayed in the information
area when the folder is selected. Hover your cursor over an active drawing to
display the name of the active drawing as atooltip.

9. If you have NetCentral client PCs, copy MyFolder.html and
4Racks 36RU_Small.gif to each of your NetCentral client PCs so that thefilesare
in the same location on each NetCentral client PC as they are on the NetCentral
server PC.
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Creating a Facility graphical view

If you remove a device from a Tree view folder, and that device is represented as an
active drawing on thefolder’'sHTML page, you must manually edit the HTML page
to remove the active drawing. To do thisright-click the folder in the Tree view and

select HTML Page. This opensthe pagein the NetCentral HTML editor. After editing
the HTML page, right-click in the information area or click View and select Refresh.

For advanced graphical view features, refer to Appendix A, Graphical view tutorial
on page 133.

Asyou havigate your HTML pages, you can move forward and backward aong the
sequence of HTML pages that you have viewed. To do this, right-click onaHTML
page background (not on an active drawing) and select Forward or Back.
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60

Interpreting status indicators

The following topics explain the primary graphical conventions that NetCentral

manager software uses to inform you of device status:

“About status indicators’ on page 60

“Locating status indicators in the NetCentral main window” on page 61

“Interpreting grayed-out devices’ on page 61

“Viewing status in the system tray icon” on page 62

About status indicators

The NetCentral system categorizes any information it receives from devices as one
the following statuslevels. The status levels and the default icons that represent them
are asfollows:

Informational 1
Warning i‘w,l.
Critical [ ]
Reset F
Dead

or off-line

A device hasexperienced achangein statuswithin normal operating parameters. The
device is operating as designed.

A device has areduced ability to function and may fail soon, but at the current
moment it is still operating within specifications as designed.

A device has ceased to operate or is currently operating with severely hampered
functiondlity. The deviceis not operating within specifications as designed.

A device has returned to normal operating status. A previous warning or critical
status condition has been resolved.

A deviceisnot operating at all or haslost contact with the NetCentral system.

TheNetCentral systemindicatesthese status|evel sthroughout theinterface, using the
following default icons, colors, animations, and actions:

Informational

Warning

Critical

Reset

Dead or Off-line

System tray icon

Green heartbeat

Red heartbeat

Red heartbeat

Green heartbeat

Red heartbeat

Main window .
Tree view 1 & . F ?{
m:lsnS;VIg(io\Yi\lew L % |From I % |Fom I |% |Fiom | |% |Fom | |% |From
g i [T wnont A T wenon ® [ wnont [ twoc 2 * [T wnort
Default action None NetCentral NetCentral None NetCentral
window window window

maximizes, Beep
sounds

maximizes, Beep
sounds

maximizes, Beep
sounds
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Also, for subsystem propertiesin the Facility view, somedevicesuse a“colored light”
graphic to indicate status. The meaning of the light is asfollows:

e Greenlight @ — Normal
* Redlight @ — Fault

» Black @ — Information not available, no communication, or no signa detected
The following sections contain more detailed information about status indicators.

For Syslog monitoring, refer to “ Setting up and using Syslog in NetCentral” on
page 43.

Locating status indicators in the NetCentral main window
Device status is indicated within the different areas and views as follows:

Tree view — This hierarchical list groups devices and their subsystems under nested
folders. Status indicators replace theicon for afolder, device, or subsystem if status
isnot normal. Statusindicators “ripple up” through the hierarchy, so that even if you
have afolder closed in which multiple devices or foldersreside, a statusindicator on
thetop folder indicatesthe status of highest severity amongst al thefolder’ s contents.
Read “ Arranging the Tree view” on page 55 for more information.

Information area: Facility view — Thisview displaysfolders, devices, or subystemsas
graphics. Status indicators in the Facility view can take various forms. By default,
active drawings change color to indicate status.

Information area: Messages view — This view displays messages received. The
messages explain status changes and, if necessary, give suggestions for corrective
action. Status indicator icons appear in the “!” column, which by default isin the
left-most position.

Information area: Actions view — This view displays actions configured. It identifies
the status change that triggers each action. Actions are highlighted if they are
currently being triggered, such when a beep tone or audio file sounds. Y ou can use
this as a status indicator by tracing the action to the status change that triggered it.

Interpreting grayed-out devices

NetCentral displaysadevicein agrayed-out state to communicate information about
the device asfollows:

* Inthe Treeview, if adevice name or | P address appears in a grayed-out state, it
means that the device is not currently sending its SNMP trap messages to the
NetCentral server. A tool tip displaysthisinformation when you hover your cursor
over the deviceicon. Refer to “Verify SNMP trap messages from monitored
devices’ on page 38.
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Viewing status in the system tray icon

Aslong asthe NetCentral interface is open, you will see the NetCentral icon @ in
the system tray of the NetCentral server PC’s Windows taskbar. The moving
heartbeat in the icon provides visual confirmation that the NetCentral systemis
operational, using the following colors to indicate device status level:

Green = All devices are at aNormal, Informational, or Reset status level
Red = One or more devices are at a Warning, Critical/Dead, or Off-line status level

If more than one device is being monitored, the color indicates the status level of
highest severity. For example, if aProfile XP Media Platform has ainformational
status and a QL ogic Fibre Channel switch simultaneously has a warning status, the
NetCentral system displays ared color heartbeat to indicate the warning status of the
QLogic Fibre Channel switch, sinceit is of higher severity.
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Responding to messages and actions

Thefollowing topics explain how the NetCentral manager interface behaves and how
you can respond when messages are received from monitored devices:

e “Interpreting NetCentral messages’ on page 63
« “Acknowledging messages’ on page 64

» “Clearing acknowledged messages’ on page 64
» “Clearing larms’ on page 64

» “Clearing warning and critical icons’ on page 65

Interpreting NetCentral messages

The NetCentra system notifies you immediately if any of your devicesreach a
status-level of critical or warning by sounding an audible beep. Other actions can be
triggered as well, such as playing a sound file or sending an e-mail message. For
information on triggering other actions, see “ Configuring actions and notifications’
on page 87.

The message details, as displayed in the Messages view, offer suggestions as to what
you might do to resolve the condition that triggered the alarm, asin the following
example:

Descripion  [One or more system cooling-fahs have failed or the fan assembly has been removed.
Fieplace the fan assembly.

To quickly see adevice' s messages from a Facility view HTML page, right-click the
device' s active drawing and select Messages. The device' s messages open in a new
window.

In most cases you should act immediately to resolve warning or critical conditions.
For more information about troubleshooting a particular device, refer to the manual
for that device.

Oncethe conditionisresolved, the NetCentral system sends areset message to notify
you that the device has returned to normal status, asin the following example:

Description [The system cooling-fans resumed normal operation.

The reset message removes the related alarm or critical icon, so the device appears
again as normal.
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Acknowledging messages

When amessage isfirst received from adeviceit is considered an unacknowledged
message and as such it is displayed in the Messages view as bold text. In the Tree
view, the associated subsystem, device, and folders display a number in parentheses
that indicates the current number of unacknowledged messages. These are your
indicators that the one or more messages are recent and possibly un-read. To
acknowledge that a message has been read, in the Messages view double-click the
message row. This puts acheckmark in the checkbox and changesthetext to anormal
font appearance.

Clearing acknowledged messages

If you find your acknowledged messages cluttering the M essages view, you can clear
them from the viewing area as follows:

* Click the acknowledged message checkbox column head one or more times until
acknowledged messages are sorted to the bottom of the list and outside of the
primary viewing area.

» Click Configure | View Settings and de-select Show Acknowledged Messages. The
acknowledged messages disappear from the Messages view. If you have alarge
number of messages and you find performance is affected as they fill thelist,
setting this option and acknowledging past messages can boost performance. The
acknowledged messagesareretainedin the NetCentral database, so you can always
view them again by resetting the option to show acknowledged messagesin the
M essages view.

Clearing alarms

The Cancel Actions shortcut button flashes when a cancellable alarm is present. To
turn off most types of alarms, click the Cancel Actions button or choose Actions |
Cancel Actions.

Y ou can also turn off individual Actions as follows:
1. Display the Actions view.

2. Select the folder, device, or subsystem from which the action is currently
executing. If you are not sure, click thetopmost folder. Actionsare displayedinthe
information area. Currently executing actions are displayed in bold text.

3. Inthe Information area, identify and select the action or actions currently
executing.

4. Click Actions | Cancel Actions | Selected, or right-click the action row and select
Cancel Action.

This turns off the alarm while you take steps to correct the problem.

Once the action is cancelled or isfinished, the only indication that the warning or
critical condition still existsisthe color of the system tray icon and the message and
status iconsin the NetCentral window. The NetCentral system itself does not send
messages or trigger actions again to remind you of a current warning or critical
condition. However, some devices have afeature, such as the “ Resend Messages’
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feature on a Profile XP Media Platform, that you can configure to have the device
send amessage again for an unresolved condition. Check the manual for your device
for more information about thistype of feature.

If some messages become troublesome because they are too frequent or unimportant,
you can set the NetCentral system to filter certain messages. For more information,
see “Filtering messages to disable actions” on page 100.

Clearing warning and critical icons

It is possible that a currently irrelevant message can cause a device to continue to
display awarning or critical icon. Y ou can remove the warning or critical icon from
thedeviceinthe Treeview by right-clicking the device and sel ecting Reset State. Y ou
must be logged on to NetCentral with technician-level or administrator-level
privilegesto reset the state of adevice in thisway.
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Finding monitored devices
Use the following procedures to locate SNM P-monitored devices that might be

otherwise difficult to find.

» “Searching for adevice” on page 66

* “Viewingasimplelist of devices’ on page 66

Searching for a device

1. In the NetCentra Search box, click the binoculars icon and select Device.

2. Enter text for the device name in the Search box and press Enter.

M- |

Viewing a simple list of devices

If you are not sure of the location of your devicesin the Tree view, you can view a
non-hierarchical list of all currently monitored devices, in which each deviceislisted

just once.

box appears.

1. Click the Device List button or click Tools | Device View. The Select Device dialog
Select Device =100x]
| | Mare | IP &ddress | Tope -

My TP 10.16.42.131 Profile =P
RAMDORM 10.16.42.95 Prafile %P
(144 10164224 Prafile %P
FShi1 101642120 File System b anager
GvO04738 10.16.42.105 Prafile #P
*TH_AP3 10.16.42.133 Profile #F
GA2 10164212 Profile %P
® 10164286 10.16.42.86 [Logic Switch
10.16.42.110 10.16.42.110 Brocade Sillkiw/orm
101642111 10.16.42111 Brocade Silkorm
10.16.42.154 10.16.42.154 Cigco Catalyst 2900
10.16.42.155 10.16.42 155 Cizco Catalyst 2300
DE'AN_*F1 10.16.42.152 Prafile %P
* o TH_HPS 10.16.42.135 Prafile %P
241 10164211 Profile %P
ADL 8 1016.42.124 Prafile #P _ILI
1| | E
Select | LCloze |

2. Click column heads to sort and drag column heads to rearrange.

3. Double-click adevice row, or select adevice row and click Select. The Select

Device dialog box closes and the device is selected in the Tree view.

NetCentral User Guide

June 2, 2004



Browsing device status

Browsing device status

At any time you can view status information for a SNMP-monitored device as
explained in the following topics:

* “Viewing subsystem properties’ on page 67
* “Viewing general information for adevice” on page 67

For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 42

Viewing subsystem properties

The Information areacan display adetailed view of the propertiesfor asubsystem and
its status. To display thisinformation do the following:

1. Inthe Tree view, select a subsystem under a device.

2. Select the Facility View control button. The Information area displays icons and
graphics that provide indicators of subsystem status.

For example, the properties for athermal subsystem areillustrated asa
thermometer image.

Units:

" Fahrenheit
% Centigrade

-- Current Temperature:
32 dearees(C)

32 dearees(F)

3. Click controlsto sort, filter, or arrange information. For example, for the thermal
subsystem you can select the units in which you want the temperature displayed.

If a status parameter changes on a monitored device while the related subsystem
properties remain displayed, the change might not be propagated to the displayed
properties for up to thirty seconds or until the properties are re-displayed.

Read the device' s manual for documentation on its NetCentral sub-system pages.

Viewing general information for a device
To view genera information, do the following:
1. In the Tree view, open a device and select the System sub-system.

2. Select the Facility View control button. The Information area displays | P address,
location, and other general information.
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10.16.36.223
IP Address: 10.16.36.223
Firmnware Wersion, w2 2.1
Mumber of ports: - 8

Location:

Contact:

Set

3. Inthe Location and Contact boxes, if you are logged in with appropriate
permissions, you can fill in the information appropriate for that particular device.
Click set to put changes into effect.
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Researching device status in NetCentral messages

The NetCentral messages that appear in the Messages view are SNMP trap messages
and messages from other protocolsthat monitored devices send when they experience
astatuschange. The messagesare stored in the NetCentral database on the NetCentral
server PC. Aslong as NetCentral isrunning on the server PC all messages from
devicesare captured and stored. Asthe NetCentral system monitorsyour devicesover
time these messages form a pool of data that you can research.

When the NetCentral database approaches its maximum size limit, the oldest
messages are purged. Refer to “ Accommodating NetCentral database growth” on
page 118.

The primary tool to accessthe NetCentral message databaseisthe Messagesview. By
using Messages view features as explained in the following sections you can
manipulate the display of messages to conduct your research, as explained by the
following topics:

» “Researching messages’ on page 69

» “Defining messages displayed” on page 70

« “Rearranging message information” on page 71
» “Grouping messages’ on page 71

e “Searching messages’ on page 72

Refer to “About logs that contain NetCentral system information” on page 128 to
research messages about the NetCentral system itself.

Researching messages

NetCentral offers several mechanisms for researching messages, depending on the
range of information you need, as follows:

» Recent messages — By default, the M essages view displays the most recent
messages only. Y ou can rearrange the display of this message information within
the main Messages view by simply clicking on column heads and dragging
columns. Y ou can also set ashorter or longer past time period to display more or
less messages. Refer to “ Defining messages displayed” on page 70.

* Past messages — These are messages that are no longer displayed in the main
M essagesview but that have not yet been compressed. These messagesareretained
in the NetCentral database with all their text and associated remarks for full
research.

* Message statistics— Thisis statistical information about all the messages
NetCentral has received sinceiswas first installed. Thisincludes the past and
recent messages that are currently in the NetCentral database, as well asthe
compressed messages that have been purged from the database. The statistical
information is displayed as graphs. Refer to “Researching device status with
graphs’ on page 77.
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» Compressed messages — These are your oldest messages. NetCentral
automatically purges these messages when the NetCentral database getstoo full of
messages. Theinformationfor research fromthese messagesisavailableonly inits
compressed form, as displayed in the message statistic graphs. Refer to
“ Accommodating NetCentral database growth” on page 118.

Defining messages displayed
1. Select afolder, device, or subsystem to display the group of messagesin the
Messages view in which you are interested. By default only recent messages are
displayed.
« If thetime period and number of the recent messages currently displayed is

sufficient for your research, you can click column heads and rearrange columns
to find the information you need.

« If thetime period and number of the recent messages currently displayed is not
sufficient for your research, continue with this procedure.

2. Click configure | View Settings. The View Settings dialog box opens.

Yiew Settings

Mezzages Graphsz

Fleaze select the duration from which meszages
zhould be shown in Mezsage View.

* From yesterday

" Last week
" Last month

€ Fom | Tuesday . May 252004 =]
to today

t awimum rnumber of meszages to be showvn for
each device:

Jl IED

¥ Show Acknowledged Messages

QK | Cancel |

3. Click the Messages tab.
4. Configure the past time period for which you want messages displayed.

5. Adjust the dider bar to specify the number of messages displayed per device. This
takes effect when afolder that contains multiple devicesis selected, so that you are
sure to see the most recent messages from each device in the folder.

6. Specify if acknowledged messages are displayed.
7. Click OK to save settings and close.
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Rearranging message information

Y ou can rearrange the message information in the Messages view by manipulating
columns, which are asfollows:

e Severity

» Acknowledged

» Device Name

e Device Type

* Message name

o Date and time received

To rearrange message information, do the following:

1. Select afolder, device, or subsystem to display the group of messagesin the
Messages view in which you are interested.

2. Click acolumn head to sort messages by the contents of that column. Click again
to sort in reverse order.

3. Click and drag column side borders to re-size columns.

4., Click and drag column heads to re-arrange columns.

Grouping messages

Asyou arrange folders and devicesin the Tree view you are also grouping how
messages are displayed in the Messages view. For example, when you select afolder
and display its Messages view, only the messages from the devices in that folder are
displayed. This effectively filters out messages from other devices. You similarly
group messages by device or by subsystem when you select a device or a subsystem
inthe Treeview.

If your current arrangement of folders and devices does not group device messages as
necessary for your research needs, you can set up some special foldersjust for the
purpose of grouping device messages. Since multiple instances of asingle device can
reside in multiple folder, setting up special folders like this does not interfere with
other monitoring requirements.

To set up afolder for grouping device messages, do the following:

1. Inthe Treeview, create afolder and name it for the group of device messages you
need. For example, if you want to group messages from all devices that supply
mediafor a particular function, you could name the folder with the function’s
name.

2. Copy into the folder all the devices whose messages you want to group. Y ou can
also copy in other folders, which adds the messages from those folder’ s devicesto
your group.

3. Select your folder and click the Messages view control button. The messages from
all your grouped devices appear. Y ou can now continue your research by sorting
and arranging the messages in the group.
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Searching messages

Use the following procedure to locate text in a message that might be otherwise
difficult to find.

1. Make sure the Messages view is currently displayed.
2. Inthe NetCentral Search box, click the binocularsicon and select Message.

M- |

3. Enter text for the message in the Search box and press Enter. This searchesin each
message the text that appearsin the “Message” column in the Messages view.
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Exporting NetCentral messages

Y ou can export message information from the NetCentral database and writeit to a
file. Thisisuseful for printing messages or for using the exported message
information in other applications for further manipulation and research.

Y ou must be logged on to NetCentral with technician-level or administrator-level
privileges to export messages.

The following topics explain how to export NetCentral messages.
» “Setting the export view” on page 73

« “EXporting messages’ on page 74

» “Defining an export query” on page 75

« “Printing messages’ on page 76

Setting the export view

Before you export message information, you must define the view in which it is
exported, as explained in the following procedure.

1. Make sure you are logged on to NetCentral with technician-level or
administrator-level privileges.

2. Click Messages | NetCentral Messages | Define Export Views. The Define Export
Message Views dialog box opens.

EgDefine Export Message ¥iews ﬂ

All MetCentral Yiews :

Modify ...

Delete

i}

i Dezcription
Field Mezsage Severty, Meszage
Iink Dezcription, Date and Time, Facility,
Device Type
Sort Field : Date and Time
Sort Order : Dezcending
Show Unhandled Events : falze

Ok Cancel
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3. Click New. The Message Export View Summary dialog box opens.

ﬂgMessage Export ¥iew Summary |. ﬂ

Yiew Mame :

Select table fields for curent wiew

Message Severity -
[ Message Alias

Message Description

Date and Time

Facility

[ Device Mame

Device Type

[] Subsystem x|

[ Select &l Fields

Sart by IDate and Tim-j in IDescending j arder.
I Show Unhandled Events

Ok I Cancel

4. Enter aname for the view you are defining.

5. Define the view asfollows:
» Select the columns of information to include in your exported messages.
» Specify the sort order of the messages

« Select Show Unhandled Events to include SNMP trap messages received from
devices for which thereis not a corresponding NetCentral message.

6. Click OK to save settings and close.

7. Your view islisted in the Define Export M essage Views dialog box. Use the New,
Modify, and Delete buttonsto create alist of views for exporting messages asyou
reguire.

8. On the Define Export Message Views dialog box, click OK to save settings and
close.

Exporting messages
Y ou can export messagesto afile as follows:

1. Make sure you are logged on to NetCentral with technician-level or
administrator-level privileges.
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2. Click Messages | NetCentral Messages | Export. The Export Messages dialog box
opens.

EgExpurt Messages o ] 1
Wigw: IM}IE:-:pnrt j

Archive folder :

|I::'\tem|:| Expart... |

™ Export in tab delimited farmat
% Ewport in HTHML format

0k I Cancel |

3. Select the view in which to export the messages.

4. Specify the location to which the exported file is saved.
5. Select the format for the exported file.

6. Click OK to save settings and close. The export file is generated, named according
to the time and view name, saved to your specified location, and displayed as
defined for export format.

Defining an export query

June 2, 2004

Y ou can export a sub-set of messages by defining a query, asfollows:

1. Make sure you are logged on to NetCentral with technician-level or
administrator-level privileges.

2. Click Messages | NetCentral Messages | Define Export Query. The Define Export
Message Query dialog box opens.

[(EDefine Export Message Query |
[uery database by: {* [Device name {” Device tupe
Device hame I,.r_-.||| j
ellee) | 3/ avo00a =] to | 3/ 92004 ¥
Severity: Al =
Wi IMyEMport j

[ Show Unhandled Events

3. Build your query to define the set of messages you want included in your export.
4. Select the view in which you want the exported messaged information arranged.

5. Click the oK button. Messages are displayed asaHTML page, as defined by the
query.
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Printing messages

To create areport of messages that can be printed, first define message export views
or queries, as explained in procedures earlier in this section. Then export the file,
which makes the message information available for printing.

If you export in HTML format, you can print directly from your Web browser.
Alternatively, you can open an exported file using an application from which you can
format theinformation. For example, if you exported in tab delimited format, you can
import into a spreadsheet application and modify the spacing and arrangement of the
message information so as to make it suitable for printing.
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Researching device status with graphs

The Graphs view compiles statistics about al the messages NetCentral has received
sinceiswasfirst installed and presents the results as charts and graphs. These charts
and graphs show asummary of the recent, past, and compressed message information
in the NetCentral database. Refer to “ Accommodating NetCentral database growth”

on page 118. With thistype of presentation, long-range trends can be identified that

would otherwise be difficult to research.

The following topics explain how to use NetCentral graphs:
* “Viewing statistical graphs’ on page 77
» “Defining information graphed” on page 78

Refer to “ About logs that contain NetCentral system information” on page 128 to
research information about the NetCentral system itself.

Viewing statistical graphs

1. Select the Graphs view control button.

2. Inthe Tree view, select afolder, device, or subsystem for which you want to view
the statistical graph. The graph appearsin the information area.

NetCentral4 10l =l
File Edit Wiew Logs Configure  Actions Messages Tools  Help
{ Poperties {Cancel Action {_ Device List ) 4
= Monitored Devices [8)] | =
Bl Profile =P (3]
1 Facility o T0C1(1) Error Analysis for facility Monitored Devices for last 14 days
=—Message 5 - 5
..... .l
pemm—] |
r&s. || @ 0 - 3 ]
{ JllGraphs ..... |
\\"- — RN i 2
..... 1 N
=+ wenorthon-lt3.gre 1T I Crtcal Evrors
Ji_gActions | . l o o o o o o0 0 Warnings
..... 0~ Infarmational
Frofile P ' Brocade89012 Agroup
[ Ay _>l_I « ] _>l_I
MetCentral Administrator &
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Defining information graphed

Y ou can change the setting for the time period of messages information graphed, as
follows:

1. Click Configure | View Settings. The View Settings dialog box appears.

Yiew Settings

Meszages Graphs

Graph bpe:
= Bar graph
= Trend graph

Flease select the duration for which araph should be
plotted:

% Last week

" Last month
€ From  |wednesday, Mach 10,2004 x|

to today

ak Cancel

2. Click the Graphs tab.

3. Select the graph type.

4. Select the time period for which you want messages graphed.
5. Click OK to save settings and close.
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Researching device-specific logs

Device-specific logs reside on the monitored device. Some device-types have these
logs and make them available to the NetCentral system, while others do not. The
number and nature of these logs varies from device to device.

If adevice-type supports NetCentral’ s device-specific log feature, each device of that
type must be set up with amechanism for making its logs avail able to the NetCentral
server. For example, on a Profile XP Media Platform a File Transfer Protocol (FTP)
server makes the logs available for FTP download to the PC running NetCentral.
Refer to the documentation for the device for instructions on setting up the required
log mechanism on the device.

Since device-specific logs are downloaded to the PC running NetCentral, they do not
automatically refresh to show new entries. Y ou must download anew copy of thelog
to see new entries.

Thefollowing topics explain how to use the NetCentral system to download and view
logs.

* “Viewing asingle device-specific log” on page 79
« “Downloading multiple device-specific logs’ on page 80
Refer to “ About logs that contain NetCentral system information” on page 128 to
research information about the NetCentral system itself.
Viewing a single device-specific log

Y ou can view adevice-specific log using the NetCentral interface. The NetCentral
system automatically downloads only the log you selected and then opens the log
automatically, as explained in the following procedure.

1. Inthe Tree View, highlight the device for which you want to view log information.

2. Click Logs and select thelog you want. Device-specific logsarelisted at the top of
the menu. Each type of device hastheir own list of logs, asillustrated by the
following menus:

Profile XP Media Platform Open SAN FSM
Logs h Configure  Actions — Me: Logs i Corfigure  Actions  Me:
Profile Log FSM Trace

Failover Services

MetZentral Device Log Download Logs

Port Conkrol Logs 4
Profile Protocol Log Activity Log
Transfer Log Ackions Log
wdrPanel Logs 4
Event Scheduler Log 4

Dovnload Logs

Activity Log

Actions Log
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The NetCentral system downloadsthelog you select to the PC running NetCentral
and opens it automatically.

While the log remains open it does not refresh to show new entries.

3. To view new entriesin the log, close the log and repeat this procedure.

NOTE: The settings available from the Download Device log dialog box, as
explained in the next procedure, apply to the download of single device-specific
logs. If thereis a problem downloading a single device-specific log, check these
settings as well as the download mechanism (such as FTP) on the device.

Downloading multiple device-specific logs

Y ou can download logs in a batch and save them to a directory on the PC running
NetCentral. From this directory you can then open and view the logs using
applications such as Notepad, as explained in the following procedure.

1. Inthe Tree view, select adevice of the device-type from which you want to
download logs.

2. Click Logs | Download Logs. The Download Device log dialog box opens.

Download Device log

x|
—Download logs dating
 Until Todap Download |

% Created or Modified

Settings... |
 Betwesn [(1A1a2004 =] and [ 1r2as2004 7] - |
& during previous |2 5: week(s]
" during previous Iq dayls]

—Prafile #ps —Logs
[] backup_15 grassvalleygroup. com Profile Log
TOC_1 [] NetCentral Device Log
[ wnorthort3. grassvalleygroup. co [ Part Cantral Logs
[] w-servicezz.grassvalleygroup.com Profile Protocal Log
[ Trarsfer Log
YdiPanel Log

[] Tekpdr Logs

[~ Select &l [~ Select &l

3. Configure the date settings to target the information in which you are interested.
4. Select the devices from which you want to download |ogs.

5. Select the logs that you want to download from the devices you have sel ected.

6. Click settings. A dialog box appears that allows you to configure the settings for
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the log download mechanism (for both for single log download and batch log
download) used by the particular device. For example, FTPis used by many
devicesfor log downloads, so the FTP Connection dialog box allows you to
configure settings.

FTP Connection : ﬂ

Check thiz option to avoid & manual logon each time

‘ II you view & Profile P log.Uncheck this option to use a
= perzonalaccount and logan with its uzemame and
pazsword each time you view a Profile %P log.

v Use anorymous account

— Prosy Server

=) I Use a prosy server

Address Part: I

— Temporary Log Files

Enter the location that you want MetCentral to uze
? for downloading and storing device-specific log files.

D ownloading log file to:

|E:\tem|:u Browse. .. I

Apply | Cloze |

7. Verify that settings are configured as necessary for downloads. In most cases the
default settings are sufficient.

8. Click Apply and Close to save settings and close.

9. On the Download Device log dialog box click Download. A Device Log Transfer
dialog box appears that indicates progress.

10.When the download processis complete, NetCentral displays areport of the logs
downloaded. Y ou can identify devices that are not properly configured for log
downloads by the resultsin this report.

11.Navigate to the log download directory and open logs as desired using Notepad or
another text editor.

The copies of logs on the PC running NetCentral that are downloaded and viewed
in thisway do not refresh to show new entries, even if you close and re-open the
logs.

12.To view new information, close the logs and repeat this procedure.
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Using device-specific features

With the NetCentral system you can access features and applicationsthat are specific
to a particular type of device. When adevice is selected in the Tree view, that device
exposes its features through the NetCentral interface menus. In this way different

types of devicesfill in the menus differently. To see amenu that exposes any special
features a device-type might have, right-click the device in the Tree view.

For information about using a device-specific feature or application, read the manual

for that particular device.

Viewing version information

Y ou can generate a report of version information for the device currently selected or
for all the devicesinthe folder currently selected, as follows:

1. Select the device or folder for which you want version information.

2. Click view | Versions. The Export Versions dialog box opens.

3. Specify the location of the exported file, select the format for the report, and click
OK. A message box shows progress as the report is generated. If the format is
HTML, the report opensasaHTML page in your browser window.

/3 version Information - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

§=Back -~ = - &) at | Qhsearch [GeFavorites GMedia &4 | BN S B -

1ol x|
=

Address I@ C:\Program Files Thomson Grass ValleyiNetCentralibintversionOutput, htm

x| @ |Links =

VERSION INFORMATION

Profile XP

Profile Drrive

DreviceName IPAddress Device Operating System Lystem Micro
Software |Code

Model

Control
Video
Flare

Chassis
Model

Hardwrare: 8¢ Family &
hlodel 5 Stepping 2 AT /AT
COMPATIELE - Softwrare: .
TOC_1 10.16.36.230FV51024 Windows NT Version 4.0 5.4.1.71. |ClickHee
(Build Mumber: 13581

Uniprocessor Free )

ClickHere

ClickHere

TOC _1- Drive Micro Code Values
Chassis Id|Contro]ler ID Dirive ID Dirive Micro Code
0 1 0 2528

=] ’_ ’_ ’_ [\ vy Compuer

alE
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Managing messages and actions

Upon installation, the NetCentral manager interface uses default settings to manage
the receipt, distribution, and notification of the status information it receives from
monitored devices. This section explains how you can change these settings to better
suit the systems and policiesin your particular environment. Topics are as follows:

« “About messages and actions’ on page 84
« “Configuring messages’ on page 85
» “Configuring actions and notifications” on page 87

« “Filtering messages to disable actions’ on page 100
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About messages and actions

Thefollowing diagramillustrates how messages and actionsinteract inthe NetCentral

system.

Devices

Messages

NetCentral
Manager
initiated

Device
initiated
(SNMP Trap)

NetCentral
Manager

Filtered
messages

No action

Actions

Notifications

Send email
to pager
Play audio
Run program

Send email

Beep

etc.

0686-2

Messages — Devices communicate to NetCentral manager about their status using
messages. Some messages are initiated by the manager software, in that the device
sends the message only when the manager software requests. Other messages, such as
SNMPtraps, areinitiated by the device, in that the message s sent whenever achange

in status occurs on the device.

Actions — The NetCentral system notifiesto you about the status of devices using
actions. By configuring actions you can create a customized set of notifications.

For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 42.
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Configuring messages

There are two types of messagesthat appear inthe NetCentral interface. The different
types of messages use different mechanisms for configuring when and how the
message is sent. The type of messages are as follows:

* NetCentral manager initiated messages — These messages carry information about
a particular monitored device, yet they only occur when they are triggered by the
NetCentral manager software. As such, these messages can be controlled by the
manager software. NetCentral manager initiated messages are as follows:

» Heartbeat polling — Thisis when a device does not respond to the manager
software’ s heartbeat polling and a“Dead or off-line” message appearsin the
Messages view. Refer to “ Setting heartbeat polling” on page 111.

* Device initiated messages — These are the SNM P trap messages or other
monitoring protocol messages that are triggered by each device. Thistype of
message is sent when a threshold condition occurs on adevice and the status of the
device changes. As such, the mechanisms for the control of these messages varies
from device to device. Read the manual for the particular device-type for more
information. Some examples are as follows:

» Sometypes of devices have features within the device interface that allow you
to set the parameters for threshold conditions.

» Some types of devices expose settings of this type through the NetCentral
manager Device menu, such as the Device Options dialog box for a Profile XP
Media Platform.

The following topics describe how to configure messages:

e “Adding remarksto messages’ on page 85
e “Copying messages’ on page 86

Adding remarks to messages

Once amessage is received from a monitored device, you can add, edit, or remove
remarks associated with the message. The remarks are retained with the message in
the NetCentral database and are available for research.

Adding or editing a remark
To add or edit aremark, do the following:

1. In the Messages view, display the message to which you want to add or edit a
remark.

2. Enter or edit text in the Remarks field at the bottom of the message details pane.
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! | % | Fraom | Type | Message - | Received ;I
[ T w-nothon-3.grassval... Profile XP Fan Fault 172872004 2:0 |
i 7] w-northon-t3.graszval... Profile XP Fan OK 172852004 2:(~

1| | 3
Spstem Mame |w-nnrthnn-ItB.grassvalleygroup. cam |
IF Addhess [10.16.30.42 | Received Time 172842004 2:03:43 PM |
Subspstem [Fans | Faciity [Profile P |
Description One or more system cooling-fans have falled or the fan assembly has been removed.
Replace the fan azzembly.
Fiemelks W aiting for part to arive S |

3. Click save to save your text.

Copying messages

Y ou can copy the text of a NetCentral message onto the Windows clipboard. This
alows you to paste the message into a document or application for communication

and record keeping outside of NetCentral.

When you copy the message, NetCentral placesinformation about the message on the

Windows clipboard, as in the following example:

Event Alias: Fan Fault

Dat e: Wdnesday, January 28, 2004

Time: 2:03:43 PM

Devi ce: wnorthon-1t3.grassvall eygroup. com

Subsystem Fans
Severity: 2

Description: One or nore system cooling-fans have
failed or the fan assenbly has been renopved.

Repl ace the fan assenbly.

Remarks: VWaiting for part to arrive

To copy amessage, right-click the message and select Copy.
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Configuring actions and notifications

Y ou can configure the NetCentral system to trigger one or more actions whenever it
receives a message or whenever a NetCentral system event occurs. For each action
that istriggered, you can also set unique properties. In thisway you can trigger the
same type of action multiple times, but set the properties differently for each action.
Thisisuseful for multiple notifications, such as sending e-mail to several different
addresses. By configuring actionsin thisway you can create many sets of customized
notifications.

The following topics describe how to use NetCentral actions:
* “Adding and modifying actions’ on page 87

» “Setting default action settings’ on page 91

« “Sending e-mail and pager notifications’ on page 91

» “Playing asound file" on page 94

« “Playing abeep” on page 95

« “Running aprogram” on page 96

» “Launching aURL” on page 98

e “Using other actions’ on page 99

The actions detailed in this section are those available by default with NetCentral

manager software. Other device-specific actions might be available for certain

devices or products, as explained in “Using other actions’ on page 99.
Adding and modifying actions

Actionsare configured using the Actionswizard. Since the propertiesare different for
each type of action, they may require some special preparations, such as procuring a
sound file or a program. Read the explanation for each type of action to determine if
you need to do some preparations before you can add a particular action.

Adding actions for devices

To add an action for messages from a device, device-type, group of devices, or all
devices, do the following:

1. Make sure you are logged into NetCentral with administrator-level privileges.
2. Click the Actions view control button.

3. Inthe Tree view select a device that corresponds to the action you want to
configure.
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4. Click Actions | Add Actions. Y ou can also right-click and select Add Actions. The
Action Wizard - Add Action dialog box opens.

Action Wizard - Add Action |

= Based on the folder, device, subzystem, or meszage curently
o zelected, Metcential can tigger actions when a system event
OCOUrE OF & Message is received.

Configured &ctions:

Farw arning from All devices, Beep Remaove
Far Critical from All devices, Beep

Properties. ..

il

Add Action...

Cancel

L

5. Click Add Action. The Select Action screen appears.

Action Wizard - Select Action |

Pleaze select the actions to be performed and click
.‘-\ Properties before zelecting the nest action,

Available Actions :
Lze this wizard to

configure actions and W Beep Fropertiss... |
zpecify the events and [open device page —

mezzages that tngger P pag

therm. [ 1Launch URL

[15end Mail

[ 15chedule kail

[ 1Play Audic

[ 1Fun Program

¢ Back | Meut » | Finizh | Cancel I

6. Follow the wizard instructions and configure your action or actions.

To configure action properties, refer to the procedure later in this section for the
specific action.

7. Click Finish when you are done with the wizard. Y our new action appearsin the
main Actions view.
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8. Continue to add actions as required.

9. Inthe Actions view, select folders, devices, and subsystems in the Tree view
hierarchy to display and verify currently configured actions.

Actions “ripple up” through the hierarchy so that parent nodes display their own
actionsaswell asthose of their children nodes. When the top-level Monitored Devices
folder is selected, all action are displayed.

Adding an action for a folder

If you want to receive a special notification from NetCentral when amessage is
received from any devicein a particular folder, do the following:

1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Inthe Treeview, right-click the folder and select Add Actions. The Actionswizard
opens.
3. Follow the wizard instructions and configure your action. Since you are adding an

action for afolder, the wizard restricts your configurations as appropriate for the
folder. Click Finish when you are done with the wizard.

Adding an action for a subsystem

If you want to receive a specia notification from NetCentral when amessageis
received from a particular subsystem of a device, do the following:

1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Inthe Tree view, right-click the subsystem and select Add Actions. The Actions
wizard opens.

3. Follow the wizard instructions and configure your action. Since you are adding an
action for a subsystem, the wizard restricts your configurations as appropriate for
the subsystem. Click Finish when you are done with the wizard.

Adding an action for a message

June 2, 2004

Y ou might want to receive a special notification from NetCentral when a particular
message is received from a specific device. For example, if adevice sends a message
indicating aproblem and you are working on the problem, you might want to run tests
and be notified immediately if the problem occurs again. Y ou can use the previous
procedure “ Adding actions for devices’ to configure this type of action. However, if
the device has recently received the message in which you are interested, the
following procedure offers amore direct method.

To add an action for arecently received message from a device, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.
2. Click the Messages view control button

3. Inthe Tree view select the device. Messages appear in the Information area.

4. Right-click the message in which you are interested and select Add Actions. The
Actions wizard opens.

5. Follow the wizard instructions and configure your action. Since you are adding an
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920

action for a specific message, the wizard restricts your configurations as
appropriate for the message. Click Finish when you are done with the wizard.

6. Click the Actions view control button and select folders, devices, and subsystems
to verify the actions currently configured.

Modifying or removing an action
To modify or remove an action, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.
2. Click the Actions View control button.

3. Select the folder, device, or subsystem to which the action you want to remove or
modify is configured. For best results select the top-most point in the Tree view
hierarchy to which the actionsis configured. For example, if the actionis
configured for all the devicesin afolder, select the folder rather than one of the
devicesin the folder. This simplifies the process of modifying an action.

4. In the Information area, right-click the action.

5. To remove the action select Delete.

If an action is configured for all devices and you remove it asit islisted for any
single device, the action is removed for al devices.

6. To modify the action select Properties or Add Action | Properties.
7. Re-configure the action.

8. Click the Actions view control button and select folders, devices, and subsystems
to verify the actions currently configured.
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Setting default action settings

Y ou can set default values for the properties of Mail actions and Beep actions as
follows:

1. Click Configure | Global Action Configuration. The Device Configuration dial og box
opens with the Actions Default Settings tab selected.

agﬁrstem Settings _I_I- 0 il
Trap Configuration | Heartbeat palling | Security @ Actions Detault Settings I i
—Eeep

Beep tone :
1
B00Hz ) 2 kHz

Beep duration:

1
15ec J 1 Min

—Mail

Outgoing mail [SMTF] zerver name, or IP address:

Erom [Sender's email address]

0k | Cancel | i |

2. Configure properties for the Beep action. Refer to “Playing a beep” on page 95.
When you add a Beep action in the future, its propertieswill be pre-configured by
default with these settings.

3. Configure properties for the Mail action. Refer to “Sending e-mail and pager
notifications’ on page 91. When you add a Mail action in the future, its properties
will be pre-configured by default with these settings.

4. Click OK to save settings and close.

Sending e-mail and pager notifications
Y ou have two different actions available to you for sending e-mail, as follows:

Send M ail — Sends unscheduled e-mail to the recipients that you specify, regardless
of the day or time.

Schedule M ail — Sends scheduled e-mail to the reci pientsthat you specify according
to the days and times that you configure. For both of these e-mail actions, the
NetCentral system sends the full text of the NetCentral message as e-mail to the
address that you specify. In order to configure properties and add either of these
actions, prepare the following information:
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» The Simple Mail Transfer Protocol (SMTP) server name or |P address for the
server that will send e-mail from the NetCentral server. Do not confuse this with
| P addresses used for SNMP trap destination configuration el sewhere to send
SNMP messages to the NetCentral server.

e The e-mail address to which you want to send the message.

» The email address that you want to appear on the “From” line of the email sent
from the NetCentral system.

Y ou can a so usethese actionsto notify apager or cell phoneif the pager or cell phone
serviceis able to accept e-mail messages. One example of an address to which you
might send an e-mail is(501)234-5678@mobil .telco.net. Remember that many pager
systems limit the number of characters allowed in a message, so not all of the alarm
message would be transmitted if it exceeds that number.

To configure default settingsfor Mail actions, refer to “ Setting default action settings”
on page 91
Configuring properties for sending unscheduled e-mail
To configure properties for sending unscheduled e-mail, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Asexplained in “Adding and modifying actions’ on page 87, open the Actions
wizard, add or modify arule for this action and click Properties. The E-mail
Configuration dialog box appears.

E-Mail Configuration x|

- MetCentral can e-mail system messages as they are received.
= i If wou do not know your mail settings, contact your network
adrinistrator or Internet Service Provider.

Outgoing mail [SMTP] server name, or IP address:

I mail email. com

Send e-mail ta:

Itech1 @email com

From:

I netcentral@ermail. com

Ok I Cancel | Test |

3. Asindicated by theinterface text, enter the e-mail and server address information.

4. Click theTest button to send atest message to the recipient. A message box will be
displayed to report the results of the e-mail test.

5. When you are satisfied with your settings, click the OK button to close the dialog
box and save your settings.

Configuring properties for sending scheduled e-mail
To configure properties for sending scheduled e-mail, do the following:

1. Make sure you are logged into NetCentral with administrator-level privileges.
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2. Asexplained in “Adding and modifying actions’ on page 87, open the Actions
wizard, add or modify arulefor this action and click Properties. The E-mail
Schedule Configuration dialog box appears.

E-Mail Schedule Configuration x|

MNetCentral can e-mail system mezsages as they are received. |f
ES '_=_'§ you do not know vour mail settings, contact your network
adrninistrator or Intermet Service Provider.

Mail zchedule list:

bo, Tw, e, Th, Fr. 0B:00 Ak - 02:00 PM to tech]@email com Add
Mo, Tw, We, Th, Fr, 02:00 Pk - 10:00 PM to tech2&email com

o, Tu, We, Th, Fr, 10:00 Pk - 17:53 PM to tech3@email com Bemove
Tu.we, Th.Fr, Sa, 12:00 &M - 06:00 &M to tech3@email. com —

Su,5a, 06:00AM - 06:00 PM ta techd@email. com Propeities
Su.5a. OEOOPHM -11:53 PM to techB@Eemail com =

Test

il

Outgoing mail [SMTF] server name, or IP address:

I il email. com

FErom:

I netcentral@email.com

)4 I Cancel

3. Asindicated by the interface text, enter the email and server address information.

4. Click the Add button. The Mail Schedule List Configuration dialog box opens.

Mail Schedule List Configuration x|
—Wweekday — Time
v Sun [ Al day
v ton Between:
- =nl
[ Tue T2008M <
[ wed And:
< Lheck a S
™ Thu Chack al Eooan =
[~ Fi
[ sat Uncheck. all |
BRecipients:

ItechE@email.com

Use semicolon [[] to separate e-mail addresses

ar. I Cancel |

5. Inthe Recipients box, enter the e-mail addresses of the persons to whom you want
to send e-mail.

6. Check the days of the week on which you want e-mail sent to your recipients.

7. Configurethetime of the day during which you want e-mail sent to your recipients.
For time periods that span midnight, configure two dialog boxes, one for the time
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period ending at 11:59 p.M. and another for the time period starting at 12:00 A.Mm.
on the next day.

8. When you are satisfied with your settings, click the OK button to close the dialog
box. Y our schedule appears in the Mail schedule list on the E-mail Schedule
Configuration dialog box.

9. Continue to add, remove, or modify properties to create your desired list of mail
schedules. Select a schedule from the list and use the Test button to verify your
e-mail configurations.

10.When you are done, click the OK button to save the mail schedules and close the
E-mail Schedule Configuration dialog box.
Playing a sound file

When you add the Play audio action, the NetCentral manager software automatically
plays the sounds contained in the Wave file you specify. A Wavefileis astandard
audio fileformat identified by afile name extension of WAV (.wav). Y ou can set the
NetCentral manager software to play the Wave file from 1 to 1000 times.

In order to configure properties and add this action, you will need to make the
following preparations:

e Procure or create the Wavefile.
» Placethe Wave filein alocation on the NetCentra server PC.

» Copy the Wavefileto each of your NetCentral client PCs so that it isin the same
location on each of the NetCentral client PCs asit is on the NetCentral server PC.
Alternatively, you can place the Wavefilein acommon location accessibleto both
the NetCentral server PC and al NetCentral client PCs

+ Make note of the location and name of the Wavefile.

Y our PC must have a sound card and speaker in order to make the sound audible.

Configuring properties for playing an audio file
To configure properties for playing an audio file, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Asexplained in “Adding and modifying actions” on page 87, open the Actions
wizard, add or modify arule for this action and click Properties. The Play Audio
Configuration dialog box appears.
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Play Audio Configuration x|

MetCentral can play an audio (W44 fle when messages are
% received. v'ou may specify the number of times to repeat the
zound stored in the audio file.

Audio file name

I Erowsze... |
Bepeatl 1_% times

QK I Cancel | Test |

3. Asindicated by the interface text, enter the full path and name of the Wavefile, or
click Browse and navigate to the file using the Open dialog box.

4. Inthe Repeat box, sel ect the number of timesthat you want the NetCentral manager

software to play the Wave file each time it performs this action.
5. Click the Test button to hear atest of the audio file.

6. When you are satisfied with your settings, click the OK button to close the dialog
box and save your settings.

Playing a beep

When you add the Beep action, the NetCentral manager software automatically plays
abeep on the PC. By setting the tone and duration of the beep you can create audible
alerts that are distinguishable from one another.

In order to configure properties and add this action, you do not need to make any
specia preparations, since the NetCentral manager software uses the PC's built-in
beep sound.

To configure default settings for Beep actions, refer to “ Setting default action
settings” on page 91

Configuring properties for playing a beep

June 2, 2004

To configure properties for playing a beep, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Asexplained in “Adding and modifying actions’ on page 87, open the Actions
wizard, add or modify arule for this action and click Properties. The Beep
Configuration dialog box appears.

NetCentral User Guide

95



Chapter 4 Managing messages and actions

96

Beep Configuration x|

- MetCentral can beep when a meszage i received. Beep
‘g' tone and duration may be adjusted to distinguizh alarms
fram warnings.

Beep tone:

1 I i
L
500 Hz 2kHz
Besp duration:

1
/
15ec 1 Min

o]

Cancel | Test |

3. Adjust the dliders for tone and duration to create an identifiable sound.

4. Click the Test button to hear atest of the sound that you have created.

5. When you are satisfied with your settings, click the OK button to close the dialog

box and save your settings.

Running a program

When you add the Run Program action, the NetCentral manager software
automatically executes a program of your choice.

In order to configure properties and add this action, you will need make the following
preparations:

Procure or create your program. The program must be Win32 executable.

Make note of command line arguments (if any) that you want the NetCentral
manager software to pass to your program.

Place the program file or filesin alocation on the NetCentral server PC.

Copy the program file or filesto each of your NetCentral client PCssothat itisin
the same location on each of the NetCentral client PCs asit ison the NetCentral
server PC. Alternatively, you can place the program file or filesin a common
location accessible to both the NetCentral server PC and all NetCentral client PCs

Make note of the location and name of your program.

Configuring properties for running a program

To configure properties for running a program, do the following:

1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Asexplained in “Adding and modifying actions’ on page 87, open the Actions

NetCentral User Guide

wizard, add or modify arulefor thisaction and click Properties. The Run Program
Configuration dialog box appears.
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Run Program Configuration il

MetCentral can launch a program in responze to a system
meszzage. If the program does not have any command line
arguments, pou may leave that setting blank.

Frogram name:

|| Browze... |

Command line arguments:

— MetCentral Farameter

I Device |F Addiess j Add bo List |

Ligt of command-line parameters :

Eemowve |

] I Cancel | Test |

3. Asindicated by theinterface text, enter the full path and name of your program, or
click Browse and navigate to your program using the Open dialog box.

4. In the Command line arguments box enter any arguments that you want the
NetCentral manager software to pass to your program.

5. Toinsert a NetCentral parameter into your command line, select the NetCentral
parameter that you want to add to your command line and click Add to List. When
an action isfired, NetCentral parameters are placed after the command line
parameters, asillustrated by the following example:

The program is C:\Winnt\Sample.exe, your command line arguments are “argl
arg2’ (two arguments), and you choose“ Device |PAddress’ asyour NetCentral
parameter. If a message comes from adevice with IP address 10.255.104.188

that triggers the action, program Sample.exeis fired with arguments as follows:

argl arg2 10. 255.104. 188

Asyou can see, NetCentral appends just the value of fields and not the parameter
name, Value pair. Compile alist of all the parameters you want.

6. Click the Test button to execute your program in test mode, without parameters
appended to the command line. To test a parameter, you must cause an actual fault
on the device to trigger the appropriate SNMP trap message, as the configured
parameters will be appended to the command line arguments only when an actual
firing on afault happens.

7. When you are satisfied with your settings, click the OK button to close the dialog
box and save your settings.
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Launching a URL

When you add the Launch URL action, the NetCentral manager software
automatically opensyour default Web browser and pointsit to aURL of your choice.
Y ou can also configure this action so that it adds NetCentral values, based on the
message that triggersthe action, into the URL. Parameters configured in thisway are
intended for use with an Active Server Page (ASP) script.

In order to configure properties and add this action, you will need make the following
preparations:

» Setup, create, or find the Web site for this action. Make sure that the Web siteis
accessible from the NetCentral server PC aswell asfrom all NetCentral client PCs.

* Notethe URL for the Web site

* |If using parameters, create the ASP script for the parameters

Configuring properties for launching a URL
To configure properties for launching a URL, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Asexplained in “Adding and modifying actions” on page 87, open the Actions
wizard, add or modify arulefor thisaction and click Properties. The Launch URL
Configuration dialog box appears.

Launch URL Configuration i x|

received, Pleaze enter the full URL or form the URL by

F MetCentral can launch any URL, when meszzages are
%/ zelecting from the available parameters

— Parameters :
I Device Mame j Add to List |

Selected parameter list :

Eemove |

] I Cancel |

3. Enter the URL to which you want your Web browser pointed.

4. If desired, define NetCentral parameters that you want to add to the URL. When
the URL islaunched, any parametersyou have defined are placed after the URL so
that they can be passed to an ASP script, asillustrated by the following example:

The URL is http://www.company.asp. One parameter is defined as “name” for
“Device Name’, another parameter isdefined as“ip” for “Device IPAddress’.
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If amessage comes from a device named xpl with |P address 10.255.104.188
and the message triggers this action, the following URL is launched:

http://www.company.asp?name=xp1&ip=10.255.104.188

Asyou can see, the URL is appended with a question mark (?) first and then
parameter name - value pairs each separated by the “and” symbol (&).

5. Asyou define parameters, click Add to List or Remove to create your list of
parameters.

6. When you are satisfied with your settings, click the OK button to close the dialog
box and save your settings.

Using other actions

Asyou explore the Actions wizard, you might notice actions in the list that are not
described in this manual. These other actions are on thelist for the following reasons:

« Different device-types can have their own action providers that plug-in to the
NetCentral manager software, as explained in “Action providers’ on page 19.
These actions become avail able when the device provider software isinstalled.
Read the documentation for the devices monitored by your NetCentral system for
information about their actions.

» You have created one or more Named Actionsin aprevious use of the Actions
Wizard. A Named Action is an action or agroup of actions that you have
configured and then assigned a unique name. NetCentral retains Named Actions
with their configurations and puts them on the list of actions so that you can use
them again. However, if a Named Action contains more than one configured
action, the Actions Wizard does not allow it to then be combined with yet more
configured actions to create a new Named Action. Thiswould create adouble
nested action, which is not allowed.
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Filtering messages to disable actions

If you find that certain messages are not necessary, you can have the NetCentral
system selectively filter these messages so that no action istriggered when the
message isreceived. For example, if aproject requires frequent changesin thetiming
parameters on one of your Profile XP Media Platforms, you might not want to have
actions repeatedly triggered for the “ System timing out of sync” message from that
Profile XP MediaPlatform. In this case you can have the NetCentral system filter the
message from that Profile XP Media Platform only, yet continue to monitor for other

messages.

When amessage is filtered, the NetCentral system disables the currently configured
actions for that message and does not display the message or any of its status
indicators in the Messages view. Instead, the filtered message is diverted to the
Actionsview, whereyou can view alist of filtered messagesin the bottom pane of the
information area.

The following sections provide procedures for filtering messages:
» “Filtering messages by device” on page 100

» “Filtering messages by folder” on page 101

» “Filtering messages by subsystem” on page 102

» “Filtering a displayed message’ on page 102

Filtering messages by device

Thisprocedure allowsyouto filter select messages based on the device or device-type
from which the messages come.

To filter messages by device, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Inthe Tree view, right-click the device or device-type from which you want a
message filtered and select Filter Messages. The Filter Message dialog box opens.
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Filter Messages |

=~ A filkered meszage tiggers no actions and is neither logged nor
'-':\ dizplayed. Configure the list to fiker messages based on the
device or the device-type that sends the mezsage.

Configured Rules:

Far Timing: <R eference input out of sync> from Prafile <P Bemove |
Froperties. .. |
&dd Rule... |

< I >

Cancel |

3. Select Add Rule. The Filter Message wizard opens.

4. Follow thewizard instructions and configure aruleto filter amessage or messages.
Click Finish when you aredone withthewizard. Y our new rule appearsin the Filter
Message dialog box.

5. If you are filtering more than one specific message, repeat this procedure to
compile alist of messagesthat you want filter, using the Add Rule button and the
Remove button. Asyou add messages, thewizard will disablethe messages already
added to help you avoid conflicts in the rules you are configuring.

NOTE: Take care as you add multiple filter message rulesthat you do not create
conflicting rules that cancel out one another.

6. When you are satisfied with your settings, click the OK button to put the settings
into effect and close the Filter Message dialog box.

Filtering messages by folder

This procedure alows you to filter messages based on a selected folder in the Tree
view so that all messages from all devicesin the selected folder are filtered. For
example, if you set up a“Maintenance” folder inthisway, you can move devicesinto
the folder whenever you are servicing them and easily eliminate the multiple alarm
notifications that your service work might generate. If you use this technique for
devices represented by graphical view active drawings, you should also edit the
HTML page, as explained in “ Creating a Facility graphical view” on page 57.

To filter messages by folder, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Inthe Tree view, right-click the folder that contains the devices from which you
want all messages filter and select Filter Actions. The Filter Messages dialog box
opens.

3. Select Add Rule. The Filter Message wizard opens.
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4. Follow thewizard ingtructionsand configure aruletofilter messagesfor thefolder.
Since you are filtering messages for afolder, the wizard restricts your
configurations as appropriate for the folder. Click Finish when you are done with
the wizard. Y our new rule appearsin the Filter Message dialog box.

Filtering messages by subsystem

This procedure allows you to filter messages based on a subsystem of a device, as
selected in the Tree view, so that all messages from the subsystem are filtered.

To filter messages by subsystem, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Inthe Tree view, right-click the subsystem and select Filter Actions. The Filter
M essages dialog box opens.

3. Select Add Rule. The Filter Message wizard opens.

4. Follow the wizard instructions and configure arule to filter messages for the
subsystem. Since you are filtering messages for a subsystem, the wizard restricts
your configurations as appropriate for the subsystem. Click Finish when you are
done with the wizard. Y our new rule appears in the Filter Message dialog box.

Filtering a displayed message

If amessage is currently displayed in the Messages view, the following procedure
offers adirect method to filter that message only.

To filter adisplayed message, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Click the Messages View control button and select the device that has the message
that you want to filter. Messages appear in the Messages view area.

3. Right-click the message you want to filter and select Filter Message. The Filter
M essages dialog box opens.

4. Select Add Rule. The Filter M essage wizard opens.

5. Follow thewizard instructions and configure aruleto filter the message. Since you
are filtering a specific message, the wizard restricts your configurations as
appropriate. Click Finish when you are done with the wizard. Y our new rule
appears in the Filter Message dial og box.
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Thissection provides administrative proceduresfor the NetCentral system. Topicsare
asfollows:

“Using the Application Logs Viewer” on page 104

“Adding devices’” on page 104

“Removing devices’” on page 108

“ Setting automatic SNMP trap configuration” on page 109

“ Setting heartbeat polling” on page 111

“Managing NetCentral security” on page 113

“Backing up the NetCentral database’” on page 117

“ Accommodating NetCentral database growth” on page 118
“Setting up for remote access’ on page 118

“Verifying components installed and running” on page 118

“Connecting a NetCentral client to a different NetCentral server” on page 120

“Adding custom tools” on page 120
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Using the Application Logs Viewer

NetCentral reports all its automatic processes to the Application Logs Viewer. Click
Logs | Application Logs to open the Application Logs Viewer. Then click the tab for
the type of automatic processin which you are interested.

Also refer to “ About logs that contain NetCentral system information” on page 128.

EgNetEentral Application Logs ¥iewer

=101 |

Discovery | Trap target | Keep dlive | &ctions | Property |

41 bk X

I~ |F|eceived Time

| Message

3A10/2004 1:15:23 PM
3/10/2004 1:15:23 PM
3A10/2004 1:15:23 FM
3A10/2004 1:15:24 PM
3/10/2004 1:15:25 PM
3A10/2004 1:15:25 FM
3A10/2004 1:15:26 PM
3/10/2004 1:15:26 PM
3A0/2004 1:15:27 FM
3A0/2004 11527 PM
3/10/2004 1:15:28 PM
3A10/2004 1:15:23 FM
3A10/2004 1:15:258 PM
3/10/2004 1:15:23 PM
3A10/2004 1:15:23 FM
3A10/2004 1:15:30 PM
3/10/2004 1:15:30 PM
3A10/2004 1:16:30 FM
3A10/2004 1:16:30 PM
3/10/2004 1:22:02 PM

e

Dizcovery thread started

Performing dizcovery an local network

|Urnicast Discovery thread started

250,255, 255.255 © Dizcover device request for type =
200 255 /55 255 Dhgcover device request for bppe =
280.200,255.205 ; Discover device request for type =
250,255, 255.255 © Dizcover device request for type =
200 255 /55 255 Dhgcover device request for bppe =
280.200,255.205 ; Discover device request for type =
250,255, 255.255 © Dizcover device request for type =
200 255 /55 255 Dhgcover device request for bppe =
280.200,255.205 ; Discover device request for type =
250,255, 255.255 © Dizcover device request for type =
200 255 /55 255 Dhgcover device request for bppe =
280.200,255.205 ; Discover device request for type =
250,255, 255.255 © Dizcover device request for type =
200 255 /55 255 Dhgcover device request for bppe =
Dizcovery thread active

Dizcovery thread terminated

Jricast Discoverny thread started

.

Adding devices

This section provides procedures for controlling how and when devices are added to

the NetCentral system for monitoring. Topics include the following:

» “About the discovery process’ on page 104

» “Manually adding adevice” on page 105

e “Configuring Auto-discovery to add devices’ on page 106

About the discovery process

Whenever adevice is added, whether automatically or manually, the NetCentral
system executes the discovery process. The discovery process finds the device,
gathersinformation about the device, and then triggers the SNMP trap configuration
process, which attempts to remotely configure SNMP trap destinations on the device
sothat it sends its SNM P trap messagesto the NetCentral server PC. These processes
arereported inthe Application Logs Viewer. Also, the appearance of thedeviceinthe
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NetCentral window indicates the results of these processes, as explained in “Verify
SNMP trap messages from monitored devices’ on page 38. Refer to “ Setting
automatic SNMP trap configuration” on page 109 for more information.

Y ou direct the software to use the discovery process when you manually add asingle
device. You can aso configure the way the software runs this processin

“ Auto-Discovery” mode. Once adevice has been added to the NetCentral system, the
software remembersit and triesto “discover” that device every timeit starts.

When you add devices, you are giving directions to the discovery process asit looks
for devicesto add. Y ou specify these directions by entering the following information
about the device or devices that you want to add:

* SNMP Community name — Each device must belong to one or more SNMP
communities. Typically, you would make each device a member of the “public”
community so that al devices can send messages to NetCentral servers. You can
optionally create and configure other SNM P community hamesif you want to
restrict messages by community.

e |Paddress or Name— Each device must have an Internet Protocol (IP) address
in order to beapart of an IP network. Use these | P addressesto identify the devices
that you want to add to the NetCentral system. Alternatively, if your network
recognizes names, you can add devices one at atime by entering the network name
of the device. Contact your network administrator for information regarding the
names or | P addresses of your monitored devices.

Manually adding a device

When you manually add a SNM P-monitored device, NetCentral uses the same
discovery processit usesin Auto-discovery, except it targets only the device you are
adding.

For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 42.
To manually add a SNMP-monitored device, do the following:
1. Make sure you are logged on to NetCentral with administrator-level privileges.
2. Click File | Add | Device. The Add Device dialog box opens.

SMMF Device Mame or P address
Syslog Device ||F'rofi|a‘><F'1
SHMP Carmmnunity M anme
Ipublic j
Type
[l =]

FEnt 2 I ] I Cancel |

3. Select SNMP Device.

4, Enter the name or | P address of the device you want to add.
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5. Enter publ i ¢ asthe SNMP community name. Thisisthe default SNMP
community name pre-configured on most devices. Y ou can enter another
community name if you have a specialized SNMP environment that uses unique
community hames. In any case the device must have a SNM P community namein
order to add the deviceto NetCentral. If the device hasno SNM P community name,
you must first configure one on the device before proceeding, as explained in “ Set
SNMP trap destinations on monitored devices’ on page 39. Devices with no
community name cannot be added.

6. To make the discovery process more efficient, on the Type drop-down list you can
select the type of device. If the device-type you want to monitor is not on the list,
it means the device provider is not installed.

7. Click the oK button to close the dialog box.

A “Network Connection” message box appears while NetCentral runsthe
discovery process and attempts to set a SNMP trap destination on the device.
NetCentral reports these processes in the Application Logs Viewer. If NetCentral
cannot add the device, an informative message is displayed. As advised by the
message, check network connectivity, SNM P community name, and make surethe
device is NetCentral compatible, then repeat this procedure.

A successfully added device appears in the Tree view.

8. Check the Application Log for SNMP trap configuration messages for the device.
If SNMP trap configuration was not successful, accomplish additional steps, as
explained in “Verify SNM P trap messages from monitored devices’” on page 38.
Configuring Auto-discovery to add devices

By default at startup Auto-discovery adds all the NetCentral-compatible
SNMP-monitored devices it finds on the local network to your NetCentral system.
This section explains how to change the default Auto-discovery settings so that when
Auto-discovery runsit morereliably and efficiently keepsthose devicesthat you want
to monitor added to your system, even if you frequently add or remove devicesin your
facility.

NetCentral reports Auto-discovery processes in the Application Log.

For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 42.
To configure Auto-Discovery, do the following:

1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Click configure | Auto Discovery. When the System Settings dialog box opens,
click the Auto-Discovery tab.
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EgDevil:e Configuration =|0] x|

| Trap Configuration | Heartbeat pnllingl SEcurit_l,II Actions Defal 4 I "I

the system. Configure the list to tell MetCentral when and where

m@ MetCentral can automatically discover devices and add them to
w ta logk.

Dizcover Devices. & Once at startup  Mever Advanced |

Digcovery Range | Cormnrmumity M arne | Intervallzecs) |
Local public g0
1016.36.1 to 10,16, 36,254 public &0
1016.38.1 to 10.16.38. 254 public g0
Less add | Moy | Dete |
ok | Cancel | Spply |

3. By default, Auto-Discovery discovers devices at application start on the local
network only. To configure Auto-Discovery to runin other networks, click the Add
button. The Auto-Discovery Settings dialog box opens.

Auto-Discovery Settings 5'

Dizcover devices in this IP address range:

m .16 3k 1 to 101 .16 .36 . 254

Wwhait thiz many seconds for devices to respond:

J RO
b 5ec E0Sec

Dizcover devices inthe above [P range uzing this SHMPF community:

[ public)

] | Cancel |

4. Specify the I P address range on the network within which you want NetCentral to
search for devices and enter the SNMP community name to which the devices
belong. Typicaly, you would set the community name to “public”. Contact your
network administrator for specifics on | P addresses for your network.

5. Adjust the slider to regulate the amount of time that NetCentral waits for adevice
to respond in order to be discovered. If the network that you are searching is prone
to lengthy connection times, such as across a Wide Area Network in a
geographically distant location, adjust the dider to allow moretime for adeviceto
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respond.

6. When you are satisfied with your settings, click the oK button to close the
Auto-Discovery dialog box.

7. Choose the Discover Devices option that gives you the Auto-Discovery timing that
you need, as follows:

* Never — The Auto-Discovery processisturned off all together. Selecting this
option over-rides previoudy configured Advanced settings.

* Once at startup — The Auto-Discovery process runs only when the NetCentral
manager software starts up. Selecting this option over-rides previously
configured Advanced settings.

« Advanced — Clicking thisbutton opensadialog box in which you can configure
the days and times during which you want the NetCentral system to run
Auto-Discovery. Thisis especially useful if you frequently have NetCentral
compatible devices added to your network. To minimize the impact on system
and network performance, schedule Auto-Discovery to run during times of
minimal activity.

NOTE: Once your Advanced scheduleis set, do not then select “ Once at startup”
or “Never”, as these options over-ride the Advanced schedule.

If you configure an extensive range of |P addresses within which the
Auto-Discovery process runs, you may find the process creates a noticeable |oad
on your PC system resources. If thisisthe case, after you haveinitially discovered
all your monitored devices, you can select Never and subsequently use
Auto-Discovery only when needed.

8. Continue to configure the list so that NetCentral runs Auto-Discovery as desired.
Usethe Modify and Del ete buttons as necessary to create your Auto-Discovery list.
If you delete the default Local network, you can restore it with Local button.

9. When you are satisfied with the list, click the Apply button, then the OK button to
close the System Settings dialog box.

10.Click Configure | Stop Auto-discovery, then click Configure | Start Auto-discovery.
If the Configure menu reports Stopping..., wait until it changesto Start .... This
puts your changes into effect.

Removing devices

When you remove a device, it disappears from the NetCentral window and the
NetCentral server software ceases to process the messages that come from the device.

To remove a device, do the following:
1. Make sure you are logged in to NetCentral with administrator-level privileges.
2. Inthe Treeview, highlight the device you want to remove.

3. Right-click the device or click File and select Remove. Y ou can also press Delete.
The Delete Device message box appears, asking “...do you really want to
delete...?".
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4. Click the Yes button to remove the device and close the message box.
5. Repeat this procedure as necessary until all undesired devices are removed.

6. If aremoved device is represented on a Facility view HTML page, you must
manually remove it from the HTML page as well.

7. If you find that a removed device re-appears at alater time, it means that the
Auto-discovery processis discovering and re-adding the device.

The Auto-Discovery process will discover and add devices in the configured 1P
range, including devices that you have previously removed. If you want to keep a
removed device from being added to the system again every time Auto-Discovery
runs, reconfigure your Auto-Discovery ranges to exclude the IP address of the
removed device. For example, if adevice that you want to keep removed hasan IP
address of 192.168.6.155, configure two Auto-Discovery Settings dialog boxes,
one to run through the I P addresses below 192.168.6.155 and another to run
through the | P addresses above 192.168.6.155.

Setting automatic SNMP trap configuration
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By default at startup and whenever a device is added, NetCentral manager software
automatically runs aremote SNM P trap configuration process in an attempt to make
sure that all devices have their SNM P trap messages correctly enabled. This section
explains how you can change the timing of when the remote trap configuration runs
so that it can respond more effectively to changesin your system environment.

The purpose of the SNMP trap configuration processisto ensurethat all deviceshave
the IP address of the NetCentral server PC entered as a SNMP trap destination. The
process runs in the following phases. These phases are reported in the Application
Logs Viewer:

1. Test phase — NetCentral tests each monitored device to determine if it isable to
send its SNM P trap messages to the NetCentral server. When trap configuration is
automatically run in conjunction with a device being added, thistest is always run
after the discovery process, so any newly discovered and added devices are
immediately tested.

2. Test report phase — NetCentral reports the results of the test phase in the
Application Logs Viewer. Also, regardless of how you configure the overall
SNMP trap configuration process to run, these first two phases (Test and Test
report) always run when NetCentral starts up.

3. Configuration phase — If the device is not able to send a SNMP trap message,
NetCentral determines whether or not that type of device supports remote trap
configuration. If it does, NetCentral attempts to remotely configure the trap
destination on the device and enter the | P address of the NetCentral server.

4. Configuration report phase — NetCentral reports the results of the configuration
processes in the Application Logs Viewer.

As explained in the following sections, you can configure the way the NetCentral
manager software automatically configurestrap destinations. Y ou can also manually
use NetCentral’ s remote trap configuration, as explained in “Verify SNMP trap
messages from monitored devices’ on page 38. Choose the methods that are
appropriate for your particular environment.
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To modify settings for automatic SNMP trap configuration, do the following:
1. Make sure you are logged into NetCentral with administrator-level privileges.

2. Click configure | Trap Configuration. When the System Settings dial og box opens,
click the Trap Configuration tab.

ﬂgSystem Settings ;Iglil

Auto-Dizcovery

Heartheat pnllingl Securit}ll Actions Defa 4 I *I

configuration, MetCentral can automatically zet the MNetCentral
zerver PC as the target for the SMMP trap meszsages fom the
devices.

Select an option to tell MetCentral when to run this configuration
process,

Canfigure: ¢ Once at startup " Mever Advanced |

m@ For monitored devices that suppart remote SHMP trap

kK | Cancel | Spply |

3. By default the process runs automatically on all devices only at application start.
After that, aslong as your NetCentral manager software continues to run, trap
configuration remains in a stand-by mode. When adevice is added, trap
configuration is executed for that device only. In this mode it does not consume
significant network bandwidth, so in most cases there is no need to turn it off.
However, if you want to turn off trap configuration permanently, click Never and
OK to save settings and close.

4. 1f you want to change the timing at which trap configuration automatically runson

al devices, click Advanced. The Trap Message Configuration Scheduling dialog
box opens.
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Trap Message Configuration Schedulingﬁé x|

Starting Tirme: I 5:30:00 Ak ﬂ

—Recurence pattern

% Daily ¥ Ever I day(s]
i

O Weskly Every day

= Monthly

0K I Cahcel |

5. Configurethe settings according to the days and timesthat you want the processto
run. To minimize the impact on system and network performance, schedule the
process to run during times of minimal activity. If you schedul e the processto run
at aregular interval inthisway, NetCentral updates the SNMP trap configuration
reportsinthe Application Logs Viewer for each deviceasper your schedule, soyou
can be regularly assured that your devices are capable of sending trap messages.

6. Click OK to save settings and close

NOTE: Once your Advanced schedule is set, do not then select “ Once at startup”
or “Never”, as these options over-ride the Advanced schedule.

7. Click oK on all the System Settings dial og boxes to save settings and close.

8. Click Configure | Stop SNMP Trap Message Configuration, then click Configure |
Start SNMP Trap Message Configuration. |f the Configure menu reports Stopping.. .,
wait until it changesto Start .... This puts your changes into effect.

Setting heartbeat polling

To make surethat devicesarestill “alive” and capable of communicating their status,
the manager software periodically broadcasts “ping” type messages which request a
response from all devices. In thisway the NetCentral system does a poll to check the
“heartbeat” of devices. If all devices respond, the manager software does not display
any messages or trigger any actions. However, if a device does not respond, the
manager software checks again. If further checks still do not get a response from the
device, the device is declared dead or off-line and the NetCentral system triggers
critical-level actionsto notify you of the condition.

Y ou can configure heartbeat polling by adjusting the following settings:

* Interval between heartbeat checks— The period of time that the manager software
waits between the routine checks for the heartbeat of all devices.

» Pause before re-checking a faulty device — The period of time that the manager
software waits before it re-checks a device that does not respond.

» Re-checks allowed before an alarmis reported — The number of times that the
manager software re-checks an unresponsive device before displaying the “ Dead
or off-line” message and triggering critical-level actions.
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When you adjust these settings, you are adjusting the time allowed for amomentary
loss of contact before triggering an alarm. For example, if your network commonly
experiences minor drop-outs that do not necessarily threaten the health of your
devices or systems, you will not want afalse alarm every timethereisadight glitch.
Inthis case you would move the didersto theright to allow moretimefor abrief lapse
in contact to be restored, meaning an alarm would go off only when there isno
response from a device for a significant length of time. On the other hand, if your
systemishighly critical and you need to know immediately of the slightest indication
of aproblem, you would move the sliders to the left to allow less time, meaning that
even avery brief loss of contact would trigger an alarm.

NOTE: These settings could effect the performance of your network. Settings that
cause the polling dialog to occur more frequently increase the amount of network
traffic.

To set heartbeat polling, do the following:

1. Make sure you are logged into NetCentral with administrator-level privileges.
2. Choose Configure | Heartbeat Polling. The System Settings dialog box appears.
3. Click the Heartbeat Polling tab.

EgDevice Configuration i ]
| Securit_l,ll Actions Defa 4 I 'I

Auto-Discover_l,lI Trap Configuration a

ﬁ@ MetCentral can check monitored devices at regular intervalz to
m detect when devices go down. Adjust the sliders to set the time
allowed before a fault is reported.

—Iv Peiform heartbeat poling

Interval between heartbeat checks:

Less J Maore B0 Secs
Pauze before re-checking a faully device:
Lesz = J tore 3 Secs
Be-checks allowed before an alamm iz reported:
Less )' More 3

aK | Cancel | Apply |

4. Asindicated by the interface text, adjust the sliders to set the time allowance the
NetCentral system exercises before it declares a system off-line. Set the “Interval
between heartbeat checks’ slider so that the NetCentral system checks often
enough to give you adequate notification of a problem, but not so often that it
unnecessarily increases the traffic on your network. Use similar considerations as
you set the other diders.

5. If you want to temporarily disable the NetCentral system’s heartbeat polling,
uncheck the Perform heartbeat polling check-box. Do not disable heartbeat polling
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in thisway if you are actively depending on the NetCentral system for critical

device monitoring.

6. When you are satisfied with your settings, click the Apply button to put the settings
into effect and leave the dial og box open, or click the OK button to save the settings

and close the dialog box.

7. Click Configure | Stop Heartbeat Polling, then click Configure | Start Heartbeat
Polling. If the Configure menu reports Stopping..., wait until it changesto Start ...

This puts your changes into effect.

Managing NetCentral security

The following sections provide instructions for managing NetCentral security.

e “Setting up NetCentral security levels and user groups’ on page 113

» “Logging on to NetCentral manager” on page 114

» “Setting access rights to NetCentral manager features’ on page 114

» “Accessrightsto NetCentral device-specific features’ on page 116

+ “Managing port access’ on page 116

Setting up NetCentral security levels and user groups

The NetCentral system has security levels based on Windows user groups. When you
install NetCentral manager software on the NetCentral server, the install program
creates three groups on the local PC for this purpose, as specified in the following

table:

This security level... Is based on this group... With default access rights as follows:

Administrator NCAdministrator Can use and configure al NetCentral manager features.
Can use and configure all device-specific features that
are available through the NetCentral manager interface

Technician NCTechnician Can use all features to add/remove devices, monitor
devices, and respond to status changes. Cannot
customize the way the features operate, such as
configuring actions or filtering messages.

User NCUser Can view statusindicators, view settings, and browse
subsystem status. Can not configure settings or in any
way change the way information is displayed or
processed.

Theway in which you set up NetCentral system security dependsin large part on the
policies and conventions you use in your own system environment regarding user
accounts, groups, and privileges.
From the NetCentral server, use standard procedures for your Windows operating
systemto assign groupsto users. In Windows 2000 you can find the necessary settings
at Start | Settings | Control Panel | Users and Passwords | Advanced | Advanced. All
users are assigned to the NCUser group by default. NetCentral clients authenticate
with the NetCentral server, so there is no need to assign groups to users at each
NetCentral client.
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Logging on to NetCentral manager

Whenever NetCentral is started, whether on the NetCentral server or on aNetCentral
client, it starts up with user-level access permissions by default. Click File | Logon to
log on to NetCentral with higher-level access permissions.

Setting access rights to NetCentral manager features

By default, NetCentral security levels have access to features as specified in the
following table. Thefeatureslisted here apply to all monitored device-types. Features
not listed here have full accessrights for all security levels:

Feature User Technician Administrator
Add device DENY ALLOW ALLOW
Delete device DENY ALLOW ALLOW
Edit facility DENY DENY ALLOW
Edit drawing DENY DENY ALLOW
Edit device properties DENY ALLOW ALLOW
Acknowledge a message ALLOW ALLOW ALLOW
Set actions DENY DENY ALLOW
Create named/nested actions DENY DENY ALLOW
Cancel actions ALLOW ALLOW ALLOW
Filter messages DENY DENY ALLOW
Edit auto discovery configuration DENY DENY ALLOW
Edit heartbeat polling configuration DENY DENY ALLOW
Edit SNMP trap target configuration DENY DENY ALLOW
Enable SNMP trap configuration (for device) DENY ALLOW ALLOW
Download device logs ALLOW ALLOW ALLOW
Edit Download device logs settings DENY DENY ALLOW
Export NetCentral log DENY ALLOW ALLOW
Edit NetCentral log views DENY ALLOW ALLOW
Add remark ALLOW ALLOW ALLOW
Clear messages DENY ALLOW ALLOW
Run backup tool DENY DENY ALLOW
Change Active drawing device image DENY DENY ALLOW
Apply annotation DENY DENY ALLOW
Add user defined tools DENY ALLOW ALLOW
Launch configuration DENY DENY ALLOW
L ogout DENY DENY ALLOW
Edit global action configuration DENY DENY ALLOW
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Setting access rights to NetCentral

Feature User Technician Administrator
Edit security configuration DENY DENY ALLOW
Set SNMP trap target DENY DENY ALLOW

Y ou can modify security-level accessto features as follows:

1. Make sure you are logged into NetCentral with administrator-level privileges.
2. Click configure | Security. The System Settings dialog box opens. Click the

Security tab.

™ Device Configuration

Auto-Dizcovery | Trap Eonfigurationl Heartbeat polling

Featurs | User rights | Technicianr... |.t’-'«dmini$trat0| -
Add device r 2 ¥
Delete device r v v

Edit faciliy r r ¥

Edit drawing - - v

Edit device properties r v rd
Acknowledge a meszage I I ¥

Set actions - - v —
Create named/nested actions r - rd
Cancel actions ¥ ¥ v
Filter meszages r - rd

Edit auto dizcavery configuration - - I

Edit heartbeat polling configurat... r [ v

Edit SMMF trap target configur... r r v
Enable SHMP trap configuration r v v
Meanlnad desvices lnns W 2 IF_}ILI

ak Cancel | Apply |

3. For each level of security rights, select those features for which you are allowing

access.

4. Click OK to save settings and close.
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Access rights to NetCentral device-specific features

Thissection provides examples of the access rightsthat NetCentral manager grantsto
features that are specific to a certain device-type. In the same way that the features
present on the menus vary depending on the currently selected device, so the access
rights for features can vary depending on the currently selected device.

The following table includes features with consistent access rights between multiple
device-types. Read your device-specific documentation regarding access rights for
features that are unique to a single device type.

Device type Device-type feature Admin access rights User access rights
All Subsystem properties View and edit View only
All Device configuration Launch of application Launch of application not

application allowed alowed
Profile XP, Dell PowerEdge | Log download View and edit settings Download logs only
Download logs
Cisco switch, Brocade Port Alias View and edit settings View settings only

switch

Managing port access

This section documents the ports the NetCentral system uses. If you intentionally
restrict port access for security reasons, make sure that the NetCentral system hasthe
necessary port access.

Feature/Function

NetCentral server port

Monitored device port

Other ports

Basic functions - These are
the minimum ports required

162

161

Log accessviaFTP

21

Web-based configuration

80

Facility view fileson remote
host

80 - on the device hosting
the web pages or files

Syslog monitoring

514

Mail actions

25 - onthe SMTP server
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Backing up the NetCentral database

Y ou can create a backup copy of the NetCentral database and associated files. Itis
recommended that you do this periodically and store the backup copy on a network
drive, on removable media, or in some other location from which it can be recovered
in case of a system fault on the NetCentral server PC. All your configurations, such
as devices added, actions, and messages, are stored in the NetCentral database, which
resides on the NetCentral server PC only. NetCentral clients do not have their own
copy of the database.

To back up the NetCentral database do the following:

1. On the NetCentral server PC, make sure there are no NetCentral automatic
processes, such as Auto-discovery or SNMP trap configuration, currently
executing. Check the ApplicationsLog Viewer for indications of current processes.

2. Click Tools | NetCentral Backup. The Backup tool opens.

E= Backup Tool x|

Select the nodels] pou want to backup

=1+ [¥] Backup File(s) Mame | Type | Size | Modified |
- [v] Database File(s] MetCentral_DataMDF 3801088 31042004 1.
[P HTHL File[s] combo_example. jpg Paint Shop Pro .. B30597 2652004 6
htralview. czs Cazcading Style ... 5145 2M10/2004 5.
MHetCentralH T MLV iew btm HTHML Document 2578 2AB/2004 6.

Lazation |C:%Frogram Files\Thomson Grazs YWalley\MetCentralbacky Save As I Start Backup |

| Y

3. Select nodes in the tree view for the files and components to back up.
4. Click save As and specify the backup location and file name.

5. Click start Backup. Progressisreported in the bottom of the Backup Tool window.
NetCentral saves the backup file asaZIPfile. A message box confirms when
backup is complete.
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Torestore from the backup files, overwrite the files on the NetCentral server PC with
the backup files from the .ZIPfile.

Accommodating NetCentral database growth

Since the NetCentral database continues to capture and store messages as time goes
on, it eventually become large enough that accommodation must be made for its
continued growth. L ogs downloaded from devices likewise need space.

To accommodate the growth of the NetCentral database and device-specific logsthat
you might download, make surethat you maintain at least 10 MB of free space on the
NetCentral server disk that contains the NetCentral software and logs. This allows

enough spaceto capture all your recent events, even during times of frequent activity.

To be sure that the NetCentral database does not grow beyond this space, the
NetCentral manager software runs adaily check, at 3:07 am, on the size of the
database. If the database size is approaching its size limit, NetCentral makes
accommodation by running the following automatic processes:

* Roll up— Withthisprocess NetCentral gathers and saves statistics from the ol dest
messages in the database. These statistics are retained in the database and are
available for research through the Graphs view.

» Purge — With this process NetCentral deletes the oldest messages from the
database. This frees up space for new messages.

Setting up for remote access

If you want to monitor your devices from alocation that is outside your facility’s
network, aNetCentral client can access the NetCentral server via Hypertext Transfer
Protocol (HTTP) communication over the Internet. The .Net technology upon which
NetCentral is built makes possible this type of remote access while retaining full
features and functionality to the client.

While this accessis possible, you will need to determine the steps to take according
to your own security requirements, firewalls, and network infrastructure.

Verifying components installed and running

After installing NetCentral software and starting NetCentral manager on the server
and on any clients, you can manually verify that the components necessary for the
NetCentral system are running properly.

On the NetCentral server, check the Windows taskbar system tray for the following
icons:

» NetCentral icon— When actively monitoring, the heartbeat graphicismoving and
shows either ared or green color

* SQL icon— When services are running the icon shows a green triangle.
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On the NetCentral server PC, click Start | Settings | Control Panel | Administrative
Tools | Services and check the Windows Services Control panel for the following

services:

Name Status Startup Type
MSSQLSERVER Started Automatic
M SSQL ServerAdHel per Manual
NetCentral 4.0 Action manager Started Manual
NetCentral 4.0 Active drawing Started Manual
NetCentral 4.0 Application logging Started Manual
NetCentral 4.0 Memory management | Started Manual
NetCentral 4.0 Protocol Framework Started Manual
NetCentral 4.0 Security framework Started Manual
NetCentral 4.0 Syslog Service Started Automatic
NetCentral Service Started Automatic
SNMP Trap Service Manual
SQLSERVERAGENT Manual

On a NetCentral client, check the Windows taskbar system tray for the following
icons.

» NetCentral icon — When actively monitoring the heartbeat graphic ismoving and
shows either ared or green color

On aNetCentral client, check the Windows Services Control panel for the following

Services:

Name Status Startup Type
NetCentral 4.0 Action manager Started Manual
NetCentral 4.0 Active drawing Started Manual
NetCentral 4.0 Application logging Started Manual
NetCentral 4.0 Memory management | Started Manual
NetCentral 4.0 Protocol Framework Started Manual
NetCentral 4.0 Security framework Started Manual
NetCentral Service Started Automatic
SNMP Trap Service Manual

Refer to “Diagnosing NetCentral problems” on page 124 to test components.
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Connecting a NetCentral client to a different
NetCentral server

The NetCentral system does not support simultaneous or switching connections to
multiple NetCentral serversfrom asingle NetCentral client. If you must connect to a
different server from a NetCentral client, do the following:

1. Onthe NetCentral client PC, uninstall the NetCentral client software. Use the
standard procedures for your Windows operating system to uninstall software.

2. Reingtall the NetCentral client software asin “Installing NetCentral software on
clients” on page 32, and enter the | P address of the NetCentral server PC to which
you now want to connect.

3. If the NetCentral server to which you are now connected has Graphical views set
up or actions configured to files on the NetCentral server PC, you must copy the
associated filesto the NetCentral client such that their location is the same as that
on the server.

Adding custom tools
Y ou can add your own program to the Tools menu as follows:
1. Log on to NetCentral with administrator-level privileges.

2. Click Tools | Customize Tools. The Customize Tools dialog box opens.

ﬂgtustumize Tool

=101 ]

?% MetCentral allows pou to add any new tool to the Tools
Menu. Alzo you can modify or delete any user added Tool

tenu Contents

New.

iTunes

b adify. ..

il

Delete. .

i Dezcription
Tl Marne: One Time
Executable Path: CAProgram
Pass IP Address: Falze

Ok | Cancel |/
s

3. If custom tools have been added previoudly, click Medify or Delete to arrange the
list of custom tools.
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4. To add anew toal, click New. The Add New Tool dialog box appears.

ﬂgndd New Tool o ]

Dizplay Mame: |iTunes

Executabla Path: IE:\F‘rogram FileshiTunes\iT unes. exe Browse

[” Pass Selected Device IP Address as Command Line Parameter

¥ Add this Toolto Toolbar as 42 o Change lcon. |

ak | Cancel | 4
o

5. Enter the name that you want displayed on the Tools menu.

6. Specify the location of the program file.

7. Specify if you want to pass the currently selected device's | P address to the tool.
8. Specify if you want thetool icon displayed. Select Change Icon to specify theicon.

9. Click oK on dialog boxes to save settings and close. Y our custom tool appears on
the Tools menu.

10.1f you want your custom tools available from NetCentral client PCs, copy the
program files to the same path on the client PCs.

June 2, 2004 NetCentral User Guide 121



Chapter 5 Administering the NetCentral system

122 NetCentral User Guide June 2, 2004



Chapter 6

Troubleshooting the NetCentral system

Use this section for problems with the NetCentral system itself. If the problemis
actually on amonitored device and the NetCentral system is simply reporting the
problem, troubleshoot the problem using the manual for the particular device.

Topicsincluded in this section are as follows:

» “Characterizing the problem” on page 123

« “Diagnosing NetCentral problems’ on page 124
o “Restarting NetCentral services’ on page 128

» “NetCentral troubleshooting guide” on page 129

Characterizing the problem

Use the following questions to help you identify the characteristics of the problem.
Characterizing the problem in thisway will give you valuable clues about the cause
of the problem and its solution.

» “When does the problem occur?’

e “What isthe behavior that indicates the problem?’
» “Where does the problem occur?’

* “What has changed?’

When does the problem occur?
» Doesthe problem occur before or after certain other events?
» Doesthe problem occur as NetCentral opens?
« Doesthe praoblem occur after NetCentral is open and you try to accomplish a
particular task?
What is the behavior that indicates the problem?
 Isan error message displayed?
» Doesthe entire application stop functioning, or do some parts still work?
 |ssomething displayed that you do not expect (such as an error message)?
* |Issomething not displayed that you do expect (such as a status indicator)?

Where does the problem occur?

« Are other similar functions working or are all similar functions having the same
problem?

« Doesthe problem occur at the device level (viewing al devices at once) or at the
subsystem level (viewing the details of one device only)?
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* Isthe problem associated with only some monitored devices or is the same for all
monitored devices?

» Doesthe problem occur on one NetCentral client machine but not on other client
machines?
What has changed?

» Sincethelast operation without the problem, have you changed anything within the
NetCentral system?

» Sincethelast operation without the problem, have you changed anything within
your Windows operating system?

Diagnosing NetCentral problems

Y ou can evaluate the current operating status of your NetCentral system and diagnose
problems using the tool described in this section. Y ou can also diagnose problems
using the troubleshooting guide later in this section.

About the NetCentral Diagnostic tool

The NetCentral Diagnostic tool is intended to be used primarily by Grass Valley
Service personnel or by knowledgeable NetCentral usersin cooperation with Grass
Valley Service personnel. Thistool isinstalled on the NetCentral server PC along
with NetCentral manager software.

The NetCentral Diagnostic tool allowsyou to identify problemsthat can prevent your
NetCentral system from fully functioning. These problems are usually the result of
incorrect software setup. By running diagnostic tests on the various NetCentral
software components, you can detect the following problems:

» Component not registered
» Component not present
» Component not licensed correctly

» Services or server components not installed

Running diagnostic tests on NetCentral components

Use the following procedure only after you have installed NetCentral manager
software.

1. Onthe NetCentra server PC, make sure you are logged into NetCentral with
administrator-level privileges. If the NetCentral interface isinoperable, you can
open the following file to start the Diagnostic Tool.

C:\Program Files\Thomson Grass Valley\NetCentral\bin\NC4DiagnosticTool Client.exe

2. Click Tools | NetCentral Diagnostic. The Diagnostic Tool application window
opens.
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Action  Help  Wiew Tool

Running diagnostic tests on NetCentral components

o T e OO oy O o OO

= Al

- @ MetCentrald Components
=  ActionProviders

H M4 Client

f-- @ DeviceProviders

H-  Installations

t NCdManager

f-  Repository |

—Re-Diaghose

~ Selected M Start |

Result | Value

|»

TestCase
MetCentral Registrati.. Pass
File Fresent Pass

@ ‘version Fail

Beep

Filter Message
open device page
Launch URL
Send Mail
Schedule Mail
Flay Audio

Run Program

Beep.dll

¥ Generate Report

1 |

Start: Beep

End: Beep

Checking for MetCentral Registration

MetCentral Registration Success

Checking for FileCAProgram FilesiThomson Grass WalleyikletCentralbiniBeep. dll
File exists in the path

LInable to retrieve product version

3.
4.
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Expand all nodes to see status indicators.

When thetool first runs, do the following:

a. Select All and Generate Report.

b. Click start. The Save Report As dialog box opens.

c. Browseto the location to which you want to save the report file, rename the file
if desired, and click Save.

The Diagnostic Tool testsyour NetCentral system, displaying inthelower panel of
the application window the test actions as they occur. These test actions are
captured in the report file.

. Inthe left panel of the application window, select a component about which you

want to view diagnostic information. The results of the test on that component are
displayed in the right panel of the application window.

. To run adiagnostic test on a single component, do the following:

a. Intheleft panel of the application window, select the component you want to
test.

b. Select Selected.
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c. Click start. The Save Report As dialog box opens.

d. Browse to the location to which you want to save the report file, rename thefile
if desired, and click Save.

The Diagnostic Tool tests the component, displaying in the lower panel of the
application window the test actions as they occur. These test actions are captured
in the report file.

Running diagnostic tests on a monitored device’s SNMP agent

Use the following procedure only after you have installed NetCentral manager
software.

1. Onthe NetCentra server PC, make sure you are logged into NetCentral with
administrator-level privileges.

2. Click Tools I NetCentral Diagnostic. The Diagnostic Tool application window
opens. Y ou can also open the Diagnostic tool from itsfile, as explained in
“Running diagnostic tests on NetCentral components’ on page 124.

3. Click Tool | Agent Testing Tool. The Agent Testing Tool opens.
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¢ i Agent Testing Tool o [m] F1
— Infarmation
IF Address |1 0.16.36.240 =] Type | Frafile 3P | Commurity Name ||:-uh|i-: |
Subsywstern Mame | Froperty Name | Status | Dizpaly Mame | " ariable | WValue | Erumeration Val «
Syzten Frop_ProfilexP_... 0F Cantact SHMPv2-MIB:zy... Technical Suppart  Technical Suppe
Syztem Frop_ProfilexP_...  0OF Location SMHMPvZ-MIB:zy... MevadaCiy, Ca.. MNewvada City, Ca
Syzten Frop_Profilex<P_... 0OF Product verzion GVGE-FYS-MIBp.. 52152 R2156.2
Syztem Frop_ProfilexP_...  0OF Serial number GVG-FYS-MIBp..  GVOODZE3 GVO00233
Spztem Prop_Profilex<P_... 0K Model GYG-PYS-MIB:p..  PYS1044 PS5 1044
Storage Frop_ProfilexP_...  0OF Chassziz 1D GVGE-FYS-MIB:p.. 1 1
Storage Prop_Profile=<P_... 0K Chaszziz statuz GvGE-PYS-MIBp.. 1 daelk,
Storage Frop_Profilex<P_... 0F Chaszis model GYGE-FYS-MIB:p..  PFCEOD FFCE00
Storage Prop_Profile=<P_... 0K Contraller 1D GvGE-PYS-MIBp.. 1 1
Storage Frop_ProfilexP_... 0k Cantroller status GYGE-FYS-MIB:p.. 1 spOk
Storage Prop_Profile=<P_... 0K Contraller video £, GVGE-PYS-MIB:p.. 0.0.3 003
Storage Frop_ProfilexP_... 0k D GYGE-FYS-MIB:p.. 1 1
Starage Prop_Profile=<P_... 0K Wendor GEWGE-PYS-MIB:p . SEAGATE SEAGATE
Storage Frop_ProfilexP_... 0k Froduct ID GYG-FYS-MIB:p.. ST173404 ST173404
Storage FProp_Profile=P_... 0Ok Senal code EvGE-PYS-MIB:p . 3CECBGIQL ACECBGIM
Storage Frop_ProfilexP_... 0k Microcode GYG-FYS-MIB:p.. 3584 004
Storage FProp_Profile=P_... 0Ok Statuz EVGE-PYS-MIBp . 1 drivelk
Storage Frop_ProfilexP_... 0F Fiebuild status GVG-FYS-MIBp.. -1 -1
Storage FProp_Profile=P_... 0Ok E stemal storage EVGE-PYS-MIBp . 1 achve-loop-4,
Storage Frop_ProfilexP_... 0F Mo of chassiz GYG-FYS-MIB:p.. 1 1
Storage Frop_ProfileP_... 0K Block size GVG-PYS-MIB:p.. 4098 4036
Storage Frop_ProfilexP_... 0F Murnber of free b...  GVG-PYS-MIB:p... 125042670 128042670
Storage Frop_ProfilexP_... 0K Mumber of used ...  GVG-PYS-MIB:p.. 13127786 1327786
Storage Frop_ProfilexP_... 0F Dataset alias GYG-FYS-MIB:p..  EXT: ExT:
Storage Frop_ProfilexP_... 0K Capacity threshold  GVG-PY5S-MIB:p... 350 a0
Storage Frop_ProfilexP_... 0F Compreszion bitr...  GVG-PYS-MIB:p.. 15 Unknawn
Storage Frop_ProfilexP_...  0OF D GVG-FYS-MIBp.. 2 2
Et rage Proo Profilex<P ... 0OK Y'endor GYG-PWS-MIB:D.. SEAGATE SEAGATF _Plﬂ
Start | l?l Close |

4. Specify the| P address, type, and SNM P community name of the monitored device.
5. Click start. Thetool runsthe test and reports resultsin the window.

6. Click save to save the report results as atext file.

Generating a list of all SNMP trap messages

June 2, 2004

Y ou can generate areport that lists all of the SNMP trap messagesthat it is possible
for adevice-type to report through the NetCentral system.

To generate alist of all SNMP trap messages, do the following:
1. Click Tools | Message Report. The Message Report dialog box opens.

2. Select the device-type for which you want to view messages and generate the
report. Thereport opensin aWeb browser window. Y ou can view or print thetable
from your browser.

3. Repeat for each device-type for which you want to view the list of SNMP trap
messages.
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About logs that contain NetCentral system information

Thissection refersto log information about the NetCentral systemitself. For log-type
information pertaining to the status of monitored devices, refer to “ Researching
device status in NetCentral messages’ on page 69 and “ Researching device-specific
logs’ on page 79.

A logisahistorical record in text form of the events that occur on a system. As each
event occurs, the logging mechanisminserts anew text entry into thelog. By viewing
thissequential progression of events, you can discover information that isvaluablefor
maintaining and troubleshooting the system.

The NetCentral system capturesits system information in several logs. Theselogsare
displayed on tabsin the Application Logs window. The logs are as follows:

Discovery — Records the discovery process. Refer to “ Adding devices’ on page 104.

Trap target — Records the SNMP trap configuration process. Refer to “ Setting
automatic SNMP trap configuration” on page 109.

Keep Alive — Records the Heartbeat Polling process. Refer to “ Setting heartbeat
polling” on page 111

Actions — Records actions triggered. Refer to “Configuring actions and
notifications’” on page 87.

Property — Records SNMP communication when property pages are manipulated.
Refer to “Browsing device status’ on page 67.

Restarting NetCentral services

When you start the NetCentral interface on the NetCentral server PC, all the
NetCentral services start. Refer to “Verifying components installed and running” on
page 118. If you then close the NetCentral interface on the NetCentral server PC, the
NetCentral services continue to run. Refer to “ Stopping NetCentral” on page 48.

However, if the NetCentral software on the server PC becomes unresponsive, you can
restart the NetCentral services, which allows the interface to function again.

To restart NetCentral services, do the following:

1. Onthe NetCentral server PC, open the Stop NetCentral Services shortcut on the
Windows desktop or click Start | Programs | NetCentral | Stop NetCentral Services.

A Stop NetCentral Services command prompt window appears and shuts downs
services, which aso closes the NetCentral interface. At the conclusion of its
processes, the Stop NetCentral Services command prompt window restarts the
NetCentral Service, then closes.

2. After the Stop NetCentral Services command prompt window closes, open the
NetCentral interface. This restarts all the NetCentral services and restores
functionality to the software.
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The following table organizes problems according to when the prablem occursin
relationship to the normal operating cycles of your operating system and applications.
Scan the “When” and “What” columns to find information that correlates to the
characteristics of your problem as determined in the previous section.

Y ou can also use the NetCentral Application Logs to help troubleshoot problems. It
is stored in the system’s temp directory and it is named NCActivity.00

When

What

Possible Cause

Corrective Action

At Windows startup

Error message:

The procedure entry
point
SnmpSvcGetEnterpriseO
ID could not be located in
the dynamic link library
snmpapi.dil.

When SNMP services
was installed, system
files were overwritten by
incompatible versions.

Re-install the Windows Service Pack that
is currently on your system to update all
system files to compatible versions. Read
Appendix D, Examples of Windows
procedures.

The NetCentral system
does not start
automatically when
Windows starts

The NetCentral shortcut
is not in the Windows
Startup folder

Put a shortcut to NetCentral in the
Windows startup folder.

Unable to start the “Trap”
engine in
non-administrator log-ins

When NetCentral was
installed and re-booted,
the setup program was
unable to register the
software because the
first log-in did not have
administrator privileges.
This is required because
all NetCentral
registrations are
scheduled by the
NetCentral setup
program to the next
reboot session.

Re-install NetCentral software and log-in
with administrator privileges after first
re-boot. Read “Managing NetCentral
security” on page 113.

At NetCentral startup

June 2, 2004

Error message:

Unable to start
NetCentral.

An error occurred while
starting the SNMP trap
engine. Make sure that
you have the Microsoft
SNMP Trap service
correctly installed on the
system.

SNMP Trap Service is
not installed or has been
disabled.

Verify that SNMP Trap Service is installed
and enabled.
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When

What

Possible Cause

Corrective Action

Error message:

An error occurred while
initializing the action
provider playaudio.dll.
NetCentral will be unable
to trigger rules that are
configured for this action
provider.

Error message:
NetCentral can not
detect a sound card or a
waveform audio device
driver on this computer.
This means that the “Play
Audio” action will not be
able to play audio files.

Your PC does not have a
sound card.

Install a sound card on your PC, or
re-install the NetCentral software and
answer “No” when prompted to install the
play audio action provider.

A new device on the local
network is not
automatically added to
the NetCentral system.

Auto-Discovery settings
have been changed from
their defaults.

Check Auto-Discovery settings. Make sure
“Never” is not selected and “Local”
appears in the list. Read “Configuring
Auto-discovery to add devices” on

page 106.

Unable to detect a device
of a known type.

You are not licensed for
monitoring that type of
device.

Check whether you are running a licensed
version of NetCentral. If you are running
NetCentral Lite, it will detect the local
Profile XP only. It will not detect any other
Profile XP or any other device. You many
view the Application Logs to check for any
licensing violations.

Device is not accessible

Ensure that the device is on the network
and can be accessed from the NetCentral
server.

SNMP agent is not
working correctly on the
device

Ensure that the SNMP agent is running on
the device and check whether it is correctly
configured. Some agents allow you to
accept SNMP packets only from specific
computers. Make sure that the SNMP
agent will accept SNMP packets from the
NetCentral server.

SNMP community names
on device and NetCentral
server do not match.

Ensure that the SNMP community name,
such as “public”, used by NetCentral
during discovery matches the one set on
the device. Read “Setting automatic SNMP
trap configuration” on page 109.

Device provider is not
registered.

Ensure that the provider for that device is
registered. To check whether a device
provider is registered, use the Diagnostic
tool as explained in “Running diagnostic
tests on NetCentral components” on
page 124.

Cannot open databases
or a database error is
reported via a message
box or via the Application
logs.

Hard drive is full

Check whether there is sufficient disk
space on the hard-drive where the
NetCentral software is installed. Read
“Accommodating NetCentral database
growth” on page 118.
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When

What

Possible Cause

Corrective Action

Send all the Application logs generated by
NetCentral to technical support for detailed
analysis.

You try to view a
device-specific log
that is listed on the
menu

You are unable to view
the log

FTP service on the
device is not running
correctly

Check whether the FTP service is running
on the device and is correctly installed on
the device as per the device’s
documentation.

Logs directory on Profile
XP is not accessible.

Using a Web-browser, go to URL:
ftp://<profilename or IP address>/log.

If this does not list the logs directory on the
Profile, troubleshoot your network to
re-establish access.

A reportable event
occurs on a
monitored device.

The event is not reported
by fault messages or
status indicators on the
NetCentral server.

Messages (SNMP traps)
sent from the device do

not have the IP address

of the NetCentral server
embedded.

Configure SNMP properties on the device.
Read “Set SNMP trap destinations on
monitored devices” on page 39.

SNMP Trap Service is
not running on the
NetCentral server or
client.

Go to Control Panel | Services and start
the SNMP Trap Service.

The “Play Audio” action
should play a sound, but
no sound is heard.

Sound card not installed
or has been disabled on
PC.

Verify that a sound card is installed and
enabled by checking Control Panels |
Multimedia and Control Panels | Devices.
Install or enable accordingly

Speakers not plugged in
or not powered up.

Plug in speakers and verify proper power
supply.

The audio file to be
played is not a “WAV”
format file.

Reconfigure the action to play a Wave file.
Read “Playing a sound file” on page 94.

To test your system, locate some “WAV”
files in the WINNT\System32\Media Files
directory on your computer and
double-click the file. If the computer is
unable to play the file, there is an error with
the multi-media software installed on your
computer.

An e-mail should be sent,
but it doesn’t go through.

SMTP configuration
wrong or the SMTP
server is down.

Re-configure properties for e-mail actions
and test. Check whether the SMTP server
name or IP address specified is correct.
Check whether the “from” e-mail address
is valid and has a valid log-in on the SMTP
server. Read “Sending e-mail and pager
notifications” on page 91.

Two identical SNMP trap
messages appear.

The device has two
SNMP trap destinations

for the NetCentral server:

one as a name and one
as an IP address

Reconfigure trap destinations on the
monitored device and make sure each
NetCentral server is entered but once.

June 2, 2004
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Graphical view tutorial

Thistutoria provides procedures for creating active drawings and their indicators,
such as would typically be combined in alarge-scale diagram. Work through the
tutorial to understand the advanced features, then apply them as appropriate to create
the Graphical views required for your own system environment.

Topic included in thistutorial are as follows.

e “Preparations’ on page 133

» “Propagating the Graphical view to NetCentral client PCS’ on page 134
e “Creating acustom view of monitored devices’ on page 135

» “Executing aprogram” on page 140

« “Applying an annotation layer” on page 142

« “Placing afolder icon onto the HTML page” on page 142

Preparations

Before you actually begin creating a graphical view, you should make the following
preparations:

e “Prerequisite skills and system requirements’ on page 133
* “Requirements’ on page 134
« “Design” on page 134

* “Resources’ on page 134

Prerequisite skills and system requirements

June 2, 2004

To best understand and apply this tutorial, make sure you are familiar with HTML
coding and Web site development, including the following basic skills:

» Creating Web pages

» Creating images

» Referencing imagesin Web Pages
» Hyperlinking Web Pages

The default NetCentral HTML editing tool is used in the proceduresin this tutorial.
However, you might want to use a different HTML editing tool that supports .NET
objects, such asarecent version of Microsoft Front Page. If you use adifferent HTML
editing tool, you must apply your knowledge of the tool and of standard Web
development techniques to determine how to integrate the tool with NetCentral
Graphical view features.
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Requirements

Y ou should define the requirements for your monitoring needs. The following
guestions can help you define your requirements:

» What status information is most important to see at a glance?
» How do you want your devices organized? By physical location? By logical

system? By signal path? By device-type? If by multiple organizational schemes,
how do you want the schemes layered and interlinked?

» How much screen space will you use for your day-to-day monitoring view? A
Taskbar icon only with no NetCentral window open? A single NetCentral window
open? Multiple NetCentral windows open on a single monitor? Multiple
NetCentral windows open on multiple monitors?

Design

From your requirements, design one of more graphical view pages. Then design a
Treeview hierarchical structure that providesafolder to which each of your graphical
view pages can be linked.

Resources

To createthe pages demonstrated in thistutorial, the following resources are used. For
many of these resources, you can use those supplied by default with the NetCentral
system, or you can create your own customized versions. When these resources are
procured, place them in the locations indicated so asto be available as you create the
Graphical view pages.
» Background images — Default files are located at:

C:\Program Files\Thomson Grass Valley\NetCentral\HTML

» Devicelmages— Default files for gray, yellow, and red images to indicate status
levels are located at:

C:\Program Files\Thomson Grass ValleyANetCentral\bin\imagelibrary\< devicetype>\

» Programs — Default programs are located at:
C:\Program Files\Thomson Grass Valley\NetCentral\bin\

Propagating the Graphical view to NetCentral client
PCs

If you have NetCentral client PCs, you must adopt amechanism for propagating your
graphical viewsto them. Thisis necessary because NetCentral accessesthe HTML
filesand imagesidentically from NetCentral client PCs and from the NetCentral
server PC. Some of the mechanisms that allow this access are as follows:

» Copy filesonto al client PCs— Set up al your files using a specified path on the
local drive of the NetCentra server PC. When you are done with your graphical
views, copy the files to the same specified path location on all client PCs.

» Put fileson a shared network drive — Set up al your files on a network drive that
isaccessible from the server PC and all client PCs. Map the drive on the server PC
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and on al client PCs so that its path isidentical.

» Servefilesfrom aWeb server — Post files on a Web server that is accessible from
server PC and client PCs and use http links as you develop your graphical views.

Chose the mechanism that is appropriate for your facility and adapt your graphical
view development techniques accordingly.

Creating a custom view of monitored devices

Thisprocedurealowsyouto useyour own HTML files, background images, dynamic
indicators, and other HTML devel opment techniques rather than those provided by
default through the “Create HTML View” feature.

1. From the NetCentral server PC, make sure you are logged into NetCentral with
administrator-level privileges.

2. Create and save aHTML page that you intend to associate with one of the folders
in the Tree View. Add a background image to the page if required. Refer to
“Creating a Facility graphical view” on page 57 for the default procedure.

3. In NetCentral, click File | HTML Page | Open and open the HTML page in the
NetCentral HTML editor.

4. Inthe NetCentral Tree view, right-click adevice that you intend to place on the
HTML page and select Copy Special. The Copy Specia dialog box opens. Click the
Styles tab.

Parameters  Styles |Advanced

[ Show Mame

v Show lmage

Image Patk: | C:4Program Files\Thomson Grass Yalley M etCenh Browse |

[~ Show Status Indicators

[¥ Showe CriticalAx arning Border

Background Color: Chooze Color |

ok Cancel |
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5. Specify the imagefile for the device.
6. Select the type of status indicator for the device image as follows:

» Show statusindicators— This putsalL ED-type colored indicator adjacent to the
image.

* Show critical/warning border — Thissurroundstheimage with acolored border
for critical and warning status conditions.

7. Click oK. The active drawing with image as you have specified is now on the
clipboard.

8. Inthe HTML editor, paste the active drawing onto the HTML page.
9. Repeat the previous steps to place more active drawings on the page.
10.Arrange active drawings on the page.

11.Add text or otherwise format as required.

12.Savethe HTML file.

13.In the Facility view, right-click afolder and select Properties. The Folder
Properties dialog box opens.

Folder Properties

Fuolder Mame:

— Folder Selection
™ Launch HTML page of nearest parent folder
" Launch default HTML page

" Launch the following HTML page Browse... |

II:: YWProgram Filesh Thomson Grass ValleysMetCentralHT MLYAfab

kK | Cancel |

14.Select Launch the following HTML page, specify your HTML page, and click OK.

15.In NetCentral, right-click the Facility view information area or click view and
select Refresh.

16.Select the folder and your custom graphical view appears.
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+4+NetCentral4
File Edit Miew Logs Configure Actions Messages Tools

{_Properties | Lcmktionj

Adding subsystem indicators

=10l x|

=K Monitored Devices
B % Profile P
; Dell PowerE dge
Cizco Catalyst 2900
Brocade Silkiwform
-7 Modular Provider
-2 Encore System Controller
[ Ciprico Disk Array

gmssages |

[ ]’ﬂ Graphs

M.  Actions

Subsystem indicators are col ored blocks that can be sized and placed around adevice
to represent a subsystem of that device. The connector can show the current status of

the subsystem or parameter it represents.
To add subsystem connectors do the following:

1. From the NetCentral server PC, make sure you are logged into NetCentral with

administrator-level privileges.

2. Open one of your graphical view HTML pagesin the NetCentral HTML editor. If
the page is associated with a Tree view folder, right-click the folder and select
HTML Page. The page opens in the NetCentral HTML editor.
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3. Inthe NetCentral Tree view, right-click a device in the folder, such as a Fibre
Channel switch, and select Copy Special. The Copy Special dialog box opens. Click
the Parameters tab.

| Styles I Advanced

Mame: I|ng8St1

Fleaze select subfolders, devices, and subszystems to copy as monitored
parameters

Available Sub [tems:
E||:| 10.16.36.223

[ Module
ED Parts

¢ PortD
] Part1 |
] Pait 2
1Pt 3

Selected Parameters:

"Part 0 from Ports SubSystem of '10.16.36.223"

(n]:s | Cancel |

A

4. Desdlect the device node at the top of the tree, then select one or more subsystems
or parameters. For example, for a Fibre Channel switch you can select the
parameter for anindividual port. Thisallowsyou to create anindicator for that port,

S0 you can monitor the connectivity of the data flow it carries.

5. Name the subsystem or parameter that you have selected.
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6. Click the styles tab.

Copy Special

Parameters  Styles I.f-‘«d\-'anc:edl

v Show Mame
[ Show Image

Image Path:  |C:%Program FileshT homson Grossbisllesbilotieb

[~ Show Status Indicators

™ Show Critical A4/ arming Border I_ I_E“_ I_ . I_ I_
Background Color: = F : : : = = =
ErEEEEE.
EEEEEEEN
EEEENET .

Cuztarn colors:

T
[T

Define Custom Colors »» I

(]S I Cancel |

B azic colors:

7. Select Show Name.

8. Deselect other checkboxes.

9. Click choose Color. The Color dialog box opens.
10.Select the color to represent your selected parameter.
11.Click oK on dialog boxesto save settings and close.

12.Inthe HTML editor, paste the indicator for the parameter. It appears as a colored
block.

13.Resize and arrange the indicator to represent the parameter.

14.Repeat the previous steps to place more subsystem or parameter indicators on the
page.

15.Save the HTML file.

16.In NetCentral, right-click the Facility view information area or click view and
select Refresh.
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17.Select thefolder and your HTML page appears. Theindicators change color when

astatus change OcCcCurs.
NetCentral4 o =]
File Edit Miew Logs Configure  Actions Messages Tools  Help
{_ Properties ] { Cancel Mtion) -
E|}( Monitored Devices ] ;I
P % Prafile %P FC SCSI Fabric
K . 7 Dell PawerE dge
g [ Cisco Catalyst 2300
S 21 Brocade Silkiorm
1 Modular Provider
—_— 21 Encore Spstem Controller
==Messages ----- 1 Ciprico Disk Array
15
E
[]II]Graphs @
EE
-5
M.  Actions

gi'NelCenllaI Administrator: 1 System, 1 Alarm, 0w arnings

Executing a program

Y ou can configure NetCentral so that when you click adevice onaHTML page,

NetCentral launches a program of your choice.

To set the program you want to launch do the following:

1. From the NetCentral server PC, make sure you are logged into NetCentral with

administrator-level privileges.

2. InNetCentral, click File | HTML Page | Open and open the HTML page from which

you want to launch the program.
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3. IntheNetCentral Treeview, right-click adevice and select Copy Special. The Copy
Special dialog box opens. Click the Advanced tab.

Pararneters | Styles a’-‘l.dvanu:edl

Launch Application: IEI"\PIDQIGI‘I‘I FileshThomson Grass Valley\MetCe Browse I

Ok | Cancel l/
5

4. Specify the program file that you want launched.

5. Click OK.

6. Inthe HTML editor, paste in the active drawing.

7. Savethe HTML page.

8. In NetCentral, right-click the Facility view information area and select Refresh.

9. Select the folder for the HTML page and click the active drawing. The program
launches.

10.1f you want to launch the program from NetCentral client PCs, copy the program
file to the same path on the client PCs.
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Applying an annotation layer

All of the active objects that you place on an HTML page — such as devices,
subsystems, and folders — together comprise an annotation layer that isindependent
of the background of the HTML page. Y ou can copy an annotation layer intact from
one HTML page and apply it to another HTML page. In thisway you can create
modified versions of the same view of equipment without re-building the annotation
layer from the beginning for each version.

Thisfeatureis especially useful if you are basing several HTML pages on astandard
background image.

To apply an annotation layer, do the following:

1. From the NetCentral server PC, make sure you are logged into NetCentral with
administrator-level privileges.

2. Click File | HTML Page | Open and open the HTML page to which you want to add
an annotation layer.

3. Inthe HTML Editor, click Edit | Apply Annotations. The OverlaylmageApplier
dialog box opens. Browse to the file or enter the path and name of the file that
containsthe annotation layer that you want to copy. Click OK to close dialog boxes
and OK onthe*...successful...” message. The active components that make up the
annotation layer appear on the HTML page.

4, Onthe HTML Editor, click File | Save.

Placing a folder icon onto the HTML page

In the same way that you can place adevice on aHTML page, you can also place a
folder onaHTML page. When you do thisthefolder isrepresented by anicon onthe
page. If thefolder itself isassociated withaHTML page, itsicon becomes ahyperlink
to the HTML page.

To place afolder icon onto aHTML page, do the following:

1. From the NetCentral server PC, make sure you are logged into NetCentral with
administrator-level privileges.

2. Click File | HTML Page | Open and open the HTML page to which you want to add
afolder. The HTML Editor opens.

3. Inthe Treeview, right-click the folder whoseicon you want to place onthe HTML
page and select Copy.

4. Inthe HTML Editor paste the folder active drawing onto the page.
5. Savethe HTML page.

6. In NetCentral, right-click the Facility view information area or click view and
select Refresh.

7. Select the folder for the HTML page and click the folder active drawing. The
HTML page for the folder active drawing opens.
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Simple Network Management Protocol
tutorial

Thistutorial explains Simple Network Management Protocol (SNMP)
Topic included in thistutorial are asfollows:

» “Introduction to SNMP” on page 143

e “SNMP Version 1” on page 146

* “SNMP Version 2" on page 149

e “SNMP Version 3" on page 153

* “NetCentra as Trilingual Network-Management System” on page 156
e “What Librariesto Use?’ on page 158

» “References’ on page 159

Introduction to SNMP

The Simple Network Management Protocol (SNMP) is an application layer protocol
that facilitates the exchange of management information between network devices. It
is part of the Transmission Control Protocol/Internet Protocol (TCP/IP) protocol
suite. SNM P enables network administrators to manage network performance, find
and solve network problems, and plan for network growth.

Three versions of SNMP exist: SNMP version 1 (SNMPv1), SNMP version 2
(SNMPv2) and SNMP version 3 (SNMPv3). All versions have a number of features
in common, but SNMPv2 and SNMPv3 offer enhancements, such as additional
protocol operations and security aspects.

SNMP Fecilitates the Exchange of Network Information Between Devices

SNMP Basic Components

An SNM P-managed network consists of three key components: managed devices,
agents, and network-management systems (NMSs).
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A managed deviceisanetwork node that containsan SNM P agent and that resideson
amanaged network. Managed devices collect and store management information and
makethisinformation available to NM Ss using SNM P. Managed devices, sometimes
called network elements, can be routers and access servers, switches and bridges,
hubs, computer hosts, or printers.

An agent is a network-management software modul e that resides in a managed
device. An agent haslocal knowledge of management information and transl ates that
information into aform compatible with SNMP

An NMS executes applications that monitor and control managed devices. NMSs
provide the bulk of the processing and memory resources required for network
management. One or more NM Ss must exist on any managed network.

The following figure illustrates the relationships of these three components.

1 4 . &
g 1! i /
= ] b B
dninbase ! darahase

Managed davicas

SNMP Basic Commands

Managed devices are monitored and controlled using four basic SNMP commands:
read, write, trap, and traversal operations.

The read command is used by an NM S to monitor managed devices. The NMS
examines different variables that are maintained by managed devices.

The write command is used by an NM Sto control managed devices. The NMS
changes the values of variables stored within managed devices.

The trap command is used by managed devices, to asynchronously report events to
the NMS. When certain types of events occur, a managed device sends atrap to the
NMS.

Traversal operations are used by the NM S to determine which variables a managed
device supports and to sequentially gather information in variable tables, such asa
routing table.
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SNMP Management Information Base

June 2, 2004

A Management Information Base (MIB) is acollection of information that is
organized hierarchically. MIBs are accessed using a network-management protocol
such as SNMP. They are comprised of managed objects and are identified by object
identifiers

A managed object (sometimes called aMIB object, an object, or aMIB) isone of any
number of specific characteristics of a managed device. Managed objects are
comprised of one or more object instances, which are essentially variables.

Two types of managed objects exist: scalar and tabular. Scalar objectsdefineasingle
object instance. Tabular objects define multiple related object instances that are
grouped in MIB tables

An example of amanaged object is atlnput (See next figure), which isascalar object
that contains asingle object instance, the integer value that indicates the total number
of input AppleTak packets on arouter interface

An object identifier (or object 1D) uniquely identifies a managed object in the MIB
hierarchy. The MIB hierarchy can be depicted asatree withanamelessroot, thelevels
of which are assigned by different organizations. Figure 2 illustrates the MIB tree

Thetop-level MIB abject I1Ds belong to different standards organizations, while
lower-level abject IDs are allocated by associated organizations

V endors can define private branches that include managed objects for their own
products. MIBs that have not been standardized typically are positioned in the
experimental branch

The managed object atlnput can be uniquely identified either by the object name —
iso.identified-organization.dod.internet.private.enterprise.cisco.temporary
variables.AppleTalk.atl nput — or by the equivalent object descriptor,
1.3.6.1.4.1.9.3.3.1.
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SNMP and Data Representation

SNMP must account for and adjust to incompatibilities between managed devices.
Different computers use different data representation techniques, which can
compromise the capability of SNMP to exchange information between managed
devices. SNMP uses a subset of Abstract Syntax Notation One (ASN.1) to
accommodate communication between diverse systems.

SNMP Version 1

SNMPversion 1 (SNMPv1) istheinitia implementation of the SNMP protocol. It is
described in Request For Comments (RFC) 1157 and functions within the
specifications of the Structure of Management Information (SM1). SNMPv1 operates
over protocols such as User Datagram Protocol (UDP), Internet Protocol (1P), OS
Connectionless Network Service (CLNS), AppleTalk Datagram-Delivery Protocol
(DDP), and Novell Internet Packet Exchange (IPX).

SNMPv1 and Structure of Management Information

The Structure of Management Information (SMI) defines the rules for describing
management information, using Abstract Syntax Notation One (ASN.1). The
SNMPv1 SMI isdefined in RFC 1155. The SMI makes three key specifications:
ASN.1 data types, SMI-specific datatypes, and SNMP MIB tables.
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SNMPv1 and ASN.1 Data Types

The SNMPv1 SMI specifiesthat all managed objects have a certain subset of Abstract
Syntax Notation One (ASN.1) data types associated with them. Three ASN.1 data
types are required: name, syntax, and encoding. The name serves as the object
identifier (object ID). The syntax defines the data type of the object (for example,
integer or string). The SMI uses a subset of the ASN.1 syntax definitions. The
encoding data describes how information associated with a managed object is
formatted as a series of dataitems for transmission over the network.

SNMPv1 and SMI-Specific Data Types

The SNMPv1 SMI specifies the use of a number of SMI-specific data types, which
are divided into two categories: simple data types and application-wide data types

Three simple data types are defined in the SNMPv1 SMI, al of which are unique
values. integers, octet strings, and object IDs. Theinteger datatypeisasigned integer
in the range of -2,147,483,648 to 2,147,483,647. Octet strings are ordered sequences
of 0to 65,535 octets. Object IDs come from the set of all object identifiers allocated
according to the rules specified in ASN.1

Seven application-wide data types exist in the SNMPv1 SMI: network addresses,
counters, gauges, time ticks, opaques, integers, and unsigned integers.

Network addresses represent an address from a particular protocol family. SNMPv1
supports only 32-bit | P addresses.

Counters are non-negative integers that increase until they reach a maximum value
and then return to zero. In SNMPv1, a 32-bit counter sizeis specified.

Gauges are non-negative integers that can increase or decrease but that retain the
maximum value reached.

A time tick represents a hundredth of a second since some event.

An opaque represents an arbitrary encoding that is used to pass arbitrary information
strings that do not conform to the strict data typing used by the SMI.

Aninteger represents signed integer-valued information. This datatype redefinesthe
integer datatype, which hasarbitrary precisionin ASN.1 but bounded precisioninthe
SMI.

Anunsigned integer represents unsigned integer-valued information and is useful
when values are aways non-negative. This data type redefines the integer data type,
which has arbitrary precision in ASN.1 but bounded precision in the SMI.

SNMP MIB Tables

The SNMPv1 SMI defineshighly structured tablesthat are used to group theinstances
of atabular object (that is, an object that contains multiple variables). Tables are
composed of zero or more rows, which are indexed in away that allows SNMP to
retrieve or ater an entire row with asingle Get, GetNext, or Set command.
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SNMPv1 Protocol Operations

SNMP is a smple reguest/response protocol. The network-management system
issuesarequest, and managed devicesreturn responses. Thisbehavior isimplemented
by using one of four protocol operations: Get, GetNext, Set, and Trap. The Get
operation is used by the NMSto retrieve the value of one or more object instances
from an agent. If the agent responding to the Get operation cannot provide valuesfor
all theobject instancesin alig, it doesnot provide any values. The GetNext operation
isused by the NM Sto retrieve the value of the next object instancein atable or alist
within an agent. The Set operation is used by the NMS to set the values of object
instances within an agent. The Trap operation is used by agents to asynchronously
inform the NM S of asignificant event.

SNMPv1 Message Formats

SNMPv1 messages contain two parts: a message header and a protocol data unit
(PDU). Figure 4 illustrates the basic format of an SNMPv1 message.

M essage Header PDU
| |

SNMPv1 Message Header

SNMPv1 message headers contain two fields: Version Number and Community
Name.

The following descriptions summarize these fields:
» Version number — Specifies the version of SNMP used.

» Community name — Defines an access environment for agroup of NMSs. NM Ss
within the community are said to exist within the same administrative domain.
Community names serve as aweak form of authentication because devices that do
not know the proper community name are precluded from SNM P operations.

SNMPv1 Protocol Data Unit

SNMPv1 PDUs contain a specific command (Get, Set, and so on) and operands that
indicate the object instances involved in the transaction. SNMPv1 PDU fields are
variable in length, as prescribed by ASN.1. The following table illustrates the fields
of the SNMPv1 Get, GetNext, Response, and Set PDUs transactions.

PDU type Request ID Error status Error index Object 1 Object 2 Object x
value 1 value 2 value x
Variable bindings

The following descriptions summarize the fields:
» PDU type — Specifies the type of PDU transmitted.
* Request ID — Associates SNM P requests with responses.

 Error status — Indicates one of a number of errors and error types. Only the
response operation setsthisfield. Other operations set thisfield to zero.
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» Error index — Associates an error with a particular object instance. Only the
response operation sets thisfield. Other operations set thisfield to zero.

« Variable bindings— Serves as the data field of the SNMPv1 PDU. Each variable
binding associates a particular object instance with its current value (with the
exception of Get and GetNext requests, for which the value isignored).

Trap PDU Format

Figure 6 illustrates the eight fields of the SNMPv1 Trap PDU.

Enterprise Agent Generictrap | Specific Time Stamp | Object 1 Object 2 Object x
address type trap code valuel value 2 value x
Variable bindings

The following descriptions summarize the fieldsillustrated in Figure 6:

« Enterprise — Identifies the type of managed object generating the trap.

» Agent address — Provides the address of the managed object generating the trap.
» Generic trap type — Indicates one of anumber of generic trap types.

 Specific trap code — Indicates one of a number of specific trap codes.

» Time stamp — Provides the amount of time that has elapsed between the last
network reinitialization and generation of the trap.

» Variable bindings — The datafield of the SNMPv1 Trap PDU. Each variable
binding associates a particular object instance with its current value

SNMP Version 2

SNMP version 2 (SNMPv2) is an evolution of the initial version, SNMPv1.
Originally, SNMPv2 was published as a set of proposed Internet standards in 1993;
currently, it isa draft standard. Aswith SNMPv1, SNMPv2 functions within the
specifications of the Structure of Management Information (SMI). In theory,
SNMPv2 offersanumber of improvementsto SNM Pv1, including additional protocol
operations.

SNMPv2 and Structure of Management Information

June 2, 2004

The Structure of Management Information (SM1) defines the rules for describing
management information, using ASN.1

The SNMPv2 SMI isdescribed in RFC 1902. It makes certain additions and
enhancements to the SNMPv1 SMI-specific data types, such asincluding bit strings,
network addresses, and counters. Bit strings are defined only in SNMPv2 and
comprise zero or more named bits that specify a value.

Network addresses represent an address from a particular protocol family. SNMPv1
supports only 32-bit | P addresses, but SNMPv2 can support other types of addresses
aswell.
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Counters are non-negative integers that increase until they reach a maximum value
and then return to zero.

InSNMPVv1, a32-bit counter sizeis specified. In SNMPv2, 32-bit and 64-bit counters
are defined.

SMI Information Modules

The SNMPv2 SMI also specifies information modules, which specify a group of
related definitions. Three types of SMI information modules exist: MIB modules,
compliance statements, and capability statements. MIB modules contain definitions
of interrelated managed objects. Compliance statements provide a systematic way to
describe a group of managed objects that must be implemented for conformanceto a
standard. Capability statements are used to indicate the precise level of support that
an agent claimswith respect to aMIB group. An NMS can adjust its behavior toward
agents according to the capabilities statements associated with each agent.

SNMPv2 Protocol Operations

The Get, GetNext, and Set operations used in SNMPv1 are exactly the same as those
used in SNMPv2. However, SNMPv2 adds and enhances some protocol operations.
The SNMPv2 Trap operation, for example, serves the same function asthat used in
SNMPv1, but it uses a different message format and is designed to replace the
SNMPv1 Trap

SNMPv2 aso defines two new protocol operations: GetBulk and Inform.

The GetBulk operationisused by the NM Sto efficiently retrieve large blocks of data,
such asmultiplerowsin atable. GetBulk fills aresponse message with asmuch of the
requested data as will fit. The Inform operation allows one NM S to send trap
information to another NM S and to then receive aresponse. In SNMPv2, if the agent
responding to GetBulk operations cannot provide values for al thevariablesin alist,
it provides partial results

The InformRequest PDU is sent by an SNMPv2 entity acting in a manager role, on
behalf of an application, to another SNM Pv2 entity acting in a manager role, to
provide management information to an application using the latter entity. When an
InformRequest PDU isreceived, the receiving SNMPv2 sends a response PDU with
the same valuesin its request-id and variable-bindings fields.

SNMPv2 Message Format

SNMPv2 messages consist of a header and a PDU. Figure 7 illustrates the basic
format of an SNMPv2 message.

| M essage Header | PDU

SNMPv2 Message Header

SNMPv2 message headers contain two fields: Version Number and Community
Name.

The following descriptions summarize these fields:

» Version number — Specifies the version of SNMP that is being used.
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» Community name — Defines an access environment for agroup of NMSs. NM Ss
within the community are said to exist within the same administrative domain.
Community names serve as aweak form of authentication because devicesthat do
not know the proper community name are precluded from SNMP operations.

SNMPv2 Protocol Data Unit

SNMPv2 specifies two PDU formats, depending on the SNMP protocol operation.
SNMPv2 PDU fieldsarevariableinlength, asprescribed by Abstract Syntax Notation
One (ASN.1)

Figure 8 illustrates the fields of the SNMPv2 Get, GetNext, Inform, Response, Set,
and Trap PDUs

The following descriptions summarize the fields illustrated in Figure 8:

» PDU type — Identifies the type of PDU transmitted (Get, GetNext, Inform,
Response, Set, or Trap).

* Request ID — Associates SNM P requests with responses.

 Error status — Indicates one of anumber of errors and error types. Only the
response operation sets thisfield. Other operations set thisfield to zero.

« Error index — Associates an error with a particular object instance. Only the
response operation sets thisfield. Other operations set thisfield to zero.

« Variable bindings— Serves as the data field of the SNMPv2 PDU. Each variable
binding associates a particular object instance with its current value (with the
exception of Get and GetNext requests, for which the valueis ignored).

PDU type Request ID Error status Error index Object 1 Object 2 Object x
vauel value 2 value X
Variable bindings

GetBulk PDU Format
Figure 9 illustrates the fields of the SNMPv2 GetBulk PDU.

PDU type Request ID Non-repeaters Max repetitions Object 1 Object 2
value 1 value 2

Variable bindings

One of the mgjor enhancements SNMPv2 provides the GetBuldRequest PDU. Its
purpose is to minimize the number of protocol exchanges required to retrieve large
amount management information.

The GetBulkRequest worksin the following way. The GetBulkRequest includesalist
of (N + R) variable namesin the variable-bindings list. For each of thefirst N names,
retrieval takes place asfor GetNextRequest. Thisis, for each variablein thelest, the
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next variable in lexicographic order plusits value are returned; if thereis no
lexicographic successor, then the named variable and a value of endOfMibView are
returned.

The GetBulkRequest PDU has two fields not found in the other PUDs. non-repeaters
and max-repetitions. The field specifies the number of variablesin the
variable-bindingslist for which asinglelexicographic successor isto bereturned. The
max-repetitions field specifies the number of lexicographic successors to be retuned
for the remaining variables in the variable-bindings list.

Example:

If an SNMP Manager issues request with six variable names; for the first two
variables (non-repeaters = 2), asingle valuesisrequested; for theremaining variables,
six successive values (max-repetitions = 6) are requested.

Manager: GetBulkRequest (non-repeaters = 2, max-repetitions=6, X, Y, TA, TB,
TC)

Agent: Response[X,Y,TA (1), TB(1), TC(1),
TA(2), TB(2), TC(2),
TA3), TB(3), TC(3),
TA(4), TB(4), TC(@4),
TA(5), TB(5), TC(5),
TA (6), TB(6), TC(6)].

The following descriptions summarize the fields illustrated in Figure -9:
e PDU type — ldentifies the PDU as a GetBulk operation.
* Request ID — Associates SNM P requests with responses.

» Non-repeaters — Specifies the number of object instances in the variable bindings
field that should be retrieved no more than once from the beginning of the request.
Thisfield is used when some of the instances are scalar objects with only one
variable.

* Max repetitions — Defines the maximum number of times that other variables
beyond those specified by the Non-repeaters field should be retrieved.

» Variable bindings — Serves asthe datafield of the SNMPv2 PDU. Each variable
binding associates a particular object instance with its current value (with the
exception of Get and GetNext requests, for which the value isignored).
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SNMPv2 Trap PDU Format

The SNMPv2-Trap PDU is generated and transmitted by SNM Pv2 entity actingin an
agent role when an unusua event occurs. This PDU fulfills the same role as the
SNMPv1-Trap PDU, but with a different format. The SNMPv2-Trap PDU uses the
same format as all other SNMPv2 PDUs except GetBulkRequest, thus easing the
processing task at the receiver

Thevariable-bindingsfield in the SNMPv2-Trap PDU containsthe following pairs of
object names and values:

e sysUpTime.0

» snmpTrapOID.0: part of the trap group in the SNMPv2 MIB.

« Additional variables may be included at the option of the agent

Aswith the SNMP Trap PDU, no responseisissued to an SNMPv2-Trap PDU

SNMP Version 3

The version 3 of Simple Network Management Protocol addresses some of the long
pending issues related to the large-scale deployment of SNMP for configuration,
accounting and fault management.

Currently SNMP is predominantly used for monitoring and performance
management. Due to lack of security with the use of SNM P, system and network
administrators were using other means like telnet, ASCI| etc. for configuration,
accounting and fault management. The primary goal of SNMP version 3 (SNMPv3)
isto define a secure version of the SNMP protocol. SNMPv3 also facilitates remote
configuration of the SNMP entities, which make remote administration of SNMP
entitiesamuch simpler task.

e The SNMPv1 and v2c protocoals, which have a wide deployment base coversthe
following

» A platform independent data definition syntax - A subset of Abstract Syntax
Notationl (ASN.1).

» A platform independent data transfer notation - Basic Encoding Rule (BER)
Communication between the peer entities - SNMP communication protocol with
message formats, message types etc.

» Message contains the SNMP protocol version
» Message contains the community string which is used to provide some security

» Guiddinesfor definition of management data - The Structure of Management
Information

» Management data definition repository - various MIB files.

What SNMPv3 Covers?

SNMPv3 builds on top of the above to provide a secure environment for the
management of systems and networks. SNMPv3 covers:

* Identification of SNMP entities to facilitate communication only between known
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SNMP entities (Each SNMP entity has an identifier called the SnmpEnginelD.
Each message contains SnmpEnginel D. So SNM P communicationis possible only
if aSNMP entity knows the identity of its peer SNMP entity. Traps and
Notifications are exceptions to thisrule)

» Provision for the support for security models. A security model may define the
security policy within an administrative domain or aintranet. The SNMPv3
protocol consists of the specification for the User based Security Model (USM).
Definition of security goals where the goals of message authentication service
includes protection against,

» Madification of Information (Protection against some unauthorized SNMP
entity altering in-transit SNM P messages generated on behalf of an authorized
principal)

« Masguerade (Protection against attempting management operations not
authorized for some principa by assuming theidentity of another principa that
has the appropriate authorizations)

» Message Stream Modification (Protection against messages getting maliciously
re-ordered, delayed or replayed in order to effect unauthorized management
operations)

« Disclosure (Protection against eavesdropping on the exchanges between SNMP
engines)

» Specification for the USM security model. The USM security model consistsof the
general definition of different types of communication mechanisms available.
They are:

» Communication without authentication and privacy (NoAuthNoPriv)
» Communication with authentication and without privacy (AuthNoPriv)
» Communication with authentication and privacy (AuthPriv).

» A framework for definition of different authentication and privacy protocols.
Currently the MD5 and SHA authentication protocols and the CBC_DES privacy
protocols are supported in the USM.

» Definition of adiscovery procedure to find the SnmpEnginel D of a SNMP entity
for agiven transport address, transport endpoint address.

 Definition of the time synchronization procedure to facilitate authenticated
communication between the SNMP entities.

» Definition of the SNMP framework MIB to facilitate remote configuration and
administration of the SNMP entity.

 Déefinition of the USM MIBsto facilitate remote configuration and administration
of security module

» Definition of the VACM MIBs o facilitate remote configuration and
administration of the access control module.
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SNMPv3 Message Format
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The SNMPv3 message consists of the following fields.

msgVersion -The SNMP message version. A value of 0 means SNMPv1 message, 1
means a SNMPv2c, 2 means a SNMPv2 and 3 means a SNM Pv3 message
respectively. The value of message version is used to choose between the different
message processing models (v1, v2c or v3) availablein the SNMP engine/entity. This
valueis 3 for a SNMPv3 message.

The following fields are part of only the SNMPv3 message and are not availablein
the v1 or v2¢c message.

msglD - The SNMP message identifier. Thisis the unique ID associated with the
message. ThemsglID field is different from thereqI D field availableinthe PDU. Itis
possible that areceived PDU that is part of a message cannot be decoded due to
mismatch in security parameters between the SNMP entities. The msgID is used to
relate the request with a response during a transaction.
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msgMaxSize - The maximum size of the SNM Pv3 message the requesting SNMP
entity will accept.

msgFlags - The msgFlags in the SNM Pv3 message contains the message security
level. The bit O of msgFlagsisused to indicate whether amessage is authenticated or
not. The bit 1 is used to indicate whether a message uses privacy or not. The bit 2 is
used to indicate the receiving SNM P entity whether areport PDU is expected for the
message. (in case the message is dropped or aresponse cannot be generated)

msgSecurityModel - Thisfield indicates the security model used to generate the
message. The SNMPv3 standard recommends the use of USM security model. (This
field has avalue of 3 when USM is used)

msgSecurityParams — An octet string that contains parameters generated by the
Security Subsystem in the sending SNMP entity and processed by the Security
Subsystem in the receiving entity. The Message Processing Subsystem or the
Dispatcher does not interpret the contents of this string.

contextEnginel D - Within an administrative domain, the contextEnginel D uniquely
identifies an SNMP entity that may realize an instance of a context with a particular
contextName.

contextName - A contextNameis used to name a context. Each contextName MUST
be unique within an SNMP entity.

PDU - The SNMP PDU (Protocol Data Unit) used for communication between the
peer SNMP entities. The SNMP request id, error status, variable bindings etc. are
encapsulated in the PDU. There are different types of SNMP PDU like
GetRequest-PDU, GetNextRequest-PDU, GetBulkRequest-PDU, Response-PDU,
SetRequest-PDU, Trap-PDU, InformRequest-PDU, SNMPv2-Trap-PDU, and
Report-PDU etc. The exact format of the PDU (the different fieldsinside the PDU)
depends on the PDU type.

NetCentral as Trilingual Network-Management
System

What is a Trilingual Network-Management System?

Trilingual network-management systems support SNMPv1, SNMPv2 and SNMPv3.
To support this triple-management environment, a management application in the
trilingual NM S contacts an agent. The NM S then examines information stored in a
local database to determine whether the agent supports SNMPv1, SNMPv2 or
SNMPv3. Based on the information in the database, the NM S communi cates with the
agent using the appropriate version of SNMP
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Design of NetCentral SNMP Service and Communication

Converts the SNMP
traps into NetCentral
defined packet

format
SNMP _
Messages NC SNMP Service H NetCentral
Named Pipe

Instance of NC
SNMP Service for
NetCentral

SNMP Agents

To reduce the complexity of NetCentral, a Win32 Service, which is not part of
NetCentral called “NC SNMP Service”, will be running in the background and
listening for SNMP traps arrive at the system on UDP port 612. If any SNMP trap
arrives at the system, the“NC SNMP service” will receive and parse the packet. Then
it convertsthe packet into NetCentral defined packet format and writes into anamed
pipe called “NC SNMP Named Pipe”.

NetCentral will be listening to that named pipe. Whenever, “NC SNMP service’
writesinto the pipe, NetCentral reads the message and displaysin the Messages View.

Processing traps in NetCentral SNMP Service

June 2, 2004

Since at present NetCentral should supports only traps of all versions of SNMP, this
document discusses only traps related issues as of now

PDU Processing
(ENMPw! o S P
Ilezsage Processing
(S MEYS UMD [vine | stve |
UDFP

lupPH | vane | sovp |

IFP

[ pH |uoPH [vine | stve |

A Win32 NetCentral SNMP Service will be listening for traps at UDP port number
162. If the arrived packet isatrap PDU, then the service' s Dispatch Module does the
following tasks:

 |f thearrived packet isan SNMPv3 trap, passesit to SNMPv3 M essage Processing
System, which does the security related processing and returns a converted
SNMPv2 Trap PDU

* Now the arrived packet in the form of SNMPv2 or SNMPv1. (If it already arrived
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asan SNMPv1 trap.) So the Dispatcher passes this packet for PDU processing
module, which takes care of SNMPv1 and SNMPv2 trap PDUs

PDU Processing Modul e does the following tasks:

Converts the received trap PDU into SNMPv2 trap PDU, if it isan SNMPv2 trap
PDU.

Check the trap OID is present in the MIB database.

If it is present in MIB database, then it gets corresponding trap related variables
from MIB database and fills the NetCentral Defined Structure

This service assumes that thereisatool available for adding and deleting MIBs with
necessary Event Definitions and Message Aliases to and/or from MIB database.

What Libraries to Use?

Categories of SNMP Libraries

There are 2 categories of SNMP libraries, depends on which standard they follow.
They are:

WinSNMP supported Libraries.
Open Source SNMP Libraries

Some of WINSNMP Libraries
What is WinSNM P?

WinSNMP is a Windows SNMP API specification and a standard that defines a
programming interface for network management applications running under the
Microsoft Windows family of GUI/operating system products, enabling those
applications to make use of alogically external SNMP engine or service layer.

Some organi zations have implemented WinSNM P API as commercial products such

as,

MG-SOFT Corporation implemented an SNMP engine supporting SNMPv1,
SNMPv2c and SNM Pv3 protocol s including the complete USM security model
(HMAC-MD5, HMAC-SHA, CBC-DES). The SNMP engineis programmatically
accessible through the WinSNMP API. The evaluation version of the MG-SOFT
WinSNMP SDK and some other MG-SOFT's WinSNM P-based SNM Pv3 products
(MG-SOFT MIB Browser) are available from http://www.mg-soft.com/
download.html. An agent based on MG-SOFT's SNMP engineis available on the
Internet for interoperability tests; access parameters are available on http://
www.mg-soft.com/snmpv3.html. For more information, contact MG-SOFT
WIinSNMP Team.

IBM Research has a complete multi-lingual SNM Pv1/v2c/v3 stack with sample
code for a Command Generator, a Command Responder, Notification Originator
and Notification Receiver. The codeiswrittenin ANSI C. The code also supports
the DPI (RFC1592). In addition the code contains aWinSNMP API library that
allows an application to transparently talk to SNMPv1/v2c/v3 targets. For more
information, contact Sara Haggar.
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Some of open source Libraries and their Limitations

* SNMPv3-enabled WinSNMP v3.0 API shipping since October 2000 to devel opers
(viaSDK product) and to end-users (via the Auto* Manage application suite). All
pre-existing SNMPv1 and SNMPv2c WinSNMP applications are 100%
compatible with the WinSNM P v3.0 implementation without modification or
rebuilding. SNM Pv3 support viaaddition to the WinSNMP API (constituting v3.0)
is described in the Addendum (winsnmp3.htm) available at www.winsnmp.com.
Applied SNMP will releaseits AgentX tool set (master agent and SDK) in 1Q02
with full support for SNMPv1, SNMPv2c, and SNMPv3, over WinSNMP v3.0.
[Note: ACE* COMM transitioned its WinSNMP product family to a dedicated
entity -- Applied SNMP -- in early 2000 for on-going support, development, and
sales)

For more information please contact |nfo@A ppliedSNM P.com.

Some of open source Libraries and their Limitations

There are some SNMP Libraries, which are open source and free for use. Some of
these libraries provide even free support also. These libraries are developed in
object-oriented manner. According to these libraries design, our application can also
be designed in object-oriented manner

Examples of Open Source Libraries are SNMP ++3, Net-SNMP etc

Limitation of these libraries:

If in the library any bug comes, support may not be available ingtantly. But since

E?Jlérce and design documents of the library, are available with us, we can only fix the
References

THE SIMPLE BOOK — Marshall T.Rose

SNMP, SNMPv2, SNMPv3 and RMON 1 and 2 — William Stallings.

RFCs:. 2271, 2272, 2273, 2274, and 2275.
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Appendix C

Examples of typical NetCentral systems

This section contains examples of how NetCentral can be set up to monitor some
typical mediadevices and systems. In these examples NetCentral-rel ated settings are
specified in detail in order to illustrate how an actual system might be configured. At
the same time, the media devices and systems that NetCentral monitors are
represented in the ssmplest possible way in order to reduce unnecessary detail, so you
should not use these examples as aguide to cabling or otherwise setting up the media
system itself.

Use these examples to study the relationships of NetCentral components and settings
so that you can understand better how to apply NetCentral to your own environment.

« “Monitoring an Open SAN that uses PFC500 RAID storage” on page 162
* “Monitoring an Open SAN that uses PFR500 RAID storage” on page 163
* “Monitoring Profile XP Media Platforms’ on page 164
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Appendix C Examples of typical NetCentral systems

Monitoring an Open SAN that uses PFC500 RAID

storage
NetCentral Server NetCentral client
- Set IP address 192.168.10.11 - Install NetCentral client software
- Set machine name: remotepc w‘ - Enter 192.168.10.11 as server
- Install SQL and other system requirements \ @
Q Y a \ __— {LANor:
—

- Install NetCentral server software 7 Web
- Install NetCentral Open SAN device provider @ *.gccess
- Add all devices: 192.168.10.12 --- 192.168.10.17 1
- Configure RAID monitor proxy for PFC500 RAID

(see Open SAN Instruction Manual)

Ethernet Switch
- Set IP address
- Set SNMP trap destination: 192.168.10.11

== 1] 192.168.10.12

File System Manager Profile XP Media Platforms

- Set IP address - Set IP addresses

- Set SNMP trap destination: - Set SNMP trap destinations:
192.168.10.11 192.168.10.11 (same for all units)

- Verify SNMP and FTP services, - Verify SNMP and FTP services

Dell PowerEdge agent

r

|
==

192.168.10.13 [—J——— 192.168.10.14 | |192.168.10.15 | | 192.168.10.16

=‘ “ ‘ =‘ IE‘ ‘E =‘ “ ‘=

Fibre Channel Switch
- Set IP address
- Set SNMP trap destination: 192.168.10.11

d 192.168.10.17

PFC 500 RAID Storage (Monitor over
Fibre Channel via RAID monitor proxy) M

- No settings neccessary

0686-14
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Monitoring an Open SAN that uses PFR500 RAID storage

Monitoring an Open SAN that uses PFR500 RAID

storage

NetCentral Server

- Set IP address

- Set machine name: remotepc1

- Install SQL and other system requirements

- Install NetCentral server software

- Install NetCentral Open SAN device provider

- Add all devices: 192.168.10.12 --- 192.168.10.17

Ethernet Switch
- Set IP address
- Set SNMP trap destination: 192.168.10.11

File System Manager
- Set IP address

- Set SNMP trap destination:
192.168.10.11

- Verify SNMP and FTP services,
Dell PowerEdge agent

192.168.10.11

NetCentral client

—

\\ {LAN or 1
— 7 Web

= -] 192.168.10.12

- Install NetCentral client software
T - Enter 192.168.10.11 as server

Profile XP Media Platforms
- Set IP addresses

- Set SNMP trap destinations:
192.168.10.11 (same for all units)

- Verify SNMP and FTP services

r

—

192.168.10.13 [—=—____ ]

=——
=
=
==

192.168.10.15 F192.168.10.16

M| [l b= s == | = ===

i

Fibre Channel Switch
- Set IP address
- Set SNMP trap destination: 192.168.10.11

PFR 500 RAID Storage
(Monitor over Ethernet)

- Set IP address

- Set SNMP trap destination:
192.168.10.11

June 2, 2004

0 ]] 192.168.10.17

192.168.10.18

0686-12
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Appendix C Examples of typical NetCentral systems

Monitoring Profile XP Media Platforms

NetCentral Server NetCentral client
- Set IP address 192.168.10.11 - Install NetCentral client software
R
- Set machine name: remotepc1 \ ﬁ ‘ - Enter 192.168.10.11 as server
- Install SQL and other system requirements % PRSI | (=
_— {LANor
- Install NetCentral server software —_— ’ {

{ Web
- Install Profile XP device provider @ \.access’
- Install PFR500 device provider

- Add all devices: 192.168.10.12 --- 192.168.10.16

Ethernet Switch (Not monitored)
- No settings neccessary

Profile XP Media Platforms
- Set IP addresses
- Unlock agent

- Set SNMP trap destinations:
192.168.10.11 (same for all units)

- Verify SNMP and FTP services

J \.

m— m— — m—

o | 0o F— 00— BV 0r== F— 00—
= |0 —= = |0V = =e— = |0V =
= | 0——= = | 0——= =e— = | 0——=
eru Bl re= sl peY=== o =

192.168.10.12 192.168.10.13 192.168.10.14 192.168.10.15

e o el Moo ] Do el e o e

PFC 500 RAID Storage PFR 500 RAID Storage
(Monitor over Fibre Channel) (Monitor over Ethernet)
- No settings neccessary - Set IP address

- Set SNMP trap

destination: 192.168.10.11

ILENNNERNN 192,168.10.16

0686-13
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Appendix D

Examples of Windows procedures

Since NetCentral software supports multiple versions of Windows operating systems,
several NetCentral-related tasks require that you use the version-specific

documentation provided with your Windows operating system.

For these tasks

procedures are not provided in thismanual . However, for purposes of comparison and
verification, this section contains examples of procedures for some Windows
operating systems. Do not execute these procedures unless you are sure they apply to

the operating system on your PC.

Installing SNMP service on Windows 2000

June 2, 2004

To install SNMP service on a Windows 2000 device, do the fol

1. Close all Windows programs.

lowing:

2. From the Windowstaskbar, click Start | Settings | Control Panel. The Control Panel

window opens.

3. Double-click Add/Remove Programs. The Add/Remove Programs dialog box

appears.

4. Click the Add/Remove Windows Components button. If you are prompted to
identify your source for Windows 2000 components, insert the Windows 2000
CD-ROM or browse to thelocation of the components. When Windows 2000 finds

your source, the Windows Components Wizard opens.

Windows Components Wizard

Windows Components
rou can add or remove components of YWindows 2000,

To add or remove a companent, click the checkbax, & shaded box means that anly
part of the companent will be installed. To see what's included in a compaonent, click

Details.

LComponents:

[ =0 Indexing Service 0DOME =
O %Intemet |nformation Services [[15] 141 MEB

_': -1 Management and Monitoring Toolz
[] = Message Queuing Services 26 MB

1 22 Wehwnrkinn Servines: M1 kR LI

Dezcription:  |ncludes tool: far monitoring and improving network. performance.

Tatal disk zpace required: 0.0MB Details |
Space available on disk: 48.0 ME —

< Back I Meut » I Cancel |

5. Select Management and Monitoring Tools and click Details. The Management and
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Appendix D Examples of Windows procedures

Monitoring Tools dialog box opens.

Management and Monitoring Tools x|

To add or remove a component, click the check box, A shaded box means that only part
of the component will be installed. Tao see what's included in a component, click Details.

Subcomponents of Management and Monitoring Tools:

Dezcription:  Includes agents that monitar the activity in network devices and report to
the netwark console workstation,

Total dizk zpace required: 0.0 MEB Ditails. |
Space available on dizk: 48.0 MB
ak I Cancel |

6. If Simple Network Management Protocol is already checked, cancel and close al
open dialog boxes and skip the rest of this procedure because SNMP serviceis
already installed on your PC.

7. If not checked, select Simple Network Management Protocol and click OK.

8. On the Add/Remove Programs dialog box click Next. The Configuring
Components screen opensand displaysaprogressbar whileWindows 2000installs
the components.

9. When the Compl eting the Windows Components Wizard screen appears, click
Finish.

10.Click start | Settings | Control Panel, open Administrative Tools and in Services
verify that SNMP Service and SNMP Trap Service appear inthelist.

Setting SNMP trap destinations on Windows 2000

This procedure is an example of how you set trap destinations on a monitored device
that runs the Windows 2000 operating system.

1. From your Windows taskbar, click Start | Settings | Control Panel. The Control
Panel window appears.

2. Double-click Administrative Tools and then double-click Computer Management.
3. Inthe console tree, expand Services and Applications and click Services.

4. Inthe details pane, click SNMP Service.

5. On the Action menu, click Properties.

6. On the Traps tab, under Community name, type publ i ¢ or some other
case-sensitive community name to which this computer will send trap messages,
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Setting SNMP trap destinations on Windows 2000

and then click Add to list.
7. In Trap destinations, click Add.

8. In Host name, |P or IPX address, type the |P address or name of the NetCentral
server, and click Add.

9. Repeat steps six through eight until you have added communities and trap
destinations for all the SNM P managers that monitor the device.

10.0n a Windows 2000 monitored device these SNMP changes take effect
immediately. The SNMP service does not need to be restarted for your settingsto
take effect.
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Glossary

June 2, 2004

Action

A process that the NetCentral server PC executes, such as beeping, that is directed by
the NetCentral software as aresult of a change in status on a device.

Action provider

A software module that defines and controls an action, such as sending e-mail, that
can be triggered by the NetCentral system. A new action provider can be plugged in
to an existing NetCentral system. Each action provider isafile, such as Mail.dll.

Actions view

The Actionsview button in the left-panel portion of the NetCentral interface displays
lists of currently configured actions for the selected folder, device, or subsystem.

Active Drawings

A technology NetCentral uses, especialy for HTML page featuresin the Facility
view.

Agent

The software component that resides on a managed device and provides the required
interface to SNMP.

Application logs

Logs of NetCentral software events. These events have to do with the software itsalf,
rather than the devices being monitored by the software.

Auto-Discovery

The process used by the NetCentral software to check arange of user-configurable | P
addresses, search for NetCentral compatible devices, and add such devicesto the
NetCentral system asthey are found.

Community name

A parameter defined by SNMP by which devices can be grouped for the purpose of
controlling the flow of management information.

Critical

The highest level of severity for a NetCentral message. An critical message is sent
when adevice has ceased to operate or is currently operating with severely hampered
functionality.

Device
A piece of hardware.

Device provider

A software module that enables a particular type of device, such asaQLogic Fibre
Channel switch, to be included in the NetCentral system. A new provider can be
plugged in to an existing NetCentral system. Each provider is afile, such as
SlIkWormProvider.dll.
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DHCP

Dynamic Host Configuration Protocol, an auto-configuration service that allows a
machine to obtain an address without prior knowledge at boot time.

Discovery process

The process used by the NetCentral software to add devices. This same processis
used when a user adds a device manually and when the software adds a device
automatically via Auto-Discovery.

Dynamic IP address
An IP address assigned dynamically to a machine by a DHCP server.

Element

A NetCentral term that is used to refer to any SNMP managed entity. In the
NetCentral system an element is the same as adevice.

Element provider
The Grass Valley engineering term for device provider.

Facility view
The Facility view button inthe left-panel portion of the NetCentral interface displays
subsystem properties and HTML pages associated with folders.

Fibre Channel

A general set of integrated standards developed by ANSI for flexible information
transfer over multiple physical interface types.

Graphs view

The Graphs view button in the left-panel portion of the NetCentral interface displays
charts of statistical information about status messages received from monitored
devices.

Heartbeat polling

Messages sent periodically by the NetCentral software that check the “heartbeat” of
monitored devices by requesting the devices to respond.

HTTP

Hypertext transfer protocol — the protocol by which Web (HTML) pages are
communicated

Informational

The lowest level of severity for aNetCentral message. Sent when a device has
experienced a change in status within normal operating parameters.

Management information base (MIB)

A hierarchical collection of information about a managed element in a format
standardized by SNMP.
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Manager

The software component that resides on the NetCentral server and provides the
required interface to SNMP. NetCentral server

Messages view

The Messages view button in the left-panel portion of the NetCentral interface
displays lists of status messages for the currently selected folder, device, or
subsystem.

NetCentral server

The PC on which the NetCentral server softwareisinstalled and used to monitor
devices.

NetCentral software

The software modules, installed on aNetCentral server and on NetCentral clients, that
provide the primary functionality to the NetCentral system.

NetCentral system

The entirety of the components associated with monitoring devices, including
NetCentral servers, NetCentral clients, devices, NetCentral client viaWeb access, and
the network.

Offline
Something not active or not available for accessin a system.

Panel
A portion of an interface window. Panels are usually separated by dividing bars.

Point-to-point
A scheme for connecting two computers over atelephone line or over a network link
that acts like atelephone line.

Port
An access point in adevice where alink attaches.

Protocol

A convention for data transmission that defines timing, control, format, and data
transmission.

Reset

A low level of severity for a NetCentral message. Sent when a device returns to
normal operating parameters after acritical or warning level condition is resolved.

Service pack

Softwarethat isintended to add extended functionality and fix problemswith existing
software.
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Simple Network Management Protocol (SNMP)

The protocol defined by the Internet Engineering Task Force (IETF) to facilitate the
exchange of management information between networked devices.

Simple Mail Transfer Protocol (SMTP)
The protocol used to send Internet e-mail.

Static IP address

An IP address that is assigned to a machine on an IP network manually by a system
administrator.

Status indicator

Anicon, text message, or system action propagated by the NetCentral system for the
purpose of communicating to the user some information about the status of a device.

Subsystem

A logical, defined portion of a device's functionality for which management
information is captured and reported through the NetCentral system.

Subsystem view

That portion of the NetCentral interface that displays the subsystems of a particular
type of device and the current status of each of the subsystems of the selected device.

System tray

A portion of the Windows operating system taskbar reserved for icons representing
background processes currently active on the machine.

Threshold condition

A measurable point in the functionality of a device subsystem, beyond which the
subsystem is deemed to have changed status.

Trap

The unsolicited SNMP message that a device sends when it experiences a changein
status.

Virtual Web server directory

A mapping of a short name or aiasto the physical directory on aWeb server. The
physical directory contains the hypermediathat a Web browser can access using the
short name.

Warning

The medium level of severity for a NetCentral message. A warning message is sent
when a device has areduced ability to function and may fail soon, but at the current
moment it is still operating within specifications as designed.
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Index

A

access rights
in NetCentral 113
logon to NetCentral manager 47
to NetCentral features 114
action providers
defined 19
device-specific 99
functionality in NetCentral software 18
plugging in 99
actions
Beep 95
cancelling 64
configuring 87
configuring default properties 91
defined 84
filtering by device 100
filtering by folder 101, 102
interacting with messages 84
Launch URL 98
Play Audio 94
preparation before adding 87
Run Program 96
Schedule Mail 91
Send Mail 91
sound card needed 94
testing 92
Actionsview 54
Actions wizard 87
active drawings 23
removing devices from HTML page 109
adding
devices 104, 105
folders 55
Adding an action for a message 89
administrator
log-in privileges 25, 31, 33
logon to NetCentral 47
permissionsin NetCentral 113
alarms
allowing time before triggering 112
clearing 64
defined 60
resetting state 65
see also actions
alerts, see alarms, warnings

June 2, 2004

annotation layer 142
Application Logs Viewer 104
architecture, of NetCentral software 18
assign groupsto users 113
audio, see Play Audio action
Auto-Discovery

adding devices with 106

at first startup 37

defined 105

restoring defaults 130

starting 37

turning off 108

B

Beep action
configuring 95
turning off 64

Cc

cell phone natifications 92
checklist
NetCentral, ingtalling and setting up 27
Ciprico, see PFR500
clearing alarms 64
client
architecture 18
installing software 32
remote access 48
requirements 29
command line arguments 96
command prompt, for finding 1P address 29
community, see SNMP community
connectors
adding on HTML page 137
contact information for adevice 68

copying messages 86

D

Dead or off-line message 60

device list 66

device provider
defined 19
functionality 18
installing software 33
registration 130
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Index

verifying installation 35
devices
adding 41, 104, 105
copying into afolder 56
finding 66, 72
grouping and arranging 55
messages initiated by 84
parameters for threshold conditions on 85
removing 108
removing from HTML page 109
using device-specific applications 82
device-specific logs 79
DHCP server 29
diagnosing NetCentral problems 124
dialog boxes
Add Device 41, 105
Auto-Discovery 106, 110
Auto-Discovery Settings 107
Beep Configuration 95
Create Shortcut 49
Download Device Logs 80
E-mail Configuration 92
E-mail Schedule Configuration 93
Filter Messages 100, 101, 102
Folder properties 55
Mail Schedule List Configuration 93
Play Audio Configuration 94
Run Program Configuration 96
System Settings 106, 110, 112
disabling actions 100
downloading device-specific logs 80

Dynamic Host Configuration Protocol (DHCP) 29

E

e-mail, see Send Mail action, Schedule Mail
action
examples
monitoring a PFC500 Open SAN 162
monitoring a PFR500 Open SAN 163
monitoring Profile XP Media Platform 164

F
Facility view 52
folders 55
graphical view 57
Filter Message wizard 101, 102
filtering messages 100
finding monitored devices 66, 72
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folders
adding 55
copying devicesinto 56
embedding in HTML page 142
Facility view 55

folders, adding 55

FTP, on Profile XP and FSM 42

G
graphical view
in Facility view 57
graphs
defining type and time period 78
researching 77
Grayed-out text, interpreting 39, 61
groups
assigning for security 113

H

heartbeat polling, configuring 111
HTML page
annotation layer 142
background 57
embedding afolder icon 142
removing devices 109
subsystem connectors 137
HTML page, see graphical view
Hypertext Markup Language (HTML) 22, 23

icons
as status indicators 60
status 60
system tray 62
indicators, status 60
installing software
client 32
device provider 33
server 31
Internet Engineering Task Force (IETF) 21
Internet Protocol (1P)
address as trap destination 40
address of NetCentral server 29
addresses of monitored devices 105
dynamic addresses 29
range of addresses for Auto-Discovery 107
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K
keep-alive function 112

L
licensing
testing NetCentral software components
for 124
violations 130
Light colors, defined 61
log-in
administrator privileges 25, 31, 33, 129
initial start of NetCentral 36
to Netcentral 113
logs
accommodating size increases 118
application logs viewer 104
defined 128
device-specific 77
downloading from devices 80
NetCentral 128

M

management information base (MIB) 21
Managing port access 116
message boxes
Delete device 42, 108
Network Connection 41, 106
messages
acknowledged displayed 70
adding remarks 85
copying 86
dead or off-line 60
defined 84
definitions of status levels 60
exporting 73
filtering by device 100
filtering by folder 101, 102
finding 72
in the NetCentral window 63
interacting with actions 84
number displayed 70
printing 76
querying 75
researching 69
responding to 63
suggestions for corrective actions 61
time period displayed 70
viewing aligt of al possible 127
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Messages view 53
arranging 71

N

name resolution on a network 105
NCAdministrator group for NetCentral
security 113
NCTechnician group for NetCentral security 113
NCUser group for NetCentral security 113
NetCentral Lite
detectslocal XP only 130
documentation for 12
installing 12
using 12
NetCentral log
using 128
NetCentral software
architecture 18
automatic startup 49
core 19
installing 31, 32
plugins 19
starting 37
troubleshooting 123
NetCentral window
viewing 50
networks
defined as managed by SNMP 21
name resolution 105
settings that affect performance 108, 112
notifications
see also actions
configuring 87
customized sets 84
multiples of the same type 87

o
Open SAN
FTP for log downloads 42
monitoring a PFC500 system 162
monitoring a PFR500 system 163
Open SAN, see Open SAN
open view in new window 54
operating system
reguirements 28
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Index

P search
pager notifications 92 for device 66
PFR500 for folder 56

monitoring a Open SAN that uses 163 for messages 72

monitoring a Profile XP Media Platform that | Securty

uses 164 administrator privileges 25, 31, 33

Play Audio action NetCentral 113

configuring 94 Send Mail action

sound card needed 94 configuring 91
port access 116 server
privileges, administrator-level 25, 31, 33 architecture 18
problems dangers of dynamic | P addresses 29

at Windows NT startup 129 installing software 31

with the NetCentral system 123 requirements 28
Profile XP Media Platform, example of Service Pack, see Windows NT Service Pack

monitoring 164 shortcuts, creating in Windows NT startup 49

protocols Simple Mail Transfer Protocol (SMTP) 92

multiple in NetCentral 42 Simple Network Management Protocol, see
public, defined as SNMP community 22 SNMP

SNMP
Q agent 130
) community, astrap destination 40
querying NetCentral messages 75 configuring community name 105
configuring properties 40

R definitions
refreshing the information area 54 agent 21
registered component, testing for 124 community 22
re-installing, Windows NT Service Pack 129 managed device 21
remarks managed networks 21

added to messages 85 management information base (M1B) 21
remote access to NetCentral 48 management stations 21
removing devices 108 manager 21
reports, NetCentral software diagnostic 125 SNMP 21
requirements traps 22

facility 28 function of trap destinations 22

NetCentral client 29 restarting services 38

NetCentral server 28 trap service 131

NetCentral system on anetwork 28 trap target, trap recipient 40
researching tutorial 143

messages 69 SNMP trap configuration
reset messages, defined 60 at first startup 37
reset state 65 manually setting trap destinations on
Run Program action monitored devices 39

configuring 97 SNMP trap messages

definition 37
S verifying 39
Schedule Mail action f viewing alist of all possible 127
I software
configuring 91 dlient 32
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device provider 33
reinstalling 33
server 31
uninstalling 33
sound card
needed for Play Audio action 94
verifyingon aPC 131
sounds, stopping 64
startup
creating shortcuts 49
problems with 129
statusindicators
interpreting 60
status information, viewing 67
status levels defined 60
stopping NetCentral 48
stopping sounds 64
subsystem connectors
adding on HTML page 137
support
for Grass Valley products 13
phone 13
Profile Users Group 13
Web 13
Syslog monitoring 42
system settings
Auto-Discovery 106, 110
heartbeat polling 112

T
testing
beep action 96
e-mail action 92
for registered/licensed NetCentral software
component 124
play audio action 95
run program action 97
threshold conditions, setting parameters on
devices 85
trap engine 129
traps, see SNMP traps
Treeview
arranging 55
turning off audible alarms 64

U

U.S. Windows version, requirements 28
URL, launching as action 98
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user groups
in Windows and NetCentral 113
user permissionsin NetCentral 113

\'}

version information 82
views
Actions 54
Facility 52
Graphs
graphical view 53
in multiple windows 54
Messages 53
NetCentral main window 51
Treeview 55

w

warning, defined 60
wave file (WAV)
defined 94
playing as an action 95
turning off sounds 64
Web browser, see browser
Web page, defined 23
Wide Area Network (WAN), Auto-Discovery
within 107
Windows
regquirements 28
Windows NT Service Pack
problemsif not re-installed 129
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