IP DIRECTOR

Application note 5.08.02 MAY 2010
SQL Server configuration
Validity of this note : Version 5.82.50 and above.

Introduction

This application note describes the entire SQL server configuration used with the IP Director database.
You can also find some troubleshooting tools described at the end of the document

IP Director 5.8 is compatible with SOL2005 onlv (and not with SOL2000 anvmore)

SQL Server Configuration

Memory

The standard server used to host SQL Server is configured with 2 GB RAM.

SQL server must be configured to take a maximum of 1,5 GB Ram to prevent the service to disturb
other processes.

This configuration can be changed manually through the SQL Server Properties (Memory tab) or
automatically with the script "SQL_MaxMemory.sql” contained in the SQL toolkit

Service packs

To ensure that SQL Server is up-to-date, it's recommended to apply the latest Service Pack available
for SQL Server.

For SQL Server 2005, the last validated Service Pack is the SP2.

The file SQLServer2005SP2-KB921896-x86-ENU.exe EXE can be applied to SQL Server 2005 Standard
Edition.

The file SQLEXPR32_ADV.EXE integrating SP2 can be applied to SQL Server 2005 Express Edition.

SOL 2005 Express Edition Advanced is needed for IP Director 5.8

Windows Configuration

EventLog

SQL Server records a lot of messages in the application log. The log size should be configured to store
all the application messages during at least one week.

To avoid any kind of message loss, it's important to configure the Application Log “Max Log size”
property to more than 5 Mb without retention period (Overwrite Events as Needed)

A script can be applied to the servers to configure the maximum log size to 25 Mb.
“Set_AppLog_Size.vbs” is available in the SQL toolkit
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SQL Server Maintenance

Database Backup plan

Concept

It's important to regularly backup the media database to ensure data recovery.
Several backup plans could be implemented depending on the infrastructure used by IP Director.
A daily full backup is considered as the minimal backup strategy but the following procedure ensures
an optimal recovery plan:

- Full Backup every hour

- Transaction Log Backup every 15 minutes
On the standard platform, a full backup takes less than 10 seconds (DB size:450 Mb => 2Sec/100Mb).
Even if this backup operation uses a lot of disk resources, the backup window is so short that this kind
of backup could be done every hour without any substantial performance loss.
To shorten the data loss window, a Transaction Log backup is launched every 15 minutes. This
complementary backup ensures that we can recover all the data changes up to 15 minutes before the
DB corruption.
All these backup files should be stored on a local disk with enough free space (and not on a mirrored
disk if SQL Server is installed with Legato). The backup files retention period is configured to 4h. That
means that 4 full backup files and 4h of transactions will be stored in the backup folder (it could be a
lot of data. i.e. with a 200 Mb DB and 500 Mb Transaction Log : (4*200)+500=1300 Mb).
The backup files can also be automatically copied to a network share to ensure that they are available
if the SQL Server totally crashes. This file copy can be done with Robocopy and is included in the SQL
toolkit.

Index Optimisation

To keep the database performances at the highest level day after day, it's important to periodically
rebuild the indexes defined on each table. This procedure can be done automatically with a SQL job
and launched by SQLSERVERAGENT every night.

Index rebuild is a performance consuming process and should be avoided during production hours.

Fulltext Catalogs reorganize

The IP Director database intensively uses the SQL fulltext catalogs to perform searches. In order to
keep them optimized a night job will reorganize them every day at 04:00

System databases Backup Plan

In order to complete the backup strategy, MASTER and MSDB must also be saved through a backup
procedure.

MASTER and MSDB are usually small, their backup-up should be performed quickly.

A job will backup these two system databases every night at 03:00.

Procedure

All these maintenance actions can be created with the EVS_DB_Tool.hta file contained in the Remote
Installer plugins or in the SQL_Toolkit.
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EVS SQL Database Tool (Version 5.8.1)

The EVS_DB_Tool is an HTA file (HTML Application).
It has been developed to easily perform administrative tasks on a SQL server (whatever be the
version).

These tasks are displayed in the foIIowing screenshot :

¢ [Create Maintenance Jobs]
This part of the tool creates the maintenance jobs explained in the first part of the
document.
Jobs created are :
= A DB Full backup every hour
= A DB Transaction Log backup every 15 Minutes
= A DB Index rebuild every day at 02:00
= The system database full backup every day at 03:00
= A msdb database clean-up every day at 03:10

¢ [Backup a Database]
Creates a manual full or transaction log backup from the specified database

¢ [Restore a Database from History]
Restores a database from the lasts backups. The backup file list is obtained from the
local SQL Server. It can be used to easily restore an previous version of the local
database but not to restore a database coming from another server.

¢ [Restore a Database from File]
Restores a database contained in a backup file.
The database will be restored with its original name in the local server default
directory.
This part of the tool is specialy designed to restore databases coming from another
server especially with different database folder path.

¢ [Manually Rebuild Database Indexes]
Rebuild all the indexes defined in the specified database

[Manually Rebuild FullText Catalogs]
Rebuild all FullText indexes defined in the specified database

[Create ROBOCOPY job]
Creates a jobs that replicates a folder to a network share
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[Create Maintenance Jobs]
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¢ Click on [Create Maintenance Jobs] to display the tool options

¢ Choose the database to "maintain” in the local database list

e Choose the folder where the backups will be stored (default : C:\DB_Backups). The folder will
be created if it doesn't exist.

e Click on “Create Jobs” to create the maintenance jobs for the chosen database.

The tool creates

= A Full backup job scheduled every hour

= A DB Transaction Log backup job scheduled every 15 Minutes

= A DB Index rebuild job scheduled every day at 02:00

» A Fulltext Catalogs reorganize job scheduled every day at 04:00

= The msdb and master full backup job scheduled every day at 03:00

= A job that cleans the msdb database and keep a 15 days backup history
The jobs are first deleted if they already exist.
The tool can configure the SQLServerAgent service to run automatically if you click on “OK” at the
following question :

Important : SQLServerAgent must be configure to start manually if Legato is installed on the server !

If the tool detects that the service is configured to be launch with the LocalSystem Account, you will
see the following information :

If the SQL Jobs must access to a network resource, such as copy a file to a shared folder or access to
another SQL Server, the account used to start the SQLServerAgent Service must be a Local or Domain
User.

The Jobs created by the tool and their status can be listed in the SQL Server Management Studio in
the following screen
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The schedules applied to the maintenance jobs can be modified only through the SQL Server
Management Studio (Job properties — Schedules tab)

If you want to modify the backup file retention period previously described earlier in this document
(by default 4 hours), it could be done by modifying the command line executed by the backup jobs
(Full AND Log).

To modify the file retention period, right-click on the corresponding backup job and choose
“properties”. Click on the “Steps” tab.

1

You can carefully modify the command line and change the 4HOURS parameter to the retention time
you want (12HOURS,24HOURS, 2DAYS,...)

EXEC master.dbo.xp_sqglmaint N*-D IPRemote -WriteHistory -VifyBackup -BkUpMedia DISK -
BkUpDB C:|DB_BACKUPS -DelBkUps 4HOURS -BkExt BAK'

Click OK to save your changes.

SQLServerAgent is not installed with a SQL2005 Express Edition. The HTA detects which SQL
version is used by IP-Director and creates windows jobs instead of SQL Jobs in case of Express
edition.
The jobs created by the HTA are :

- a full database backup of all databases every hour

- a DB Reindex on all databases every day at 2:00
The jobs use the application ExpressMaint.exe that must exist in the c:\windows folder

IP Director application note (version 5.8) SQL Server configuration 25/05/2010
S. Maindiaux Page 5 of 11



[Backup a Database]

The EVS_DB_Tool can also be used to easily backup a database by choosing [Backup a Database]

e Choose the Local Database name

¢ Choose the database type (full or Transaction Log)

¢ And Click on “Backup DB"
The backup file will be stored in the c:\DB_Backups folder and will be named
DatabaseName_BackupType_DateTime.BAK (i.e. IPRemote_db_200606291100.BAK)
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[Restore a Database from History]

Two Restore types are available in this tool.

The first is based on the backup history stored on the local SQL server.

You have just to specify the local database to restore.

The tool will access the local SQL server and list the lasts backups performed on the database.

It then takes the last full database backup and the following transaction log backups and restores
them on the specified database.
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This first restore tool is designed to restore a corrupted database from the last backups performed on
this database (locally)
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[Restore a Database from File]

The second restore tool is based on a file restore and can be used to restore any database.

You have just to specified in which file the backup is stored (the entire file path)

The tool opens the backup file and reads the database name associated to the backup (only one
backup must be stored in the file).

It restores this database in the local default database folder or on the local database location if it
already exists (and not the originating file location stored in the backup file)
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The tool is designed to restore a backup file whatever the database and the originate server
configuration.
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[Manually Rebuild Database Indexes]

This part of the tool gives the opportunity to an operator to manually rebuild the database indexes.
This operation is resource consuming and should be launched during low activity period otherwise it
could cause locks and application slowdowns.

Index Rebuild can improve database performance by reorganising datas in the database.

This functionality has been added to easily rebuild indexes when the corresponding maintenance job
is disabled or not executed (regarding its schedule)
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[Manually Rebuild FullText Catalogs]

IP Director 5 uses the SQL Fulltext Search Engine to perform ‘Google’ like searches on the database.
The Fulltext Search Engine stores indexed words in the Fulltext Catalogs. These catalogs can then be

rebuilt by this HTA.
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[Create ROBOCOPY Job]

This part of the tool gives the opportunity to create a job that replicates files between a local drive
and a network share

The Robocopy job can be used to replicate files between mirrored DB Servers.

In this case, the jobs should be created on both servers (main and backup) and have the following
source and destination paths:

Source folder :\Wirtual_IP_Address\Share

Destination folder :\Local _IP_Address\Share
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