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Serial to TCP/IP Dispatcher Prot

This document presents the Serial-to-TCP Dispatcher, which is a piece of software designed
to run on a separate PG, or embedded into a product (such as the Kaleido-X), and act as a

bridge between a serial device and the TCP/IP network.
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Overview
The purpose of the Dispatcher is to act as communication bridge between a serial device and multiple TCP/
IP devices.
TCP/IP Connection -
Kaleido
Serial Device Dispaicher Dispatcher TRC/P Protocol Kaleido
Protocol
Kaleido

. Serial connaction

Figure 1: Functional model

Description of Data Flow

« The Dispatcher expects the data coming from the serial port to respect the format defined in Figure 4:
Dispatcher Protocol.

« In normal circumstances (see Figure 3: Dispatcher Flowchart), the Dispatcher extracts the Message
section of the data packet (shown in Figure 4: Dispatcher Protocol) received on the serial port, then
decodes it to a TCP/IP segment, and finally sends it to the IP address/TCP port number that matches the
Link ID.

+In normal circumstances (see Figure 3: Dispatcher Flowchart), the Dispatcher extracts the data contained
ina TCP/IP segment received from an open TCP/IP connection, then encapsulates it to a serial data packet
(see Figure 4: Dispatcher Protocol), and finally forwards it onto the serial connection.



Normal Case
The following diagram describes the normal flow of data from a serial device to multiple TCP/IP devices.

Interaction Diagram Normal Case
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Serial device can send multiple - The body of data packet is transparent to Dispatcher.
message to multiple TCP/IP devices - Dispatcher ignore the relation and sending order between
However, for each TCP/IP device, Serial data packet and TCP data packet

the timely sequence of message must be respected:

1- open socket packet

2- send data packet (data packet can be send one or more time)
3 -close socket

Figure 2: Interaction diagram
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Exception Case
The Dispatcher protocol does not return any error message. Invalid packets are discarded silently. The serial
device that uses the Dispatcher must implement its own mechanism to ensure that data is successfully

transmitted.

Dispatcher Flowchart
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Figure 3: Dispatcher Flowchart



Interface

Interface

This section presents the interface used to manage this new feature.

Serial Interface
Figure 4 shows the format of the packets received by the Dispatcher over its serial interface (i.e. Open
socket packet, Data packet and Close socket packet) as well as the format of the packets sent by the

Dispatcher onto its serial interface (i.e. Data packet from TCP/IP).

Basic Data Packet Format

Dispatcher Protocol Format

| 0x00 Without checksum

”””” | 0x01 With checksum See annex A Emmi
i N
Length of Data - :"“‘: See Command ID Table
Begin Length ‘ 5::[;52' Comlrl:v;and Data Checksum
8 bits 16 bits 8 bits 8 kgjts/ Length bytes 16 bits.
e \\
ya A
e Data ‘\\
~ \
! s .
| OX7E - frame N

i begin

The Link ID that |
corresponding |
with an opened i--
TCP connection }

socket |

Open socket packet

‘ Link ID IP address ‘ TCP/P port ‘
number

16 bits 32 bits 16 bits

Data packet ‘
~-------- See Annex A
,,,,,,,,,,,,Jj Reserved

‘ Link ID Chksum ‘ Message ‘

16 bits 8 bits 8 bits Length bytes

The Message |
that user want to r-—-—--—------—---

send
Close socket packet
Link ID
16 bits
Data packet from TCP/IP )
i The data packet
mmmeenen _ See Annex A ------1 that TCP send to
) | Serial
"""""‘i Reserved 1 '
‘ Link ID chksum ‘ data
16 bits 8 bits 8 bits Length bytes

Figure 4: Dispatcher Protocol
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Command ID Table

This section presents the valid values for the Command ID field.

Command ID Command Description
0x01 Open Socket

0x02 Send Data

0x03 Close Socket

0x04 Data from TCP device

Serialization Convention

The Dispatcher expects data coming from the serial port to have big-endian bit ordering and network byte

order.

Annex A - Checksums

The checksum algorithm used is the IP checksum specified in RFC1071 (http: / /www. fags.org/
rfcs/rfc1071 . html). It can be used in two modes: 8-bit and 16-bit.

8-Bit Checksum

The 8-bit checksum is used in the data packet as a header checksum. Itis used to verify that the length field

was not corrupt.



Annex B - Example

The checksum should include the 16-bit length field, the 8-bit protocol field and the 8-bit command field.
The checksum must be calculated as described in RFC1071, but using single-byte complement 1's sum

instead of byte pair.
Lenath of th ' d 1 Checksum see :
engtnh ol e Xml comman 1 i Al A { 777777777777777
in bytes unit || e Command ID : Send Data nnex i
OX7E 0x0018 0x01 0x02 0x1516 0xB9 | 0x00 | <XMLBEGIN> ... </END XML> 0x0000
8 bits 16 bits 8 bits 8 bits ! 16 bits 20 bytes 16 bits

............ 4 Begin Packet flag i Protocol version ' Link ID

L---A: Multiplex ID for future use

Checksum see Annex A:
0x00

+0x18

+ 0x01

+ 0x02

+0x15 -

+0x16

1's complement sum = 0x46
0x46 1's complement = 0xB9
Correct since 0x00 + 0x18 + 0x01 + 0x02 + 0x15 + 0x16 +0xB9 = OxFF

Figure 5: Checksums

Annex B - Example

This section describes a Serial-To-TCP Dispatcher Protocol use case.

Ross Interaction Use Case

The following sections present a use case in which the Dispatcher is used with a Ross production switcher

to send XML commands to a Miranda Kaleido Multi-image system. Each sub-section focuses on a specific
Dispatcher packet.

Ross Open Socket Message

; i Protocol versi
Length of the of IP address | _ P fotocotversion

and port number in bytes unit i _3

;---é Command ID : open socket Checksum see Annex A -
‘ 0X7E ‘ 0x0008 ‘ 0x01 ‘ 0x01 ‘ 0x1516 196.186.1.200 (0xC4BA01C8) 1300 (0x0514) 0x1F53
| 8 bits 16 bits 8 bits 8bits | 16 bits | 32 bits 16 bits 16 bits
L-{ Begin Packet flag L4 Link 1D E— 1P Address L Port Number

Figure 6: Ross Switcher Open socket example
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Ross Send Data Packet Message

Checksum see |
Length of the xml command

in bytes unit {1 - —741 Command ID : Send Data Annex A i
Ox7E ‘ 0x000A ‘ 0x01 ‘ 0x02 ‘ 0x1516 ‘ OxF2 ‘ 0x00 ‘ <abc/> O0x2AE6
8 bits 16 bits 8 bits 8 bits § 16 bits ! 6 bytes 16 bits
___....___..43 Begin Packet flag L Protocol version 3-—% Link ID

Multiplex ID for future use

Checksum see Annex A:

0x00

+ 0x0A

+0x01

+ 0x02

1's complement sum = 0x0D

0x0D 1's complement = 0xF2

Correct since 0x00 + 0x0A + 0x01 + 0x02 +0xF2 = OxFF

Figure 7: Send data packet to TCP

Ross Data from Kaleido

Length of the xml command i_ P ,f Command ID : Data from TCP Checksum see |
in bytes unit | ! | ! Annex A |
Ox7E 0x000A 0x01 0x04 0x1516 0xFO | 0x00 <abc/> 0x2CE6
8 bits 16 bits 8 bits 8 bits 16 bits 8bjts 8 bits 6 bytes 16 bits
—————— 4: Begin Packet flag Version number ‘»—41 Link ID L Multiplex ID for future use

Checksum see Annex A:
0x00

+ Ox0A

+ 0x01

+ 0x04

1's complement sum = (—
0xO0F

0xOF 1's complement =
0xFO

Correct since 0x00 + 0x0A
+0x01 + 0x04 +OxFO =
OxFF

Figure 8: Data packet from TCP
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Ross Close Socket Message

1 Begin Packet flag ———i Version number ~ be-----ee- i Link ID

i ; Checksum see i
Length - Command ID : close | Annex A |}
OX7E 0x0002 0x01 0x03 0x1516 OXEAE9
! 8 bits 16 bits | 8 bits 8 bits 16 bits 16 bits
L] | -

Figure 9: Close socket message
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